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ABSTRACT 


IDENTIFYING  THE  ROLES  OF  THE  SEPARATE  GOVERNMENTAL  AGENCIES  IN 

COUNTERING  THE  PROLIFERATION  OF  WEAPONS  OF  MASS  DESTRUCTION 
AMONG  NONSTATE  ACTORS  THROUGHOUT  THE 

COUNTERPROLIFERATION  CONTINUUM  by  Major  Scott  C.  Cottrell,  USMC, 

137  pages. 

The  threat  posed  by  nation  states  and  nonstate  actors  armed  with  WMD  is  arguably  the  greatest, 
curroit  threat  to  naticxtal  security.  Govemmaital  efforts  to  counter  this  threat  are  inheraitly 
ineffici^  due  to  the  current  organizational  and  C2  structure. 

This  study  first  groups  governmental  efiforts  to  counter  this  threat  into  tor  functional  areas  wdiich 
are  then  collated  into  a  model  christaied  the  Counterproliferation  Cwitinuum.  This  continuum 
defines  the  roles  of  the  major,  separate  govemmaital  agencies  in  each  functional  area. 

The  Counterproliferatioi  Cwitinuum  demonstrates  a  linkage  betweoi  the  counterterrorism  and 
nonproliferaticm/counterproliferation  arenas.  Further,  this  diesis  idoitifies  diortfells  in  the  current 
organizational  and  C2  structures  and  prqposes  changes  to  qjtmize  governmental  efforts. 

Rectifying  identified  shoitfells  requires  the  formation  of  a  ccaitrolling  aitity,  routinely  involved  in 
the  process  and  enqiowered  with  the  ability  to  coordinate  interagency  efforts  and  streamline  the 
flow  of  informatiai  and  resources.  This  study  researdies  qitions  and  prqxises  a  C2 
organizational  and  structural  regrouping  which  will  more  efficiently  focus  governmental  efforts  to 
counter  this  threat. 
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CHAPTER  1 


INTRODUCTION 

This  thesis  identifies  a  clear  and  direct  threat  to  the  security  of  die  United  States  of 
America:  the  proliferation  of  weapons  of  mass  destruction  (WMD)  among  nonstate  actors.  This 
thesis  will  briefly  summarize  the  threat  facing  the  United  States  (US),  define  the 
Counterproliferation  Continuum  (US  effort  to  counter  this  threat),  idaitify  the  roles  of  the  s^arate 
govemm^tal  agencies  throughout  this  oxitinuum,  and  will  examine  the  adequacy  of  the  current 
interagency  relationships  and  command  and  control  system  in  countering  this  threat. 

The  Research  Question 

What  are  the  roles  of  the  sqiarate  governmental  agencies  in  countering  the  proliferaticai  of 
WMD  among  nonstate  actors  during  eadi  phase  of  the  Counteiproliferation  Caitinuum? 

Subordinate  Ouesticms 

1 .  What  is  the  Counterprolifeiatirai  Ctmtinuum? 

2.  What  is  the  threat  to  the  US,  defined  in  terms  of  organizati(xi,  capabilities  and 
motivaticm? 

3 .  What  is  the  national  policy  ctmceming  this  threat? 

4.  What  govemmOTtal  organizaticms  are  involved  in  countering  this  threat?  What  is  the 
role  of  each  organization  during  each  segm^  of  the  Counterproliferation  Continuum? 
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5 .  Are  the  curroit  interagaicy  relationships  and  “command  and  ccmtrol”  structure 
adequate  to  orchestrate  the  national  assets  necessary  to  counter  this  threat? 

C<artext  of  the  Problgn  and  the  Research  OuesticHi 
General 

Currently,  the  US  is  &ced  with  an  apparait  increase  in  large-scale  terrorism  ccsiducted 
utilizing  both  ccmventional  weaptms  and  WMD.  This  threat,  ahhou^  not  new,  has  been 
exacerbated  by  the  fell  of  the  former  Soviet  Union  (FSU).' 

Prior  to  the  fell  of  the  Soviet  Enq}ire,  the  Soviet  Uni<xi  and  the  US  were,  arguably,  the 
principal  world  powers,  with  ccHiflicting  global  strategies  and  goals.  During  this  era,  the 
develqjmCTt,  maintoiance,  and  acquisition  of  WMD  were  largely  axitroUed  by  these  two 
superpowers,  albeit  with  some  “leakage”  of  knowledge  and  tedinology  to  other  nations.  These 
arsaials  of  WMD  were  axitrolled,  through  policy,  treaty,  or  possession,  by  the  two  superpowers 
and  meant  for  use  during  overt  nation^UMiaticxi  oxiflict. 

The  collapse  of  the  Soviet  Union  had  profound  and  fer-reaching  effects  the  world,  most 
notably  in  the  military,  economic,  and  political  sectors.  Although  the  totality  of  the  effects 
resulting  from  the  breakup  of  the  FSU  are  not  yet  apparent,  some  initial  effects  with  relevance  to 
this  paper  are  obvious;  these  effects  will  be  generalized  below  and  detailed  later  in  this  diapter; 

1 .  Curraitly,  fee  US  is  clearly  fee  dominant  world  power  (fee  1991  Gulf  War  provided  a 
glaring  example  of  fee  formidable  military  power  and  potential  of  the  US),  with  few,  if  any,  naticHi 
states  capable  of  engaging  in  an  overt  (xxiflict  with  fee  US. 

2.  The  US,  Avife  fee  intent  of  enhancing  its  own  security  and  econ<Mnic  posture,  has  clearly 
stated  that  its  primary  objectives  include;  “afeancing  our  security  wife  military  forces  that  are 
ready  to  fight  and  with  effective  r^resentation  abroad;  to  bolster  America’s  eccnomic 
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revitalization;  and  to  promote  democracy  abroad.”^  To  accomplish  these  goals  the  US  has  adopted 
a  “Strategy  of  Engagement  and  Enlargement,”  wiiich  has  reinforced  its  role  as  the  dominant  world 
power. 

3  That  US  dominance  and  overseas  presence  has  made  it  the  target  of  recent  terrorist 
attacks  and  further,  that  the  potential  fisr  further  violence  against  the  US  is  thou^t  by  many  to  be 
greatly  escalating.^ 

4.  The  collapse  of  the  FSU  increased  the  number  of  “players”  on  the  world  stage;  a 

no  longer  completely  dominated  by  the  strategies  and  objectives  of  the  US  and  the  FSU.  Today, 
smaller  natiOT-states,  rehgious  organizations,  and  economic  cartels  are  assuming  a  mudn  larger 
role  on  the  world  stage,  some  with  objectives  and  strategies  directly  in  conflict  with  those  of  the 
US. 

5.  The  collapse  of  the  FSU  resulted  in  potential  “leakages”  of  scioitists,  technicians,  and 
knowledge  regarding  WMD.^  Access  to  former  Soviet  scioitists  and  technicians  c:an  provide  the 
ncHnstate  actor  with  kncjwledge  of  the  former  Soviet  Unican’s  arsenal  of  WMD.^  Further,  there  have 
been  accounts  of  attenqrted  black  market  sales  of  actual  weapcms  or  the  materi^^k  necessary  to 
make  them.® 

6.  That  direct  availabihty  and  the  ability  to  produce  mass  WMD  have  increased 
dramatically  since  the  breakup  of  the  FSU. 

7.  That  the  President  of  the  United  States,  in  recognitican  of  the  threat  posed  by  the 
proliferation  of  WMD  declared,  “a  naticaial  emergency  with  respect  to  the  unusual  and 
extraordinary  threat  posed  by  the  proliferation  of  nuclear,  biological,  and  chemical  weapons 
(WMD)  and  the  means  of  delivering  them.’ 

The  threat  of  an  attack  car  the  US  or  her  interests  by  ncaistate  actors  armed  with  WMD  is 
cuiTfflitly  the  most  probable  threat  to  US  naticmal  security.  This  form  of  terrorism,  intait  car  great 
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lethality  to  further  its  aims,  has  at  its  bidding  WMD.  For  the  purposes  of  this  paper  the  author  will 
utilize  the  definitiiMi  of  “weaprms  of  mass  destruction”  as  listed  in  the  Secticm  1403,  Title  XTV  of 
the  National  Defaise  Authorizatiwi  Act.  Weapons  of  mass  destruction  are  identified  as  “any 
weapon  or  device  that  is  intaided,  or  has  the  capability,  to  cause  death  or  serious  bodily  injury  to  a 
significant  number  of  people  throug^i  the  release,  dissemination,  or  inqiact  of:  (a)  toxic  or 
poisonous  chemicals  or  their  precursors;  (b)  a  disease  organism;  or  (c)  radiation  or  radioactivity.* 
This  definiticxi  includes  the  detonaticm  of  a  nuclear  weapon  or  the  intoided  dispersal  of  radioactive 
material,  through  conventional  means  to  kill  perscxmel  or  deny  use  of  an  area. 

Although  great  destruction  and  death  have  been  caused  by  “convartitHial”  (non-WMD) 
weapons  (for  example,  the  1983  attack  the  Marine  Barracks  in  Beirut  Lebanon;  the  1993 
txxnbing  of  the  World  Trade  Carter;  and  the  Oklahoma  City  Bombing  in  1995  were  all  exanqrles 
of  terrorist  usage  of  “coiventional”  weapons),  this  paper  will  fixius  chi  the  threat  posed  by  WMD 
as  a  tool  of  nonstate  actors  (a  term  aiconqrassing  terrorists).  The  govemmartal  agaicies,  their 
interagency  relaticmships,  assets,  and  command  and  control  (C2)  structure  designed  to  focus  on 
“convaitional”  terrorist  activity  utilizing  conventional  weapais  must  now  also  be  capable  of 
preventing  and  respcmding  to  terrorist  employmait  of  WMD. 

Ahhou^  this  paper  focuses  cm  WMD  the  countering  of  the  threat  posed  by  terrorists  bent 
on  large-scale  destruction  and  death,  through  any  means,  is  cxie  of  the  primary  issues  of  this  study. 
WMD  offer  the  terrorist  a  means  of  achieving  greater  lethality,  destructicm,  and  effect,  thereby 
focusing  world  media  cm  his  issues.  In  an  extreme  case,  WMD  provides  the  potential  terrorist  with 
the  capability  to  attack  principal  command  and  control  nodes  or  pq^ulaticxi  caiters  in  the  United 
States  or  allied  naticxis.  In  the  past,  WMD  have  bem  principally  associated  with  naticm  states  for 
use  in  overt  ccaiflict.  With  the  increased  availability  of  WMD  resulting  firom  the  breakup  of  the 
FSU  (both  directly  and  indirectly),  most  authorities  cm  the  subject  of  terrorism  speculate  it  is  cmly  a 
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matter  of  time  before  WMD  are  utilized  in  a  successful  terrorist  attack  <»i  the  US  or  her  interests.® 
Sudi  an  attack  would  result  in  a  level  of  destruction  never  before  associated  with  the  work  of 
terrorist  activities. 

These  initial  comments  have  bear  offered  to  provide  a  conceptual  understanding  of  die 
threat  and  will  be  explained  in  further  detail  later  in  this  paper.  Further,  this  chapter  will  detail 
specific  instances  vvhere  ctHiventiCTial  we^wns  were  utilized  by  terrorists  to  achieve  large-scale 
destructicxi;  these  exanqiles  are  cited  (mly  to  document  the  evolving  threat  posed  by  large-scale 
terrorism  and  the  growing  potaitial  for  terrorist  use  of  WMD. 

The  Threat 

The  tools  available  to  terrorists  have  evolved  very  quickly  since  the  fall  of  the  Soviet 
Ltaioo.’®  Although  the  traditicsial  tools  of  the  terrorist  have  been  and  remain  the  gun  and  the  bomb, 
the  traditicxial  car-bombing  associated  with  “cold  war  terrorism”  is  now  being  r^laced  by  the  use 
of  chemical  agents  and  high  eiqilosive  bombs.  Terrorist  intent  now  ^conqiasses  large-scale  death 
and  destruction. "  Today,  the  terrorist  has  at  his  disposal,  should  he  have  the  willingness  to  use, 
the  assets  to  acquire  or  the  means  to  produce  them,  di^nical,  biological,  and  nuclear  weapcns. 
Terrorist  use  of  WMD  could  easily  result  in  Hiroshima^ype  losses  and  effects. 

Although  hard  for  most  Americans  to  imagine  or  accqjt,  access  to  WMD  is  no  Icnger 
limited  to  the  wealthy,  state-backed  terrorist  organizations  but  is  now  increasingly  qjen  to  small, 
relatively  unsophisticated  groups  of  fonatical  true  believers  in  whatever  cause  they  espouse.*^ 

Although  little  known,  the  threat  of  domestic,  homegrown  terrorism  (tealing  in  WMD  has 
been  presait  in  the  United  States  for  some  time,  as  evidenced  by  the  1972  fowarting  of  an  aOmpt 
by  an  American  fescist  group  called  the  Order  of  the  Rising  Sun.  This  group  had  planned  to  dump 
eighty  pounds  of  typhoid  bacteria  cultures  into  the  water  supplies  of  a  few  large  Midwestern  cities. 
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Likewise,  in  1985,  a  group  of  neo-nazis  was  stopped  frcttn  dumping  thirty  gaUons  of  cyanide  into 
the  water  supplies  of  New  York  City  and  Washington,  DC.'^  The  potoitial  numbers  of  casualties 
whidh  could  have  resulted  from  these  two  attacks,  as  unthinkable  as  they  are,  serve  to  higjiligjit  the 
potential  threat  associated  with  increased  access  to  WMD. 

Access  to  these  weaprxis  has  beOT  increased  largely  due  to  the  breakup  of  the  FSU  and  the 
resulting  sale  of  weapons  of  every  type.’^  Ahhougji  some  would  discount  the  market  for  sales  of 
weapotts— usable  fissile  material,  research  into  the  security  of  fissile  material  holding  sites  (in 
Russia)  has  shown  a  total  lack  of  awaraiess  of  modem  nuclear  security  and  accountability 
procedures.'^  The  relative  ease  of  access  to  WMD  is  no  Icmger  in  doubt;  the  remaining  question  is 
wd»en,  not  if,  they  will  be  sold  to  an  unfnaidly  state  or  ncxistate  actor. 

Another  great  fallacy  which  has  long  downplayed  the  possibility  of  sale  and  transport  of 
WMD  is  the  danger  of  handling  nuclear  fissile  material;  both  hi^ly  enridied  uranium  (HEU)  and 
plutcHiium  can  be  easily  handled  with  little  threat  of  immediate  danger  to  the  smu^er  (if  basic 
precauticais  are  met).'*  The  ease  of  handling,  coupled  with  the  reduced  size  of  these  weapcms, 
makes  them  relatively  safe  and  easy  to  transport,  conceal,  and  deliver  to  potential  buyers.  If  not 
already  established,  the  eventual  creatirm  and  exploitatirsi  of  the  market  for  WMD  is  certain. ’’ 
Although  this  section  dealt  mainly  with  the  potential  availability  of  nuclear  weapons—usable  fissile 
material,  the  availability  of  chemical  and  biological  weapons,  or  the  means  to  make  them,  is  even 
greater. 

The  breakup  of  the  FSU  has  not  only  resulted  in  the  potential  creatirm  of  an  opai  market 
for  the  sale  of  WMD,  but  has  also  resulted  in  an  increased  availability  of  the  technicians  and 
sciaitists  necessary  to  produce  maintain  these  weapons.'*  These  highly  skilled  technicians  and 
extranely  conqjeteit  scientists,  who  sport  their  careers  working  on  the  perfection  of  these  terrible 
weapcais,  suddenly  found  themselves  either  out  of  work,  or  impaid  for  extended  periods.  Life  for 
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Aese  (»ice-heroes  of  the  Soviet  Uniai  underwent  a  drastic  diange  (Xice  the  conununist  system 
collapsed.  In  a  very  short  period  of  time,  they  saw  their  status,  their  incrnne,  and  quality  of  life 
deteriorate  substantially  through  no  feuh  of  their  own.  These  higjily  skilled  scioitists  and 
technicians,  without  real  qjticms,  mi^t  find  irresistible  the  opportunity  for  the  immediate  financial 
reward  potaitially  available  through  the  sale  of  weap«is,  tedbnology,  or  skills.’’ 

The  enormity  of  the  threat  offered  by  groups  or  organizaticms  willing  to  kill  ai  masse  to 
fiuther  fiieir  aims  has  bear  brought  to  the  US  national  attenticm  several  times  in  the  recmt  past. 

The  first  of  these  “wake-up  calls”  was  the  bombing  of  the  New  York  World  Trade  Center  in 
February  1993.  The  small  group  of  Muslim  conspirators  who  crmducted  the  bombing  forever 
shattered  the  percqition  of  domestic  immunity  to  terrorism.  This  horrific  indoctrination  into  the 
realities  of  terrorism  resulted  in  six  deaths,  more  than  a  thousand  injuries  and  several  hundred 
tnillirm  dollars  of  damage.  However  terrible  these  figures  seem,  had  the  bomb  been  more 
“successful,”  had  it  gone  off  as  intended  and  undermined  the  structure  of  the  building,  more  than 
30,000  per^le  could  have  lost  their  lives  and  the  US  ecOTomic  system  would  have  been 
immeasurably  damaged.^  This  bombing  had  the,  evai  more  chilling  effect  of  breaking  the 
psychological  barrier  vhidi  protected  the  US  from  the  ravages  of  large-scale  terrorism. 

Four  mcxiths  following  the  World  Trade  Carter  Bombing,  nine  Islamic  fimdamentalists,  in 
an  attanpt  to  free  the  suspects  of  foe  Trade  Carter  Bombing,  were  charged  with  conspiring  to 
caiduct  a  series  of  terrorist  acts  including  foe  simultaneous  bombing  of  foe  Lincoln  and  Holland 
Tunnels  and  foe  George  Washingbai  Bridge,  with  thousands  of  commuters  as  potential  targ^. 
Included  in  this  simultaneous  attack  were  a  car-bomb  attack  of  foe  United  Nations  Building;  an 
assault  of  foe  FBI  New  York  Headquarters;  and  foe  assassinati<»is  of  foe  General  Secretary  of  foe 
United  Naticxis,  foe  Egyptian  presicteit,  a  New  York  soiator,  and  a  Brooklyn  assemblyman.^’ 
Clearly,  America  is  no  longer  free  firom  foe  specter  of  large-scale  terrorism  within  her  own  borders. 
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Another,  even  more  fear  inspiring,  evait  occurred  in  Tokyo,  Japan,  in  March  1995  vdim 
five  chemical  devices  disguised  as  lundi  boxes  and  soft-drink  ccxitainers  began  releasing  a  nerve 
agent  (sarin)  inside  subway  cars  filled  wife  commuters.  This  attack,  ccxiducted  by  a  Japanese 
religious  cult  (Aum  Shinrikyo)  resulted  in  10  deaths  and  over  5,000  injuries.  The  relatively  low 
casualty  rate  of  this  attack  was  attributed  to  three  fectors;  (1)  three  of  fee  five  devices  were 
discovered  prior  to  ignition,  (2)  there  is  cause  to  beUeve  fee  lethal  nerve  agort  (sarin)  had  become 
impure,  and  (3)  fee  possibility  feat  fee  sect  diluted  fee  sarin  to  make  it  safer  for  fee  terrorists.^ 
Despite  fee  few  casualties,  this  attack  made  it  extremely  clear  that  fee  willingness  to  kill 
large  numbers  of  innocait  pe<^le  was  not  restricted  to  middle-eastern  religious  sects. “  Evidence 
also  giiggftsts  feat  fee  cult  Aum  Shinrikyo  was,  at  fee  time  of  fee  subway  attack,  also  developing 
biolc^cal  weaprxis.^'*  This  first,  well-known  use  of  diemical  weapons  (and  plaimed  use  of 
biological  agents)  against  civilians  in  a  terrorist  scenario  is  caisidered  by  many  to  have  broken  fee 
“psydiological  barrier”  prdiibiting  their  use  in  such  scaiarios  and  is  now  seal  as  fee  harbinger  of 
future  attacks  utilizing  these  terrible  weapons.^^ 

The  most  recait  example  of  intematioial  terrorist  activity  directed  against  fee  US  was  fee 
bombing  of  fee  Khobar  Towers  residential  apartmait  building  located  near  fee  King  Abdul  Aziz 
Air  Base  in  Dhahran,  Saudi  Arabia,  on  25  June  1996.  This  attack,  vfeich  killed  nineteen 
Americans  and  woimded  dozais  more,  was  yet  anofeer  exanqile  of  fee  vulnerability  of  US  overseas 
intPrftctg  and  of  fee  ease  wife  whidi  terrorists  can  gamer  atteitiOT  for  their  cause.  One  cmly  has  to 
remember  fee  1983  Beirut  Bombing  which  resulted  in  a  conqilete  pullout  of  US  forces  from 
Lebancxi  to  gain  an  insist  into  fee  possible  motivatiai  and  intent  of  these  particular  terrorists.  As 
fee  US  will  continue  to  play  fee  dominant  role  in  world  affeirs  for  fee  foreseeable  future,  fee 
likelihood  of  future  attacks  is  more  a  matter  of  when  and  where  than  of  “if  ” 
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The  final  and  most  shocking  example  of  the  curroit  threat  was  the  Oklahoma  City 
bombing  of  19  April  1995,  whai  over  2,000  pounds  of  ammonium  nitrate,  fuel  oil,  detonaticm 
cord,  and  time  fuse  blew  up  the  Oklahoma  City  Federal  Building  causing  the  deaths  of  169  pe(^le; 
nineteei  of  those  casualties  were  diildrai  in  a  day  care  caiter  located  inside  the  building.  This 
b<Hnbing  was  an  attack  on  the  heartland  of  America;  the  most  chilling  aspect  of  this  crime  was  that 
the  most  probable  suspects  are  Americans. 

The  American  public  associates  terrorism  with  middle-eastern  reUgious  extremists; 
however,  the  attack  on  the  Oklahoma  City  Federal  Building  represarts  the  brewing  potraitial  for 
domestic  terrorism  from  within  the  US.  Dissatisfaction  with  government  and  law  enfbrcemoit 
policies  has  resulted  in  the  growth  of  numerous  militia  and  ultra-extremist  organizations  scattered 
throughout  the  country.  There  are  at  least  809  Patriot  groups  (an  undergroimd  paramilitary/militia 
organization)  and  another  441  armed  militias  operating  natirxiwide  with  a  total  estimated 
population  as  high  as  12  millicm.^* 

Although  the  incidents  described  above  were  isolated,  and  fortunately,  caused  the  death  of 
relatively  few,  imagine  the  effect  if  any  oae  of  these  evaits  had  involved  the  use  of  a  nuclear 
weapcm  or  had  bem  int^ded  to  produce  mass  casualties.  It  is  clear  by  these  exart^les  that  the  US 
is  not  immime  from  sudi  attacks  and  that  the  evidence  suggests  that  the  likelihood  of  future 
will  increase  over  time. 

A  major  threat,  oft^  overlooked,  is  the  coupling  of  axiv^tional  explosives  with 
radioactive  material,  producing  a  radioactive  dispersal  device  (RDD).  Such  a  device  can  kill  large 
numbers  of  people  and  raider  huge  areas  uninhabitable  for  extremely  Icmg  periods.  This  specific 
threat  is  discussed  in  diapter  four  of  this  thesis. 

In  a  bipolar  world  with  only  a  few  nations  possessing  WMD,  the  threat  of  mutual 
retaliation  and  the  promise  of  mutually  assured  destructicm  (MAD)  deterred  nations  from 
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employing  these  terrible  weapons.  Today,  ncmstate  actors,  with  no  geograi^iical  boundaries,  are  in 
possession  of  WMD  or  die  means  to  acquire  them.  As  these  groups  are  not  ^ographically 
orioited  but  exist  in  pockets  throughout  die  world,  without  clear  economic  or  political  ties  to  any 
naticxi  state,  the  direat  of  retaliaticm  in  kind  is  no  Icmger  an  effective  deterroit.  New  measures  to 
deter,  counter,  and  prevait  the  use  of  these  weapons  must  be  develqied.^’ 

Ahhou^  diese  nonstate  actors  and  terrorists  are  drought  to  have  no  ties  with  any  state 
fflitity,  imagine  the  ccmvoiieoce  and  protection  (plausible  deniability)  offered  to  an  enemy  of  the  US 
if  he  could  direct  one  of  these  supposedly  indqiendent  groups  to  attack  the  US,  overseas  or 
domestically,  with  WMD.  The  promise  of  US  retaliatiai  would  have  no  targ^;  leaving  the  spcxisor 
hiding  bdiind  the  indqiendoice  of  the  terrorist  organizaticm  while  still  inflicting  great  damage  to 
the  US.“ 

The  threat  posed  by  terrorists  groups  armed  widi  WMD  is  real  and  sobering.  Robert 
Kupperman,  a  terrorism  eiqiert  at  Warrington’s  Center  for  Strat^c  and  Intematicxial  Studies, 
summarized  the  threat  posed  by  WMD  in  the  hands  of  nonstate  actors,  vdiai  he  said,  “Nightmares 
are  coming  true.  I  drink  we’re  in  for  deep  trouble.”^ 

These  threats  to  national  security  have  not  gcxie  unnoticed  by  the  US  government,  hr 
November  1994,  President  Clint(xi  declared  a  “naticxial  emergency  with  respect  to  the  unusual  and 
extraordinary  threat  to  the  naticmal  security,  foreign  policy,  and  the  economy  of  the  United  States 
posed  by  the  proliforaticxi  of  nuclear,  biological,  and  diaiiical  we^xms  (WMD)  and  die  means  of 
delivering  them.”^  hr  November  of  1995  and  1996,  the  Presidoit  “cartinued”  this  national 
emergarcy  declaration.^* 

This  naticxral  crxrcem  has  be«r  voiced  and  focused  in  the  ^  National  Security  Strategy  of 
Engagement  and  Enlargement  of  February  1996  and  the  D^artmoit  of  Deforse  (DOD) 
publication  entitled  Proliferation:  Threat  and  Response  of  April  1996.  These  documeirts  edro  the 
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nati(Mial  axicem  regarding  WMD  in  die  hands  of  nonstate  actors  and  task  the  DOD  with 
countering  this  threat  (the  specific  roles  of  governmental  agencies  will  be  discussed  in  d^il  m 
chapter  5  of  this  thesis). 

President  Clintcm  idaitified  countering  the  proliferation  of  WMD  as  one  of  his  strat^c 
goals.^^  In  turn,  the  National  Military  Strategy  of  the  United  States  of  America  identified 
counterterrorism  and  countering  the  proliferation  of  WMD  as  primary  objectives.^^  These 
directives  were  ^capsulated  in  the  Secretary  of  De^se  docum^  Proliferation:  Threat  and 
Response  of  April  1996,  in  which  the  threat  of  terrorists  employing  WMD  was  recognued  and  the 
details  concerning  the  available  technolt^  and  military  significance  of  nuclear,  biological  and 
chemical  weapons  were  provided.  Included  in  this  r^ort  was  the  tasking  of  each  regicHial 
Commander  in  Chief  (CINC)  with  resp(»sibility  for  counterproliferati<si  and  counterforce 
operatitms  within  their  designated  geographic  areas  of  resp<Misibility.  Further,  this  report  stated 
that  the  DOD  is  actively  pursuing  measures  to  counter  paramilitary,  covert,  and  terrorists  threats 
utilizing  WMD  by  employing  reinforced  Special  Operaticms  Forces  (SOF)  assets.^ 

The  threats  posed  by  ncxistate  actors  armed  wife  WMD  and  possessing  fee  willingness  to 
use  them  poses  new  and  difficult  challaiges  to  fee  United  States  of  America.  The  old  mies  of 
mutually  assured  destruction  and  assured  retaliation  no  Icmger  apply.  This  new  threat  must  be 
countered  by  an  organized,  flexible,  multiagency  force  capable  of  synchronizing  fee  efforts  of  all 
participants .  This  paper  will  endeavor  to  define  fee  phases  of  fee  counterproliferatiOT  ccmtinuiun 
and  idaitify  fee  govenunental  organizations  and  agencies  currently  involved  in  fee 
counterproUferation  effort  and  determine  their  roles  feroug)iout  fee  process. 
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Operational  Definitions 


The  definiticxis  listed  below  are  <ferived  from  a  variety  of  sources.  The  primary  source  of 
Aese  terms  was  Joint  Publicatirai  1-02,  the  Dq)artment  of  Defense  Dictionary  of  Military  and 
Associated  Terms,  (Wadiington,  DC;  Chairman  of  die  Joint  Chiefe  of  Staff,  23  Mardi  1994) .  In 
instances  vriiere  a  definitirai  was  not  tak^  from  this  publicaticm,  an  annotatirai  will  follow  the 
definiticn  clarifying  the  source. 

Anriterrorism:  Defensive  measures  taken  to  reduce  vulnerability  to  terrorist  acts. 

Attack:  A  segment  of  the  Counterprolifrratirxi  Craitinuum.  Any  hostile  of^sive  actim. 
For  the  purposes  of  this  paper,  “attack”  entails  acti<»s  tak^  to  prev^  detonation  or  release  of 
nuclear,  chemical  or  biological  ag^ts.  These  actions  include  arrest,  detainment,  cmtainmoit, 
ofi^sive  acticsi,  and  direct  acticHi.  (Author  definition) 

Combating  Terrorism:  Actions,  including  antiterrorism  (defoisive  measures  taken  to 
reduce  vulnerability  to  terrorist  acts)  and  counterterrorism  (offensive  measures  taken  to  prevait, 
deter,  and  respcaid  to  terrorism)  takai  to  repose  terrorism  throughout  the  entire  threat  spectrum. 

Ccmseoufflice  Managemmt:  A  s^tnent  of  the  Counterproliferation  Continuum.  Bodi 
miergait  and  Icxig  term  response  to  die  detcsiaticxi  or  introducticm  of  a  weapcm  of  mass  destructicxi. 
(Author  definitirai). 

Counterforce:  Measures  taken  to  target,  plan  attacks,  seize,  disable,  destroy,  disrupt, 
interdict,  neutralize,  or  otherwise  deny  the  use  of  NBC  weapois,  their  laundi  platforms,  command 
and  COTtrol  (C2)  structure,  logistics  structure,  reccxinaissance  and  surveillance,  and  target 
acquisiticxi  means.  (Author  definitiou) 

CounterproliferaticHi :  A  natiraial  strategy  based  cn  the  assumptirai  that  proliferaticsi  of 
WMD  has  occurred  and  must  be  countered.  This  strategy  has  four  objectives;  (1)  prevait  further 
proliferation  of  WMD,  (2)  rollback  prohferation  where  it  has  occurred,  (3)  dissuade  and  deter  use 
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of  WMD  and  delivery  systems,  and  (4)  adapt  US  forces  and  assets  to  respond  to  WMD  in  both 
ccHiventional  warfare  and  counterterrorism  ar^as.  Note  that  the  strat^y  of  counteiproliferaticai 
has  seemed  to  eclipse  the  strategy  of  nrxiproliferation  \^^ich  has  as  its  goal  to  prevoit  any 
proliferation  of  WMD.  (Author  definition  based  on  objectives  of  DOD  Counterproliferation 
Initiative) 

Counterterrorism  (CT):  Offeisive  measures  taken  to  prevoit,  deter,  and  respcxid  to 
terrorism. 

Crisis  Respcmse:  A  segm^  of  the  Counterproliferaticai  Continutun.  Those  measures 
takoi  in  respcxise  to  a  threat  of  terrorist  detonation  of  a  weap<m  of  mass  destructi(»i;  includes  all 
acticns  taken  to  prevent,  or  prepare  for  the  detonaticm  or  release  of  nuclear,  biological  or  chemical 
agents.  (Author  definiti(Xi) 

Defense:  A  segment  of  the  Counterproliferaticai  Ccxitinuum.  Dei^ise  is  the  capability  of 
resisting  attack;  practice  or  manner  of  self-protecticm;  means  or  methcxl  of  defending;  decisive 
plan,  policy  or  structure.  For  the  purposes  of  this  paper,  defease  entails  all  measures  taken,  both 
active  and  passive,  to  prevent,  or  limit  the  effectiveness  of  WMD.  (Author  definition) 

Deterrence:  A  segment  of  the  Counterproliferation  Ccxitinuum.  The  prevention  fi'om 
acticxi  by  fear  of  the  ccxisequences.  Deterrence  is  a  state  of  mind  brought  about  by  the  exist^ce  of 
a  credible  threat  of  unacc^itable  counteraction. 

Dissuasion:  A  segment  of  the  Coimterproliferaticxi  Ccxitinuum.  To  divert  by  advice  or 
persuasion:  turn  fi’om  something  by  reascxiing.  Additionally,  for  the  purposes  of  this  paper, 
dissuasicxi  includes  those  measures  tak^  to  persuade  ncxistate  actors  to  not  utilize  WMD  and  to 
not  provide  prcxlucticxi  support  or  the  weapons  themselves.  (Author  definiticxi) 

Intelligence:  A  segment  of  the  Counterproliferaticxi  Continuum.  According  to  United 
States  Code,  intelligaice  includes  foreign  intelligence  and  counterintelligmce.  Foreign  intellig«ice 
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is  defined  as  information  relating  to  the  capabilities,  intentions,  or  activities  of  fiareign  govemmaits 
or  elemaits  thereof,  foreign  organizati<»is,  or  foreign  perscxis.  Counterintelligaice  is  defined  as 
information  gathered  and  activities  ccxiducted  to  protect  against  espionage,  other  mtellig^ce 
activities,  sabotage,  or  assassinaticns  ccmducted  by  or  on  bdialf  of  foreign  governments  or 
elemmts  thereof,  foreign  organizatirxis,  or  foreign  persons,  or  intematicHial  terrorist  activities. 

Law  Enforcement  Aeaicies  (LEAsi:  Oiganizatiixis  whose  primary  missicm  is  to  oiforce 
the  “law  of  the  land.”  LEAs  sometimes  qjerate  ind^iaidaitly  of  other  organizations  whose 
missi(Hi  is  largely  limited  to  inteUigence  coUecticm.  In  this  paper,  this  term  will  largely  apply  to 
local  LEAs  such  as  state,  county  and  city  police  forces  as  well  as  the  Federal  Bureau  of 
Investigaticm  (FBI)  and  tire  Drug  Biforcemait  Agaicy  (DEA).  (Author  definitiai) 

Mega-terrorism:  Terrorism  ccxiducted  with  intoit  to  inflict  large-scale  loss  of  life  and 
destructiai.  (Author  definition) 

Nonproliferaticm :  A  national  strat^y  based  on  assunqTticm  that  proliferation  of  WMD  has 
bear,  and  can  be  prevoited.  This  strat^y  has  cne  objective:  prevent  the  proliferaticKi  of  WMD. 
Note  that  this  strat^y  is  encon:q)assed  in  the  strategy  of  counterproUferation.  This  strategy  seems 
to  be  giving  way  to  counterproliferatioi  as  it  becomes  readily  apparent  that  proliferation  of  WMD 
has,  and  will  continue  to  occur.  (Author  definition) 

N<Mistate  Actors:  Groups,  organizations  or  individuals  who  have  no  clear  geographical, 
political,  or  eccmomic  ties  to  any  nation  state,  but  who  clearly  intend  to  infhct  their  opinions, 
ideals,  and  requirements  others  throu^  intimidaticxi,  terrorism  or  the  threat  of  death  or 

destruction.  This  term  enconpasses  terrorists.  (Author  definitiai) 

Prevention:  A  s^ment  of  the  Counterproliferaticm  Continuum.  Measures  takm  by  the 
pubUc  and  private  sectors  to  prevait  the  prohferation  of  WMD  (including  related  technology  and 
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expertise  necessary  to  produce  and  deliver  them)  among  nonstate  actors  and  nation  states  alike. 
(Authors  definiticHi) 

Radiological  Dispersal  Device  (RDD):  A  device  designed  and  employed  to  disperse 
radioactive  matenals,  through  both  caivaitional  and  unconventirmal  means,  with  the  intart  to 
mjure,  kill,  or  raider  substantial  areas  unusable.  (Author  definition) 

^  segment  of  the  Counteiproliferation  Continuum;  reduction  is  the  voluntary 
decrease  of  arsaials  of  WMD  in  conqiliance  with  treaty  obligatiais,  regimes  or  accortqiUshed 
through  the  use  of  sanctions  or  other  pressures  to  force  reduction  of  weapons  through  non-violent 
means.  (Not  listed  in  Joint  Publicatioi  1-02  in  this  gaieral  a  context;  audiors  definition  utilized) 

^  segment  of  the  Couirteiprohferation  Continuum,  retaliation  is  to  return  like 
for  like,  to  return  evil  for  evil.  For  the  purposes  of  this  paper,  retaliation  includes  all  oflfeisive 

actions  taken  in  response  to  the  use  of  WMD  against  the  United  States  or  her  interests.  (Author 
definitiai) 

Special  Operations.  Operations  conducted  by  specially  organized,  trained,  and  equipped 
military  and  paramilitary  forces  to  achieve  military,  political,  economic,  or  psychological 
objectives  by  unconventional  military  means  in  hostile,  denied,  or  politically  sensitive  areas.  These 
operations  are  conducted  during  peacetime  competition,  conflict,  and  war,  independently  or  in 
coordination  with  operations  of  conventional,  non-SOFs.  PoUtical-military  considerations 
fluently  shape  special  operations,  requiring  clandestine,  covert,  or  low  visibility  techniques  and 
oversight  at  the  national  level.  Special  operations  differ  fi^om  convartional  operations  in  degree  of 
physical  and  political  risk,  operational  techniques,  mode  of  employment,  independence  from 
fiiendly  support,  and  dqioidence  cm  drtailed  (^rational  intelligence  and  indigenous  assets. 
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equipped  to  conduct  and  support  special  operations. 

Itaos,:  Tie  ™lawfUl  „se  o,  *rea.«.«i  „*  or  viotace  against  indtvKluals  ot 

Ptopeny  «>  coerce  or  intinndate  govem™e«s  or  s^«es.  o#e„  ^  achieve  poihica,.  .eUgious,  or 
Ideological  objectives.  See  also  amiteironsm,  combating  tetrorism,  and  countettetiorism. 

Any  weapon  or  device  that  is  intended,  or  has  the 

capabihty.  to  canse  death  or  serious  boddy  injuty  to  a  sigmficam  n™^^ 

release,  dissmmnation.  or  imp^t  of:  (a)  toxic  or  poisonous  chemicals  or  their  pmcursom;  (b)  a 

diaease  oiganism;  or  (c,  mdiation  or  mdi^ctivity.r’  Weapnais  that  mihae  the  mhemnt  deadly 

d-Uties  of  nuclei,  diemical.  or  biological  materials  and  agents  to  lo,,.  m,um  pemomiel  or  damage 

propeny  This  definnion  includes  the  deton^on  of  a  nuclear  weapon  or  the  intentW  dispersal  of 

redioacrive  mamrial,  thmugh  convmtional  means  to  hill  perscmne,  or  deny  use  of  an  area.  (Author 
definkicHi) 


Delimitation<; 

To  ensure  this  study  maintained  its  relevancy,  the  majority  of  mseamh  has  been  limied  to 
the  period  following  the  collapse  of  the  Soviet  Union. 

Significance  of  the  Stii/ly 

The  author  mtends  to  comribute  to  the  body  of  knowledge  necessaty  to  combat  the  thmats 
discussed  „  dus  thesis.  Clearly,  the  dnea.  to  national  secnnty  posed  by  unfriendly  enddes. 

nnd^er^i  by  thieam  Of  retaliation,  wielding  WMD  and 

political,  economic,  or  religions  reasons  npresents  a  clear  and  present  danger  to  the  US.  This 
study,  by  dedning  the  Counteipiolifemtion  Continuum  has  illustrated  the  ine«apabl.  linkage 
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between  counteiproliferation  and  counteiterrorism.  The  major  finding  of  this  paper  bera  the 

less  than  organizaticmal  and  C2  structure  governing  and  attenqjting  to  link  US 

counteiproliferatiai  and  counterterrorism  efforts.  Finally,  recommendations  are  offered  to 
restructure  naticxial  C2  of  these  two  efforts. 

The  Research  Topic 

The  initial  topic  of  this  study  was  chosen  by  the  author  from  a  list  of  suggested  topics 
offered  by  the  Special  Operations  Division  of  the  Joint  Staff.  It  reached  its  current  fonn  following 
discussicHis  with  Colonel  J.B.  Jones,  Chief,  Special  Opeiaticms  Division  of  the  Joint  Staff,  and  the 
authors  research  committee. 

The  relevance  of  the  tqjic  is  clear.  The  threat  posed  by  the  proliferaticm  of  WMD  amcaig 
nonstate  actors  and  the  apparent  lack  of  a  simple,  coherent  interagency  strata  designed  to  counter 
this  threat  is  the  single  greatest  danger  to  US  national  security.  The  major  research  problem 
aicountered  thus  for  is  the  lack  of  published  material  specifically  dealing  with  the  subject  matter. 
To  date,  there  is  no  classified  or  unclassified  documait  which  clearly  spells  out  the  roles  of  the 
sqjarate  govemmaital  agencies  throughout  each  phase  of  the  cxaitinuum  meant  to  counter  this 
threat.  In  fact,  the  phases  of  the  (xxitinuum  itself  have  oily  now  been  defined  in  this  thesis.  While 
Aere  are  numerous  works  outlining  Ae  threat  and  many  governmental  policy  publications 
concerning  countering  Ae  proliferatitm  of  WMD,  Aere  is  none  Aat  conpletely  describes  how  Ae 
govemmoitai  ag^cies  will  interact  to  counter  this  Areat. 

The  Research  Design 

The  nature  of  Ae  tcpic  required  extaisive  background  reading  cm  Ae  threat,  Ae 
governmental  policies  dealing  wiA  Ae  Areat,  and  Ae  roles  of  Ae  separate  governmental  agencies. 

It  is  this  last  area  Aat  has  pres^ted  Ae  greatest  research  problem;  it  has  proven  extremely  difficult 
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to  acquire  information  cm  the  roles  of  Ae  many  sq)arate  governmental  agencies  Aat  participated  in 
Ae  counterproliferation  process.  Accordingly,  determining  \Aich  agoicy  has  Ae  lead  during  each 
phase  of  Ae  Counteiproliferaticxi  Continuum  has  bear  decidedly  Afhcult,  perhaps  proving  to  be 
rare  of  Ae  more  noteworAy  findings  of  this  work. 

A  addhicKi  to  background  reading,  Ae  auAor  has  traveled  to  Ae  Paitagon  and  conferred 
wrA  Ae  Special  Operations  Divisicm  of  Ae  Joint  Staff  and  ailisted  Aeir  aid  in  gaAering  research 
material,  coaling  doors,  and  providing  an  insider’s  perspective  chi  Ae  counterproUferaticwi  process . 
AlAou^  limited,  Aeir  assistance,  especially  in  Ae  early  stages  of  Ais  research  project,  proved 
invaluable. 

The  smgle  greatest  source  of  mformation  concemmg  Ais  tc^ic  has  been  Ae  Atemet.  This 
meAum  has  provoi  mvaluable  m  accessing  government  <m-lme  sites  providmg  timely  mformaticsi 
<xi  naticxial  and  world  events.  Likewise,  Ae  Atemet  has  provided  a  wmdow  mto  Ae  offices  of  Ae 
numerous  organizations,  foimdations,  and  concerned  AAviduals  that  are  committed  to  aisuting  Ae 
Areat  of  megaterrorism  is  never  realized. 
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CHAPTER  2 


REVIEW  OF  LITERATURE 

There  are  countless  books,  articles,  and  periodicals  dealing  with  the  threat  associated  with 
the  proliferatiai  of  WMD,  and  many  more  cm  the  graeric  threats  posed  by  terrorist  groups;  few, 
however,  have  ccmnected  the  two  aspects  of  this  threat.  Also,  basically  unwritten  are  the  roles  of 
the  sq>arate  govemmmtal  agencies  in  countering  the  proliferation  of  WMD  among  ncmstate  actors. 
Likewise  absent  is  a  summaticxi  of  the  Counterproliferation  Ccjntinuum,  in  feet,  there  has  bear  no 
maiticm  of  the  “process”  of  counteiproliferaticxi. 

To  date,  mly  three  theses  have  been  found  dealing  with  any  aspect  of  counterforce  or 
counterproliferaticHi  issues.  One  of  diese  is  an  unclassified  study  of  special  operaticHis  forces 
(SOF)  and  their  role  in  attacking  theater  missiles.  Although  well  writtm,  this  paper  provides  little 
detail  useful  in  this  study.  The  second,  a  classified  paper,  is  very  specific  in  its  scope  and  does 
little  to  lay  the  foundation  for  future  research.  The  third  addresses  a  specific  extremist  religious 
group  and  attempts  to  determine  if  this  groiq>  would  utilize  nuclear  weapems  to  further  dieir  cause. 

There  are  numerous  governmental  publications  outlining  currait  govemmaital  poUcy 
ccmceming  this  threat  and  the  roles  of  a  few  agaicies  (DOD,  Caitral  Intelligaice  Agaicy,  and  the 
Justice  Dq)artmait)  have  in  countering  it.  Although  these  publicaticxis  are  numerous,  ncme  specify 
roles  and  respOTsibilities  throughout  the  Counterproliferaticm  Continuum.  AdditionaUy,  there  are 
classified  sources  (Ccmtingency  Plans)  which  offer  some  d^ee  of  detail  but  concaitrate  <mi  mainly 
DOD-specific  roles. 
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The  author  would  be  remiss  if  the  value  of  the  informaticsi  gleaned  from  the  Internet  was 
not  menti<Hied.  The  Internet  was  invaluable  in  providing  timely  informaticm  (Si  developmoits  in  the 
fields  of  counterproliferation,  ncmproliferation,  terrorism,  counterterrorism,  and  WMD.  More  than 
(xie  hundred  articles,  papers,  and  other  sources  were  acquired  through  various  web  sites. 

Moreover,  US  government  publications  are  available  <m-line  as  is  the  Congressional  Record,  also 
an  outstanding  source  of  information. 

This  cluqjter  will  address  the  literature,  under  a  few  general  headings,  as  it  was  utilized  in 
the  writing  of  this  paper.  The  general  headings  are  as  follows;  (1)  Threat  and  Threat  Awaraiess, 
(2)  National  Policies  R^arding  WMD  and  Terrorism,  and  (3)  Defining  the  Counterproliferation 
Crxitinuum.  Each  of  these  g^eral  headings  will  be  further  brokai  down  into;  (1)  Government 
PublicaticMis,  (2)  Books,  (3)  Periodicals  (newspaper,  magazine,  and  journal  articles),and  (4) 

Other  (speeches,  research  papers,  special  reports,  and  information  from  the  Internet,  etc.). 

Threat  and  Threat  Avyaroiess 

Awareness  of  the  threat  associated  with  WMD  in  the  hands  of  nonstate  actors  (terrorists) 
has  be^  documaited  in  many  periodicals,  government  publicaticms  (The  Ccxrgressicmal  Record 
and  Presidential  policy  statements),  and  in  numerous  bcx>ks  as  well  as  research  papers,  speeches, 
and  theses. 

Government  Publications 

Presidaitial  Executive  Orders.  Executive  Order  12398  dated  14  November  1994  ccxitained  the 
following;  “I,  Wilham  J.  Chntcjn,  President  of  the  United  States,  find  that  the  proliferaticxi  of 
nuclear,  biological  and  chemical  weapons  (weapcms  of  mass  destructicxi)  and  the  means  of 
deUvering  such  weapons,  constitutes  an  unustial  and  extraordinary  threat  to  the  national  security, 
foreign  policy  and  eccjnomy  of  the  United  States,  and  hereby  declare  a  naticmal  emergency 
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to  deal  with  that  threat.”  This  declaration  of  a  national  emergaicy  was  extoided  by  Executive 
Order  (hi  15  November  1995  and  again  on  14  November  1996.’ 

Ccmgressional  Records.  Due  to  the  relatively,  recent  awarmess  of  the  threat  posed  by  WMD  in  the 
hands  of  ncmstate  actors  (terrorists),  the  most  detailed  informaticxi  has  bear  cxxitained  in  reports  of 
ccingressi(xiai  hearings.  Terrorism  and  the  pot^ial  use  of  WMD  has  been  a  matter  of 
ccmgressional  interest  since  the  breakup  of  the  former  Soviet  Union.  These  rqjorts  offer 
consolidated,  Actual,  and  detailed  informaticHi  cm  the  history,  threat,  and  problems  asscmiated  with 
the  subject  threat. 

On  31  October  and  1  November  1995,  a  hearing  was  ccmducted  before  the  Permanent 
Subcommittee  cm  Govemmaital  Af&irs  of  the  United  States  Saiate  cm  the  Global  Proliferation  of 
Weapons  of  Mass  Destruction.  This  hearing  discussed  in  detail  the  threat  of  chemical  and 
biological  agents  via  a  diorou^  review  of  the  Tokyo  subway  gas  attack  of  20  March  1995.^  This 
terrorist  attack  was  ccmducted  by  the  religious  cult  Amn  Shinrikyo  Nun.  This  hearing,  in  addition 
to  studying  the  Aum  terrorist  attack,  noted  the  implicaticms  this  event  had  for  the  naticmal  security 
of  the  United  States. 

During  this  hearing,  testimcmy  was  given  regarding  the  Tokyo  incidoit.  Additicmal 
testimony  dealt  with  the  gaieric  threat  asscmiated  with  chemical  and  biolc^col  agents,  their 
availability  through  the  black  rnaiket  or  through  a  state-spcmsor,  the  relative  ease  of  producing 
these  agraits,  and  the  great  difficulty  in  detecting  them.  This  hearing  clearly  spelled  out  the  threat 
but  provided  no  countersoluticms.^ 

Ehiring  13-17  March  1996,  another  Senate  hearing  was  ccmducted  cm  the  Global 
Proliferation  of  Weapons  of  Mass  Destruction.  The  majority  of  this  hearing  fcxmsed  cm  the  threat 
of  nuclear  proliferation  and  the  availability  of  nuclear  fissile  materials  fix)m  the  former  Sovirt 
Union  and  the  equally  dangerous  threat  posed  by  the  “brain  drain”  of  former  Soviet  scimtists  and 
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technicians  out  of  work  and  their  potoitial  employment  by  nation-states  or  noustate  actors.  In  the 
closing  days  of  this  hearing,  the  committee  discussed  recommaidations  to  counter  the  threat  posed 
by  the  proliferaticMi  of  WMD  and  their  use  by  nonstate  actors  (terrorists).  This  hearing  also 
defined  some  respcnsibilkies  of  the  DOD,  the  Dqjartmmt  of  Energy  and  the  Central  Intelhgoice 
Agency  in  countering  fiiis  threat.'* 

Government  Policy  and  Doctrine.  The  President  in  his  National  Security  Strategy  of  Engagement 
and  Enlargement  of 1996  id^itified  the  counterproliferaticxi  of  WMD  as  <me  of  his  strategic 
goals.^  The  Secretary  of  Defense,  in  his  documait  Proliferation:  Threat  and  Response  of  .^ril 
1996  echoed  this  gMieral  concern  and  specifically  identified  the  threat  of  WMD  in  the  hands  of 
terrorists  to  be  of  major  ccxicem.  This  publication  also  tasked  the  regicmal  CINCs  with  the 
responsibility  for  counterproliferation  and  counterforce  q)erati(»s  within  their  assigned  gec^raphic 
areas  of  responsibility.*  The  National  Military  Strategy  of  the  United  States  of  America,  written 
by  the  Chairman  of  the  Joint  Chiefs  of  Staff  and  published  in  1995,  identified  counterterrorism  and 
counterproliferation  of  WMD  as  primary  objectives.^ 

Books 

Numerous  books  exist  identifying  the  threat.  Although  potentially  dated  (published  in 
1974),  The  Curve  of  Binding  Energy  by  John  McPhee  gives  a  detailed  understanding  of  the  Areat 
associated  with  fissile  material  and  Ae  pot^al  danger  resulting  from  inadequate  security  of 
nuclear  materials.  This  book,  Ae  record  of  a  series  of  interviews  wiA  Theodore  (Ted)  Taylor,  a 
scientist  vAo  was  part  of  Ae  United  States  nuclear  weaprms  programs  in  Ae  1950s  and  60s,  also 
concqitually  outlines  Ae  technical  process  of  hanAmg  fissile  material  and  Ae  producticm  of 
nuclear  weapcms.  This  book  adAesses  Ae  potential  danger  of  nuclear  material  and  makes  it  clear 
that  Ae  process  of  making  a  nuclear  wesqxxi,  akhough  technically  complex,  is  clearly  possible. 
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The  potoitial  of  nuclear  material  leakage  from  the  former  Soviet  Unicm  clearly  simplifies 
the  nuclear  weapons  producticm  process.*  Avoiding  Nuclear  Anarchy,  by  Alliscai,  Cote, 
FaUcenrath,  and  Miller  idaitifies  the  potaitial  “leakage”  of  nuclear  materials  from  the  FSU  and  the 
“brain  drain”  of  former  Soviet  scientists  and  technicians  who  are,  at  a  minimum,  underemployed. 
These  highly  educated  and  trained  scioitists  and  technicians  could  be  of  substantial  assistance  to  a 
state  or  organization  wishing  to  create  a  nuclear  weapcwi.  The  authors  recommend  shutting  down 
the  source  of  nuclear  materials  as  the  most  effective  means  of  dealing  with  this  threat.’ 

Origins  of  Terrorism:  Psychologies,  Ideologies,  Theologies,  States  of  Mind,  edited  by 
Walter  Reich,  provides  a  look  into  the  minds  of  terrorists,  their  backgrounds,  motivatiais,  and 
potfflitial  for  utilizing  WMD  as  weaprxis  of  terror.’’ 

Althou^  pubUshed  in  1987,  Holy  Terror,  by  Amir  Taheri  provides  an  insight  into  the 
motivation,  training,  ideology,  and  potential  threat  to  the  United  States  by  Islamic  fundamentalist 
groups."  Target  America,  by  Yossef  Bodansky,  clearly  identifies  the  increasing  threat  of 
terrorism  to  the  United  States  and  makes  a  strong  case  why  it  is  cmly  a  matter  of  time  before  the 
next  terrorist  attack  c»)  the  United  States  occurs." 

Periodicals 

Numerous  articles  have  been  written  outlining  the  threat  in  newspapers,  magazines,  and 
journals.  These  articles  range  from  the  very  informative  to  the  sensatiOTal.  Because  of  the  large 
number  of  articles  on  the  subject,  only  a  few  vshich  provided  sufficioit  detail  of  specific  incidoits, 
weapons,  or  threat  groups  were  utilized  in  this  paper. 

The  Price  of  Fanaticism,  written  by  Bruce  Nelan,  describes  the  Tokyo  subway  gas  attack 
and  identified  it  as  a  threshold  over  which  terrorism  has  crossed:  the  threshold  being  the  use  of 
WMD  on  an  unwitting  and  innocait  populous.  Additionally,  he  provided  a  description  of  the  most 
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likely  groups  to  pose  a  threat,  both  intematicHially  and  domestically.  This  article  also  provided  a 
brief  overview  oa  the  lefliality  of  chemical  and  biological  weapcMis.'^  In  her  article  Japan  Sect 
Showed  Doomsday  Interest  in  the  Ebola  Virus,  Mari  Yamaguchi  reported  that  the  Aum  Shinrikyo, 
the  sect  that  ccmducted  the  sarin  gas  attack  in  the  Tokyo  subway,  had  also  researched  the  use  of 
biological  weapcms,  reaffirming  the  enormity  and  diversity  of  the  threat  of  WMD  in  the  hands  of 
terrorists  or  religious  extremists.*'* 

Robert  Kupperman  in  his  article  A  Dangerous  Future  briefly  summarized  the  history  of 
domestic  terrorism  and  stated  that  state-spraisored  terrorism  is  still  ahve  and  that  the  Tokyo 
subway  gas  attack  is  a  herald  for  future  use  of  WMD  as  a  terrorist  weaptm  within  the  US.’^  The 
ultimate  fear  of  everycme  aware  of  fliis  threat  was  described  by  Robert  Wright  in  his  article  Be 
Very  Afraid.  Mr.  Wri^  painted  a  very  disturbing  picture  of  the  threat  of  terrorists  armed  with 
WMD  and  the  status  of  treaties  regarding  WMD  which  could  have  an  effect  <mi  the  proliferation  of 
these  weapons.*^ 

The  questicxr  of  nuclear  terrorism  as  a  real  threat  is  still  being  debated.  In  Gavin 
CamercKi’s  article  Nuclear  Terrorism:  A  Real  Threat?  he  outlined  the  security  issues  surroimding 
nuclear  material  in  flie  former  Soviet  Union  and  ahhou^  he  acknowledges  that  there  is  a  security 
problan,  he  questicms  the  existence  of  a  nuclear  black  market.  Additionally,  he  questicxis  the  use 
of  nuclear  weapcns  as  a  terrorist  weapon  of  choice.  In  support  of  this  view,  Mr.  Cameroti  points 
out  the  very  chilling  effects  of  the  World  Trade  Center  and  the  Oklahoma  City  bombings,  bofli 
nonnuclear  bombs.  Mr.  Camercm  postulated  that  the  costs,  bother,  and  threats  to  the  terrorist 
outweigh  the  potaitial  b^efits  from  using  nuclear  weapons.  Finally,  he  ends  the  article  by  saying 
that  the  Tokyo  subway  attack  broke  a  psychological  taixx)  (barrier)  concerning  the  use  of  WMD  in 
a  terrorist  scenario  and  that  the  likelihood  of  future,  similar  attacks  is  great. 
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Jan,  i  Defense  Weekly  has  bem  a  source  of  veo-  valuable,  deailed  infommiou  on  the 
fttea.  and  current  countermeasures  In  addition  to  the  Came™  atticle  meutKmed  above.  Barbara 
Starr  wrote  Chemical  and  Bwhpcal  Terrorism,  which  outlines  the  threat  of  WMD  in  the  hands 
of  tetrorists  and  the  govemmemal  assets,  organizations,  and  agencies  tasked  to  deal  with  dtese 
•ht^  "  An  nr-depth  look  msidedte  Hizbullah  organization  andthepotemial  threat  it  poses  was 
provided  by  Carl  Anthony  Wege  in  his  atticle.  Hizbollah  Orgamzanon, « 


Other 

Numemus  sources  other  than  those  mentioned  above  ptovtded  infcrmation  ntgatding  the 

potmial  thteat  of  latge-scale  terrorism  employed  against  the  US.  These  sources  include  special 

tepods.  speeches,  papers,  theses,  and  nenpubltshed  works;  many  gatnemd  Bom  the  Internet.  These 
sources  are  discussed  below. 

The  availability  of  nuclear  materials  on  the  global  black  market  ,s  detailed  in  the  Center 
fer  Strategic  and  Intemational  Studies  Report.  The  Nuclear  Black  Market.  This  special  mport 
details  the  extent  of  the  problem  of  proliferation  of  WMD  and  offers  solutions  and 
recommendations  to  stop  the  potential  flow  of  nuclear  material  flom  the  former  Soviet  Union." 
Another  outstandmg  source  of  information  concerning  the  threat,  current  countenneasutes  and 
tecommrtrded  improvements  is  a  Whie  Paper  wntten  by  the  Defense  Group,  bcotpotated,  fortire 

Office  of  the  Secretary  of  Defense  (Atomic  Energy)  titled  Countering  Proliferadon:  A  Nadonal 

Emergency^^ 

A  speech  givo.  by  Dr  John  M.  Deutdr,  Dnector  of  the  Central  InteUigence  Agency  (CU) 
outhned  the  details  of  the  Tokyo  subway  gas  attack  which  pointed  attention  to  the  speed  with 
»*.<*  a  group  can  obtain  the  capab.Irty  to  launch  an  attack  utilizing  WMD.  Dr.  Deutch  went  on 
to  give  a  bnef  summao'  of  the  nuclear  weapons  status  of  specific  countries  around  the  globe  and 
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summarized  with  a  brief  statement  of  the  close  coordinaticxi  the  CIA  has  built  with  other  agaicies 
and  the  military  in  countering  this  threat.^^ 

D.  Douglas  Bodrero,  the  Commissioner  of  Public  Safety  for  Ae  state  of  Utah,  gave  a 
speech  to  Ae  DOD  Terrorism  Caiference  during  Ae  week  of  10  Sqjtember  1996  titled.  Changing 
the  Mindset  on  Antiterrorism-A  Police  Perspective.  Mr.  Brodero  outimed  Ae  domestic  terrorist 
situatirai  outlining  Ae  numbers  of  poteitially  dangerous  groups,  Aeir  status  and  Ae  “near  misses” 
which  have  occurred  during  Ae  last  few  years.  These  “near  misses”  included  several  instances  of 
domestic  terrorism  mvolving  Ae  use  of  WMD.“ 

Bruce  Hoffinan  wrote  a  brief  for  Ae  US  Army  War  College  Aled  Responding  to 
Terrorism  Across  the  Technological  Spectrum,  \Aidi  outlined  Ae  traditicmal  weapcxis  of  Ae 
terrorist  and  how  Aose  weapons  are  evolving.  Mr.  Hoffinan  clearly  sees  Ae  aims  and  weapcms  of 
Ae  terrorist  as  diangmg  from  Ae  car  bcanb  and  pistol  (intended  to  kill  relatively  few),  to  utilizing 
WMD  to  produce  mass  casualties.^'* 

Stephen  Sloan,  in  his  article  Terrorism:  How  Vulnerable  is  the  United  States?, 
higjilighted  Ae  potettial  for  terrorism  in  Ae  US  by  looking  at  how  natic«al  policy  could  be  affected 
througji  Ae  use  of  terrorist  acts,  specifically  recalling  Ae  almost  immeAate  change  in  US  foreign 
policy  as  a  result  of  Ae  bombing  of  Ae  Marine  barracks  in  Beirut  in  1983.“ 

fa  Theodore  R.  Hanley’s  master’s  Aesis,  “Hamas;  Will  a  Nuclear  Weapcsi  be  in  it’s 
Arsoial?  Ae  auAor  analyzes  Ae  Areat  posed  by  Hamas,  an  extremist  Islamic  sect  and  determines 
Aeir  use  of  WMD  is  a  possibility.^ 

Gleaned  fi'om  Ae  Internet,  a  speech  by  Ae  Coordinator  for  Counterterrorism,  Philip  C. 
Wilcox,  Jr.,  to  Ae  Doiver  Council  cm  Foreign  Relatiaas  cm  12  September  1996  points  out  Ae 
relatively  few  casualties  resulting  fiom  terrorism  and  Ae  inordinate  and  paradoxical  fixaticm  cm 
Ais  Areat  by  Ae  US  public.  He  also  describes  Ae  Areat  in  g^eral  terms  of  international  terrorism 
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and  describes  US  policy  in  dealing  with  terrorism  and  the  role  of  the  State  D^artment  in  this 
effort. 

In  an  address  titled,  “Fiejiting  Terrorism:  Challenges  for  the  Peacemakers,”  givai  to  die 
Washington  Institute  for  Near  East  PoUcy  Armual  Soref  Symposium,  former  Secretary  of  State 
Warren  Christqjher  amplified  the  subject  threat  and  gave  insight  into  state-sprxisored  terrorism 
intmt  to  disrupt  the  Israeli-Palestinian  peace  process. 

“The  Emerging  Threat  Posed  by  Ncm-State  Proliferation,”  written  by  James  K.  Campbell 
discusses  the  evoluticm  of  terrorism  or  in  his  words,  “The  Revolution  in  Terrorist  Affeirs.” 
Campbell  notes  the  emergence  of  die  ultra-violort  act  followed  by  silence  as  cqiposed  to  the  need 
for  claiming  responsibility  as  evidence  of  die  evoluticm  of  the  terrorist  or  n<mstate  actor  as  a  major 
threat. 

The  Nixai  Center  for  Peace  and  Freedom  sp<Misored  a  study  group  which  produced  a 
“Seminar  on  Megaterrorism.”  This  seminar  ideitified  acts  of  megaterrorism  as  “ccmtinuatiai  of 
war  by  other  means.”  This  seminar  also  identified  the  lack  of  synchronization  by  the  sqiarate 
governmental  agencies  in  countering  diis  threat.  This  study  also  touched  cm  a  new  form  of 
terrorism:  “cyberterror.”  This  insight  highlighted  the  potential  for  terrorism  within  the  Internet, 
attacking  the  curroit,  western  informaticm-driven  economic  and  social  structures. 

Research  into  terrorist  organization  and  motivatim  was  assisted  by  the  following  works: 
“The  Lethal  Triad:  Understanding  the  Nature  of  Isolated  Extremist  Groups,”  by  Kevin  M. 
Gilmartin,  Ph.D.;  “The  Changing  Face  of  Middle  Eastern  Terrorism,”  by  James  Phillips; 
“Hizbollah  Organizaticm,”  by  Carl  Anthony  Wege;  “TTie  Dark  Side  of  Islam,”  by  Bruce  Nelan; 
and  “Hamas:  Will  a  Nuclear  Weapcm  be  in  its  Arsenal?,”  a  thesis  by  Theodore  R.  Hanley.  These 
works,  all  available  through  the  Internet,  provided  clarity  and  insight  into  die  complex  world  of 
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currmt  intematicHial  terrorism.  These  articles  all  reinforced  the  seriousness  of  the  threat  and  the 


willingness  of  nonstate  actors  to  utilize  WMD  to  further  their  aims. 

Informatioi  r^rding  specific  threats  posed  by  nuclear  weapons  was  provided  by  the 
following  works:  “Whai  Terrorists  Go  Nuclear,”  by  David  Hughes,  published  in  the  January 
1996  issue  of  Popular  Mechanics;  “Nuclear  Accidents  Waiting  to  Happai,”  by  Frank  Bamaby, 
published  in  the  April  1996  of  The  World  Today;  “Nuclear  Terrorism:  A  Real  Threat?,”  by  Gavin 
CamercMi,  pubhshed  in  the  September  1996  issue  of  Jane 's  Intelligence  Review;  “Nuclear 
Smu^ling:  How  Seiirms  a  Threat?,”  by  James  L.  Ford  pubhshed  by  the  Naticsial  Defaise 
University’s,  Strategic  Forum;  and  “Nuclear  Threats  From  Small  States,”  by  Jerome  H.  Kahan. 
These  works,  collectively,  provided  general  and  specific  information  r^rding  the  ease  of 
acquisition,  transport  and  employmait  of  nuclear  weapons  against  the  US. 

Informaticxi  <mi  the  threat  of  chemical  agaits  enq)loyed  by  terrorists  was  gleaned  from  the 
following  works:  “The  CWC  Chrcmicle,”  pubhshed  by  Ae  Henry  L.  Stimson  Carter  via  Ae 
Internet;  “Chemical  and  Biological  Terrorism,”  published  in  Ae  14  August  1996  edition  of  Jane ’s 
Defense  Weekly;  and  an  Internet  news  advisory  from  Ae  Hairy  L.  Stimsai  Carter  titled,  “First 
Aimiversary  of  Tokyo  Subway  Poistm  Gas  Attack:  Is  Ae  US  Prqiared  For  a  Sumlar  Attack?” 

Informatiai  concerning  Ae  threat  of  biological  agents  was  provided  by  “Plagues  in  Ae 
Making,”  by  Christ(^her  Dickey  (pubhshed  in  Ae  9  October,  1995  issue  of  Newsweek,  available 
via  Ae  Internet).  Additional  information  was  provided  in  an  anAology  titled.  The  Battlefield  of  the 
Future  in  wfiich  LtCol  Terry  N.  Mayer  (USAF)  wrote,  “The  Biological  Weapon:  A  Poor  Naticai’s 
Weapoi  of  Mass  Destructioi,”  and  LtCol  Robert  P.  KaAec  (USAF)  wrote,  “Biological  Weapais 
for  Waging  Economic  Warfere.”  AnoAer  work  in  this  area  whidi  provided  insight  into  Ae 
aiormity  of  Ae  threat  posed  by  biological  weapons  is  “The  Specter  of  Biological  Weapcms”  by 
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LecMiard  A.  Cole,  published  in  the  December  1996  issue  of  Scientific  American.  TTiese  works 
provided  detail  and  sometimes  graphic  descripticms  of  the  threat  posed  by  biological  agents. 

NaticHial  Polices  Regarding  the  Use  of  WMD  bv  Naistate  Actors  rTerrorists') 

Unlike  the  gaieral  awaraiess  of  the  threat  posed  by  WMD  in  the  hands  of  nonstate  actors, 
wdiich  is  writtffli  about  extensively,  actual  national  policy  r^arding  the  countering  of  this  threat  is 
found  in  few  places.  Aside  from  the  gaieral  declaratiOTs  of  intart  to  prevait  the  use  of  WMD  by 
naistate  actors  already  discussed  in  this  paper,  there  has  bear  little  published  in  the  way  of  policy 
dealing  with  the  details  of  just  how  tire  government  will  act  to  reduce  or  eliminate  the  threat  posed 
by  nonstate  actors  (terrorists)  armed  with  WMD.  Evar  more  specific  government  reports,  such  as 
the  Report  on  Activities  and  Programs  for  Countering  Proliferation  of  May  1996,  ally 
marginally  address  this  specific  threat. 

Government  Publications 

Presidartial  Executive  Orders.  As  stated  earlier.  Executive  Order  12398  dated  November  14, 

1994  declared  a  natiaial  emergency  concerning  the  threat  posed  by  WMD.  This  declaraticxi  has 
been  extaided  twice,  arce  in  November  1995  and  then  again  in  November  1996.  These  extaisiais 
are  available  via  the  Internet.  Again  available  via  the  Interna  on  the  Whit^ouse  home  page  are 
several  speeches  made  by  the  Presidait  r^rding  such  evarts  as  the  signing  of  the  “Antiterrorism 
and  Effeaive  Death  Paiahy  Aa  of  1996.” 

Congressional  Records.  During  the  period  13-17  March,  1996,  the  US  Senate  conduaed  a  hearing 
ai  the  Global  Proliferation  of  Weapons  of  Mass  Destruction.  This  hearing  also  defined  a  few 
responsibilities  of  fee  Dqrartment  of  Defoise,  the  Departmait  of  Energy  and  die  Central 
IntelUgaice  Agaicy  in  countering  this  threat.^’  As  a  result  of  this  hearing  the  President  signed  into 
law  ‘Title  XIV,  Defense  Againa  Weapois  of  Mass  Destruction”  of  the  “Natiaial  Defense 
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Authorization  Act.”  This  act  is  available  through  issue  No.  9,  November  1996  of  the 
Congressional  and  Administrative  News,  which  outlined  specific  laws  regarding  defense  againci 
the  subject  threat. 

Government  Policy  and  Doctrine.  As  stated  earher,  Presidait  Clinton’s  National  Security  Strategy 
of  Engagement  and  Enlargement  of 1996  stated  that  countering  the  proliferation  of  WMD  is  raie 
of  his  strategic  goals.^*  Likewise,  die  Secretary  of  Defense  in  his  documart,  Proliferation:  Threat 
and  Response  of  April  1996  echoed  fiiis  general  ccmcem  and  specifically  idaitified  the  threat  of 
WMD  in  the  hands  of  terrorists  to  be  a  major  omcem.  This  publicatiai  also  tasked  the  t^wial 
Commanders  in  Chief  (CINCs)  for  respcmsibility  of  counterproliferation  and  counterforce 
operations  within  their  assigned  geographic  areas  of  respcaisibility  .^’  The  National  Military 
Strategy  of  the  United  States  of  America,  written  by  the  Chairman  of  die  Joint  Chiefe  of  Staff  and 
published  in  1995,  identified  counterterrorism  and  counterproliferatiwi  to  be  primary  objectives.^ 

In  its  May  1996,  Report  on  Activities  and  Programs  for  Countering  Proliferation  /he 
Counterproliferati(Hi  Program  Review  C<Mnmittee  idaitified  the  threats  posed  by  specific  naticm- 
states  and  detailed  prc^ess  on  numerous  counteiproliferation  programs.  The  overwhelming 
majority  of  the  programs  listed  are  targeted  at  preparing  the  DOD  to  effectively  deter,  counter,  or 
respcxid  to  attacks  from  nation-states  utilizing  WMD.^' 

Books 

To  date  ncme  have  been  found  offering  other  than  die  summaries  of  national  policy  stated 
above.  Although  there  is  a  dearth  of  pubhshed  works  on  counterproliferaticai  strategies,  goals, 
concept,  etc.,  nothing  has  yet  to  be  found  specifically  r^arding  counterproliferation  and  use  of 
WMD  by  nonstate  actors. 
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Pericxiicals 


Leonard  S.  Spector,  in  his  article  “Neo-Nonproliferation,”  questicmed  currait  natirmal 
counterproliferatiai  policy  and  coined  the  term  “necnioiqjroliferaticm”  as  a  label  more  r^resoiting 
current  national  policy.  Specter’s  view  is  that  many  in  the  United  States,  including  the  current 
administration,  have  accepted  that  nraiproUferation  as  a  national  policy  has  foiled  and  that  US 
njitirmal  focus  must  shift  toward  coimtering/dealing  wifo  ftie  effects  of  WMD  utilized  against  the 
US  (neo-ncaiproUferation).  Further,  Spector  argues  that  the  adq>ti<xi  of  neo^ionprohferation,  over 
nraiproliferaticsi  is  premature  and  that  the  n<»iproliferati«i  battle  is  still  worthwhile.^^ 

Defining  the  Counterproliferation  Continuum 
Defining  the  Counterproliferation  Coitinuum  created  nothing  new,  it  only  provided  a 
conc^rtual  grouping  of  current  goverrunental  efforts  serving  to  counter  die  subject  threat. 
Curraitly,  no  clear  policy  or  doctrine  exists  which  delineates  resptxisibilities  or  command 
relationships  throughout  the  CounterproUferation  Continuum.  The  lack  of  clear  policy  and 
doctrine  directing  these  efforts  was  the  catalyst  behind  this  thesis. 

Although  the  CounterproliferatiOT  Continuum  illustrates  the  enormous  efforts  currently 
aimed  at  countering  the  subject  threat,  it  also  clearly  illustrates  the  need  for  a  organizational 
structuring  to  provide  focus  and  ensure  better  cooperaticai  between  separate  agencies.  The 
recomm^dation  for  a  restructuring  of  command  and  COTitrol  (C2)  and  organizational  structure  is 
specifically  addressed  in  Chapter  6  of  this  thesis. 

The  roles  of  the  separate  governmental  agaicies  in  countering  the  subject  threat  were 
central  in  H^fining  the  Couirterproliferatiai  Continuum.  These  roles  were  either  manifested  in 
agency-specific  materials,  to  whidi  the  author  had  limited  access,  or  were  gleaned  from  qieeches 
and  articles  writtai  by  principal  players  fi-om  within  those  agaicies. 
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Government  Publicatims 


Although  no  document  has  been  found  that  id^itifies  a  counteiproUferation  continuum,  the 
roles  of  different  agaicies  can,  in  most  cases,  be  found  in  agaicy-specific  publicatirais  or  alluded  to 
in  odier  documents.  These  agency-specific  documents  were  utilized  to  define  the 
Counterproliferation  Crxitinuum. 

In  the  Secretary  of  Defense’s  rqwrt  Proliferation:  Threat  and  Response  of  April  1996, 
the  role  of  the  Dq>aitment  of  Defoise  is  clearly  defined.  This  publicaticm  tasked  the  regirmal 
Coimnanders  in  Chief  (CINCs)  with  resp<»isibility  for  coimteiproliferation  and  counterforce 
qieraticKis  within  their  assigned  geographic  areas  of  responsibility.^^  The  National  Military 
Strategy  of  the  United  States  of America,  written  by  the  Chairman  of  the  Joint  Chiefs  of  Staff  and 
published  in  1995,  idoitified  counterterrorism  and  counterproliferaticxi  to  be  primary  objectives, 
echoing  the  policy  of  the  Secretary  of  Defoise.^ 

The  Chemical  and  Biological  Weapons  Deterrence  Study,  develq)ed  by  Anser  Research 
Institute  on  contract  to  the  Joint  Staffs  provides  the  dynamics  of  deterraice  (a  segment  of  the 
CounterproliferaticMi  Ccmtinuum)  through  the  four  phases  of  a  conflict,  but  does  not  offer  an 
overall  process  of  counterproliferaticm.  This  study  also  addresses  deterrart  (^icms  available  to  the 
United  States.^^ 

‘Title  XTV:  Defense  Against  Weap<xis  of  Mass  Destmction”  of  the  National  Defense 
Authorization  Act  for  the  Fiscal  Year  1997  (Public  Law  104-201)  provided  specific  roles  and 
conunand  relaticmships  regarding  the  “Prevoition,”  “Crisis  Response,”  and  “Consequence 
Managemait”  segments  of  the  Counterproliferaticm  Ccmtinuiun.  This  act  was  one  of  the  few 
sources  that  provided  clear  specification  chi  sqjarate  agaicy  responsibilities.  Although  there  are 
classified  documaits,  interagaicy  agreements,  and  plans  which,  in  all  likelihood  provide  clear 
delineation  of  respcmsibilities,  these  were  not  accessible  to  the  author. 
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Ccmgressional  Records.  Testimony  before  the  US  Ccxigress  has  provided  great  insig^  in  the 
efforts  of  many  separate  agencies  involved  in  the  Counterproliferation  Crxitinuum.  The  role  of  the 
CIA  was  defined  in  testimony  given  by  die  Director  of  Central  Intelligence  (DCI)  on  20  March 
1996.  The  record  of  that  testimony  is  easily  available  through  the  CIA  homepage.  This  testimcMiy 
clearly  outlines  the  subject  threat,  especially  the  role  of  the  FSU  in  the  proliferation  of  WMD  and 
precursors  (related  technology,  materials  and  eccxiomically  motivated  scioitists  and  technicians). 

In  a  hearing  omducted  13-27  March  1996  before  the  Permanent  Subcommittee  on 
Governmental  Affeirs  of  the  United  States  Senate  on  the  “Global  ProUferatiwi  of  Weaprms  of 
Mass  Destructicxi”  (covered  in  greater  d^il  earlier  in  this  chapter),  insight  was  gained  into  the 
roles  of  the  Departmoit  of  Defense,  the  Department  of  Energy  and  the  Caitral  IntelligMice 
Agency.^® 


Other 

The  majority  of  the  source  material  used  to  create  and  define  die  Counterproliferation 
Continuum  was  found  on  the  Intemet.  These  materials  included  speeches  by  the  DCI,  Dr.  Jdm  M. 
Deutch;  the  Coordinator  for  Counterterrorism,  the  Honorable  Philip  C.  Wilcox,  Jr.;  and  the 
Director  of  the  FBI,  Louis  J.  Freeh. 

In  a  speech  giv^  to  a  asiferaice  on  “Nuclear,  Biological,  Chemical  WeapcHis 
Proliferation  and  Terrorism,”  Dr.  Deutdi  (DCI),  again  clearly  outlines  the  subject  threat  and 
touches  briefly  on  the  role  of  the  Intelligaice  Community  in  countering  this  threat.  Further 
clarification  of  the  roles  of  the  Intelhgence  Community  ccnnes  from  an  Intem^  article  mtided, 

“The  Intelhgence  Community,”  by  Dr.  Deutch.  Additional  informaticm  on  the  Intelligence 
Community  was  gleaned  fi:’om  a  Natioial  Security  Council  (NSC)  fectsheet  tided:  “Intelligence  for 
the  Twenty-First  Caitury,”  available  through  the  Whitdiouse  homepage. 
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The  role  of  the  Departmait  of  State  (DOS)  in  countering  the  subject  threat  was  largely 
defined  in  several  speedies  and  testimcxiies  givai  by  Ambassador  Hiilip  C.  Wilcox,  Jr.,  the 
Coordinator  for  Counterterrorism.  The  first  of  these  was  a  testimaiy  givm  before  the  House 
Apprc^riaticxis  Subcommittee  cn  commerce.  Justice,  and  State,  in  Washingtcm  DC,  on  12  Mardi 
1997.  This  testimony  outlined  the  threat,  the  currait  US  policy  in  dealing  with  terrorism  and  the 
role  of  the  DOS  in  countering  terrorism. 

Another  DOS  agmcy  involved  in  the  Counterproliferaticm  Ccxttinumn  (specifically  the 
“Reducticm”  segmait)  is  tiie  Arms  Control  and  Disaimamoit  Agaicy  (ACDA).  Specific 
informatics  regarding  this  ag^cy  was  available  through  the  ACDA  homqiage. 
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CHAPTERS 


RESEARCH  METHODOLOGY 

The  nature  of  the  topic  required  extensive  background  reading  on  the  threat,  the 
govemmaital  policies  dealing  with  the  du’eat,  and  the  roles  of  the  sqjarate  governmental  agaicies 
in  countering  it.  Defining  specific  agaicy  roles  proved  to  be  the  greatest  research  problem;  it 
proved  to  be  extremely  difficult  to  acquire  information  cm  the  roles  of  the  many  separate 
governmental  agencies  that  participate  in  the  cxjunteiproliferation  “process.”  Determining  lead 
agaicy  responsibilities  during  each  phase  of  the  Counterproliferation  Continuum  was  likewise 
problematic.  The  lack  of  infbrmaticMi,  policy,  and  doctrine  concerning  governmental  efforts  to 
counter  the  subject  threat  may  prove  to  be  one  of  the  more  noteworthy  findings  of  this  thesis. 

In  addition  to  background  reading  cm  this  tc^ic,  the  author  has  met  with  personnel  from  the 
Special  Operations  Division  of  The  Joint  Staff.  In  the  initial  stages  of  this  project,  this  extremely 
busy  division  of  the  Joint  Staff  provided  invaluable  researdi  material  and  an  “insiders”  perspective 
cm  current  imclassified  cmunterproliferaticm  efforts,  without  which  this  paper  could  not  have  been 
writtai. 

The  basic  methcxlology  utilized  during  this  researcJi  project  was  sirtqjly  to  define  the 
research  problem  in  terms  of  the  primary  research  questicm.  Secxmdary  questicms  were  thrai 
idoitified  \\hich  would  lead  to  the  answer  of  the  primary  question.  Each  seccmdary  questicm  was 
then  researched  via  via  backgroimd  readings,  interviews  and  through  study  of  service  or  agenc^y 
doctrine.  Onco  the  subordinate  questicms  were  answered,  the  primary  research  question  was. 
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almost  by  de&ult,  itself  answered.  The  specific  methodology  for  eadi  question  (to  include  the 
core  research  questicxi  and  its  subordinate  questic«is)  follows; 

1.  The  Research  Question:  What  are  the  roles  of  the  s^arate  governmental  agoicies  in 
countering  the  proliferation  of  WMD  amcxig  n<xistate  actors  during  each  phase  of  the 
Counterproliferaticm  Continuum? 

Answering  this  question  required  the  developmmt  of  subordinate  questicHis  that,  cmce 
answered  and  consolidated  would  provide  the  final  answer  to  the  research  question.  These 
subordinate  researdi  questions  are  listed  below. 

2.  What  is  the  CounterproliferaticKi  C<Hitinuum? 

This  questicm  proved  difficult  to  answer  and  was  the  main  researdi  effort.  There  is  no  one 
source  that  deals  with  the  aitire  “process”  of  counteiproliferation.  There  are  agency-specific  roles 
but  no  coordinating  model  upcm  vdiidi  to  base  a  c<xicq>tual  understanding  of  the  process.  The 
conqilexity  of  the  governmental  effort  to  stem  pot^tial  proliferation  of  WMD  and  counter  existing 
prohferaticn  is  almost  overwhelming.  This  question  is  answered  in  Chapter  5  of  this  thesis 
utilizing  data  on  service  and  agency  doctrine  (their  tasks  and  respcmsibilities),  informaticn  takai 
from  interviews  with  the  Joint  Staff,  and  finally,  the  authors  understanding  of  the  process  to 
devel(^  a  conc^itual  model  of  the  Counteiproliferaticxi  Continuum 

3 .  What  is  the  fiireat  to  the  United  States,  defined  in  terms  of  organization  capabilities 
and  motivati<Mi? 

This  questim  required  background  reading  into  terrorism,  terrorist  groups  and  an 
understanding  of  the  potential  for  terrorists  acquiring  nuclear,  chemical  or  biological  weap<»is.  In 
Chapter  4  of  this  thesis,  the  threat  will  be  defined  in  g^eral  terms,  discussing  the  groups  and 
organizations  which  pose  the  greatest  threat  to  the  United  States.  Additicmally,  Chapter  4  will  also 
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discuss  the  weapcxis  of  mass  destruction,  their  delivery  systems,  their  availability,  the  ease  of 
production,  and  the  ability  to  transport  nuclear,  biological,  and  chemical  agaits.  Sources  in 
additimi  to  the  traditioial  library  included  the  Foreign  Military  Studies  Office  aboard  Fort 
Leav«iworth,  Kansas;  the  Internet  (set  seardi  engine  c«i  ‘Worism”)  and  caitacts  made  through 
ihe  course  of  this  project. 

4.  What  is  the  national  policy  cmiceming  this  threat? 

This  questimi  easily  laided  itself  to  traditional  library  research  and  Internet  searches. 
Policy  documents  are  cm  file.  Specifically,  the  National  Security  Strategy,  the  National  Military 
Strategy  and  the  Secretary  of  Defense’s  Strategy  of  Engagement  and  Enlargement  were  available 
through  traditional  research.  Detailed  counterproliferaticm  informaticm  was  found  from  sources 
aboard  Fort  Leavaiworth.  An  alternative  source  for  this  informaticHi  was  the  Internet.  This 
questicHi  is  answered  in  Chapters  1  and  5. 

5.  What  governmental  organizaticjns  are  involved  in  countering  this  threat?  What  is  the 

role  of  each  organizaticm  during  each  segment  of  the  Counterproliferaticm  Ccmtinuum? 

These  questicms  are  really  a  restatement  of  foe  research  question.  This  question  required 
extaisive  reading  of  agmcy-specific  publicaticms,  numerous  books  cm  each  agaicy,  and  ccmducting 
interviews  whaiever  possible.  The  author  ccmducted  personal  liaison  with  foe  Special  Operaticms 
Divisicm  of  foe  Joint  Staff  in  an  atterr^rt  to  loc^ate  detailed  informaticm  cm  this  questicm.  This 
question  is  answered  in  Chapter  5. 

6.  Are  foe  currait  interagency  relationships  and  “command  and  ccrntrol”  structures 
adequate  to  orchestrate  foe  national  assets  necessary  to  coiuiter  this  threat? 

This  questicm  first  required  definkicm  of  foe  Counteiproliferation  Ccmtinuum.  Following 
foe  establishmait  of  this  firework  (foe  Counterproliferaticm  Continuum)  from  vshich  to 
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ccmceptually  understand  the  complexity  of  the  C2  structures  associated  with  the 
counterproliferaticKi  and  coimterterrorism  araias,  the  glaring  over-conqjlexity  of  the  entire  process 
was  obvious. 

In  order  to  define  the  CounterproUferation  Cmtinuum,  sources  had  to  be  found  w4iich 
clearly  listed  specific  respcmsibilities  for  the  functicxial  areas  defined  by  the  Continuum. 
Idaitifying  the  roles  of  the  separate  govemmait  agencies  involved  in  this  aitire  process  proved  to 
be  extremely  difficult.  Although  the  majority  of  these  ag^cies  had  home  pages  on  the  Internet, 
very  little  of  vriiat  they  did  in  this  arma  was  listed.  Many  of  the  details  associated  with  the 
C<xitinuum  came  from  numerous  Internet  sources,  eadi  of  vriiich  provided  a  piece  of  the  puzzle  or 
a  clue  >A4iich  led  to  another  detail. 


Problems  Encountered 

This  research  project  was  limited  by  two  factors  w4iich  hindered  this  project  from  its  onset. 
These  two  factors  are  listed  below: 

1 .  There  has  beai  little  written  addressing  specifically  the  counterproliferation  of  WMD 
among  nonstate  actors  (terrorists). 

2 .  There  may  be  more  detailed  information  available  but  due  to  the  classification  and 
location  of  the  material,  the  author  could  not  aoxess  it. 
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CHAPTER  4 


DEFINING  THE  THREAT 

If  our  wishes  are  not  granted  we  shall  drag  you 
into  a  sea  of  fire  and  blood.  We  shall  be  at  war 
with  you,  hitting  you  everywhere!’ 

Hashemi-Ra&anjani,  December  1984 
C(Mnniander-in-Chief,  Iranian  Military 

This  chapter  will  answer  the  following  subordinate  research  question;  What  is  the  g^eral 
threat  to  the  US  posed  by  nation  states  and  ncmstate  actors  armed  with  WMD,  defined  in  terms  of 
organizaticxi,  c^abilities  and  motivatitxi?  As  the  graeral  threat  posed  by  nation  states  is  well 
documoited  and  dealt  widi,  this  chapter  will  focus  on  the  nonstate  actor,  the  technology  available 
to  him  and  his  motivati<Hi  to  utilize  WMD  against  the  US  or  her  interests. 

Nonstate  Actors 

Action  and  intent  separate  the  ncmviolent  ncmstate  actor  from  the  terrorist.  By  fiir,  the 
majority  of  ncmstate  actors  are  fer  removed  from  the  support  or  ccmduct  of  terrorist  activities  (for 
exanqile,  the  Intematicmal  Red  Cross  is  ccmsidered  by  many  to  be  a  ncmstate  actor).  AdditicmaUy, 
not  all  terrorists  are  nonstate  actors.  The  majority  of  intematicmal  terrorism  is  state-sponsored, 
albeit  indirectly.  Althou^  the  stated  objective  of  this  thesis  is  to  deal  specifically  with  the  nonstate 
actor,  the  line  betweai  betweai  indqjendart  and  state-spcmsored  terrorist  organizaticms  becomes 
very  blurred.  Accordingly,  although  this  thesis  deals  directly  with  the  threat  of  nonstate  actors 
armed  with  WMD,  the  threat  of  state-spcmsored  terrorism  must  also  be  discussed.  For  the 
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purposes  of  this  thesis,  the  term  “nonstate  actor”  will  be  synonymous  with  “terrorist”  (individual 
or  group). 

Currently,  due  to  the  seemingly  overwhelming  capability  of  the  US  to  wage  conventirmal 
warfere,  the  most  dangerous  threat  to  the  national  security  of  the  US  is  a  naticm  state  or  ncxistate 
actor  armed  with  WMD.  To  date,  the  bulk  of  US  nonpioliferaticHi  and  counteiproliferaticxi  efforts 
have  targeted  naticm  states.  These  efforts  coupled  with  the  con^lemratary  threats  of  mutually 
assured  destructicm  (MAD)  and  over«dielming,  immediate  retaliation  have  somevsdiat  neutralized 
the  threats  posed  by  natim  states  armed  with  WMD. 

NcMistate  actors,  due  to  the  lack  of  geopolitical  affiliaticxi  with  nation  states,  remain 
difficult  to  mcmitor,  n^otiate  with,  and  influence.  No  threat  of  retaliaticxi-in-kind  applies  to 
ncxistate  actors,  nor  can  sanctions,  restricticxis  or  diplomatic  efforts  specifically  target  these 
individuals  or  groups.  The  nonstate  actor,  like  an  insurgoit,  floats  in  the  sea  of  the  world 
populace. 

Incidents  of  mega-terrorism  (terrorism  targeting  large  numbers  of  inncx^ent  perscxis  or 
intended  to  cause  great  physical  destmcticxi)  by  nonstate  actors  have  beoi  ccxiducted  with 
increasing  regularity.  The  first  in  a  relative  recait  string  of  incidents  was  the  1983  suicide 
bombing  of  the  Marine  barracks  in  Beirut,  Lebanon.  This  incident  has  be«i  followed  in  more 
recent  times  by  the  New  York  World  Trade  Center  bombing  in  February  1993,  and  the  Khobar 
Towers  bombing  in  Saudi  Arabia  in  June  1996.  Domestic  attacks  include  the  Oklahoma  City 
bombing  of  19  .^ril  1995. 

The  commcxi  theme  of  these  attacks  is  that  they  were  planned  to  result  in  a  great  loss  of 
life.  Although  not  WMD  related,  these  attacks  are  relevant  to  this  study  due  to  the  underlying 
intenticxi  for  great  deafli  and  destruction.  If  large  scale  death  and  destructicxi  are  the  goals  of  the 
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terrorist,  then  the  employmait  of  a  weapcm  of  mass  destructicm  would  aid  greatly  in  realizing  these 
goals. 

Although  most  associate  WMD  with  mega-terrorism,  WMD,  or  the  threat  of  it,  may  be 
used  in  less  destmctive,  innovative  ways.  For  example,  <»  24  .^ril  1997,  a  package  containing 
what  appeared  to  be  a  culture  dish  of  biological  agent  was  delivered  to  the  headquarters  of  B’nai 
B’rith,  a  Jewish  organization  in  Washingtai,  DC.  Although  the  material  was  determined  to  be 
harmless,  the  use  of  a  {XJtaitial  biolc^ical  agent,  seemingly  intaided  to  influaice  the  Israeli- 
Palestinian  peace  n^otiaticxis,  is  an  innovative  means  of  capitalizing  on  the  current  attenticm  and 
ccmcem  placed  (»  biological  terrorism. 

Currently,  the  US  is  facing  a  series  of  circumstances  that  have  never  before  existed.  The 
first  is  that  new,  “immature”  and  largely  unpredictable  extremist  groups  are  now  entering  cmto  the 
world  stage,  unfettered  by  controlling  nation  states.  In  the  past,  controlling  nation  states,  v^ich 
could  be  targeted  by  deterraice  campaigns  and  promises  of  retaliation,  controlled  and  prevaited  the 
use  of  WMD.  The  second  fector  greatly  increasing  the  threat  to  the  US  is  the  increased  availability 
of  WMD.  Never  before  has  the  potential  for  a  small  group  to  acquire  nuclear,  chemical  and 
biolc^cal  weapcms  or  the  means  to  produce  them  be«i  so  great.  Finally,  with  the  down&ll  of  the 
FSU,  the  US  is  the  premier  player  cm  the  world  stage.  This  leading  role,  vriiile  economically 
profitable  for  the  aitire  world,  puts  the  American  eagle  clearly  in  the  crosshairs  of  every  extremist 
group  looking  for  a  scapegoat  to  blame  for  the  world’s  problems.  Never  before  have  nonstate 
actors  with  limited  resources  had  the  potential  to  affect  the  world’s  political  and  economic 
structures  in  so  great  a  manner. 

This  chapter  will  first  briefly  describe  the  threats  posed  by  each  general  grouping  of 
ncmstate  actor.  This  initial  discussicn  will  also  include  the  motivation  and  willingness  to  employ 
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WMD.  Following  this,  the  types  of  WMD  (nuclear,  biological  and  chemical)  weapcxis  (and 
agoits)  will  be  examined  with  the  intmt  to  identify  the  possible  effects,  the  availability,  the  ease  of 
production,  the  delivery  means  and  the  level  of  technology  required  to  produce  and  enqjloy  these 
weapons. 


Motivation  of  a  Ncmstate  Actor  (Terrorist) 

There  are  two  primary  schools  of  thought  concerning  the  psychological  makeup  of 
terrorists  and  terrorist  groups.  The  first  is  that  terrorists  are  logical  decision-makers  forced  to 
utilize  terrorism  due  to  the  relative  size  of  their  organization  in  relaticHi  to  their  adversary.  The 
second  sdiool  of  thought  is  that  terrorists  are  psychologically  imbalanced.  In  fact,  the  truth  is  in 
betweoi  these  two  aids  of  the  spectrum  with  each  organization  (and  each  individual)  somev^ere  in 
this  range.  This  sectirm  will  discuss  the  types  of  ncnstate  actor  (terrorist)  outlining  the  greatest 
potoitial  threat  based  upon  the  available  literature. 

Terrorist  movemoits  and  their  motivatiais  have  bear  categorized  in  many  different  ways 
by  as  many  authors.  In  the  interests  of  sinqilicity,  a  goieral  set  of  four  categories  is  offered:  (1) 
religiously  motivated,  (2)  ideologically  motivated,  (3)  econcMtnically  motivated,  and  (4)  the 
“Crazies.” 

While  it  is  beyond  the  scc^  of  this  thesis  to  provide  detail  on  each  of  these  categories  of 
ncaistate  actors,  we  can  assume,  based  upon  recent  history,  that  at  least  the  religiously  motivated, 
ideolcgically  motivated  and  the  “Crazies”  are  willing  and  able  to  conduct  mega^errorism  against 
the  US.  To  further  illustrate  this  threat  cxily  one  category  of  nonstate  actor  will  be  discussed,  the 
religiously  motivated  terrorist. 
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Religiously  Motivated  Ncmstate  Actors 


General  Discussion.  The  most  recoitly  publicized  group  of  religiously  motivated  nonstate  actors 
enqiloying  WMD  is  the  Japanese  religious  cult  Aum  Shinrikyo.  In  March  1995,  this  group  planted 
in  the  rush-hour  subways  of  Tokyo,  five  diemical  devices  designed  as  lundi  boxes  and  soft  drink 
devices.  These  containers  began  releasing  a  deadly  nerve  agent  (sarin)  into  the  crowded  subway 
cars.  The  relatively  small  casualty  count  (12  deaths  and  over  5,000  injuries)  is  attributed  to  an 
overly  diluted  mixture  and  the  discovery  of  three  of  the  five  devices  prior  to  igniticxi.  Although  this 
incidait  is  the  most  publicized,  in  the  period  of  July  1994  through  July  1995  there  were  a  total  of 
ten  terrorist  attacks  employing  di^nical  weapons  in  Japan. ^  To  date,  members  of  Aum  Shinryko 
have  beoi  charged  with  cmly  two.  In  the  course  of  investigating  these  attacks,  a  biological  weapons 
research  lab  was  found  <ai  prqierty  owned  by  the  cult.  This  laboratory  contained  an  incubator,  an 
electron  microscq)e,  growth  media  and  cultures  of  botulinum  toxin.  Additionally,  this  group 
owned  helicqjters  with  spraying  equipm^  a  very  effective  delivery  device.^  In  short,  this  group 
had  die  tools  and  materials  to  wage  biolc^cal  warfare  against  whatever  target  they  desired. 

These  incidmts  raise  three  specific  ccsicems.  The  first  is  that  the  Aum  Shinryko  acquired 
these  agents  in  a  relatively  short  time.  The  seccxid  cxxicem  is  that  the  group  was  extremely  willing 
to  cause  large-scale  deafti,  thus  breaking  the  formerly  supposed  “psychological  barrier”  of 
enqjloying  WMD  in  the  conduct  of  terrorism.  The  third  and  by  fer  the  most  pressing  ccmcem 
stemming  from  the  Aum  Shinryko  is  that  the  FBI  and  CIA  (along  with  Japanese  law  ^forcem^ 
authorities)  were  unaware  of  the  groups  potortial,  let  alcne  its  plans  for  an  attack  until  it  was  too 
late  to  prevent  it. 

Although  the  Aum  Shinryko  attack  in  Tokyo  has  received  mudi  attaiticm,  by  fer  the  most 
feared  group  of  nonstate  actors  are  the  middle-eastern  Islamic  extremist  groups.  These  groups. 
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thought  to  be  state-spcMisored,  chiefly  by  Iran  and  Syria,  currently  represait  the  greatest  threat  to 
the  US. 

Motivaticm.  While  the  motivation  bdiind  the  Aum  Shinryko  attacks  remain  unclear,  the  motivation 
bdiind  the  Islamic  extremist  groups  is  clearly  defined.  Their  long-term  goal  is  the  conversion  of  all 
mankind  to  Islam... by  force  if  necessary.'* 

Most  authors  knowledgeable  in  middle-eastern  terrorism  classify  Islamic  extremist  groups 
as  sqrarate  entities  with  differing  objectives  but  which  work  in  concert,  with  direction  from 
coitrolling  natirm  states,  to  achieve  both  the  controlling  states,  and  the  groups,  objectives.  The 
binding  holding  these  groups  together  is  their  shared  radical  interpretation  of  the  Koran. 

One  author  su^ests  rather  strongly  that  these  Islamic  terrorist  groups  are  conducting  a 
Holy  War,  or  Jihad,  against  the  west  and  more  specificaUy,  the  US.^  The  objectives  of  the 
controlling  nation  states,  Iran  and  S)nia,  are  (1)  to  prevent  the  emergoice  of  the  US  as  the  sole 
superpower  and  to  prevent  the  dominatirm  of  western  values,  and  (2)  “the  evicticm  of  the  US,  bodi 
as  a  political-military  power  and  as  the  sjmibol  of  the  Western  and  Judeo-Qiristian  values,  from 
tire  Islamic  World,  and  especially  die  Near  East.”® 

Although  many  Americans  perceive  a  potential  terrorist  hiding  inside  every  olive-skiimed 
individual,  cmly  a  small  minority  of  the  Muslim  pqjulatirm  has  adopted  these  extremist  attitudes.’ 
This  small  percentage  of  fenatics,  however  slight,  still  rqrresents  the  greatest  threat  to  the  national 
security  of  the  US. 

Islamic  extremist  groups  are  known  by  many  names  but  are  goierally  grouped  imder  the 
names  Hizb Allah  and  AIM  (Armed  Islamic  Movemait).  These  groups  are  largely  focused  oa 
intematicxial  terrorism  directed  by  Iran  and  Sjoia. 
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Another  Islamic  extremist  group,  the  Hamas,  is  singularly  focused  <»i  “the  creation  of  an 
Islamist-ruled  Palestinian  nation  that  «iconq)asses  all  Palestinian  lands  dating  back  before  the 
Balfour  Declaratitm.  Hamas  does  not  realize  Israel’s  independence  and  strives  for  its  complete 
expulsion  from  Palestinian  soil.”*  Although  the  stated  objective  of  Hamas  does  not  clearly  match 
that  of  the  HizbAllah  and  AIM  (and  their  directing  nation  states),  they  still  enjoy  the  backing  and 
support  of  these  natioi  states  as  their  goals  indirectly  support  the  larger  Islamist  goals. 

The  study  and  definition  of  each  specific  Islamic  extremist  group  is  well  beycaid  the  scc^e 
of  this  thesis.  This  section  is  intended  only  to  portray  the  extent  and  organization  of  the  IsUunist 
extremist  terrorist  movement  and  give  a  glimpse  of  the  assets  and  capabilities  they  can  enq)loy. 
Willingness  to  Use  WMD?.  These  Islamic  extremist  groups  find  motivatiai  for  terrorist  actions 
through  their  radical  interpretation  of  the  Koran.  Mega^errorism  committed  on  bdialf  of  the 
dei^se  of  Islam  is  ccmsidered  sancticxied  by  God  and  any  Muslim  killed  in  the  attack  would  be 
revered  as  a  martyr  and  guaranteed  admittance  to  heavai.^  This  e^lanatirxi  helps  understand  Ihe 
vision  of  the  smiling,  suicidal  driver  of  the  truck  which  rammed  into  the  Marine  barracks  in 
Lebancm  in  1983. 

Clearly,  religious  based  extremist  groups  are  wiUing  to  enqjloy  WMD  to  achieve  their 
objectives.  With  religioi  and  the  God  it  serves  as  their  shield,  these  organizations  and  individuals 
will  readily  send  thousands  of  ncxi-behevers  to  their  death.  These  groups,  armed  with  WMD,  pose 
a  formidable  threat  to  the  national  security  of  the  US.  Based  upcxi  all  readings  to  date,  it  is 
considered  to  be  only  a  matter  of  time  before  such  an  attack  against  the  US  is  launched. 
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The  Threat  Posed  by  the  Different  Types  of  WMD 
Nuclear  Devices 

The  threat  of  a  terrorist  en:q)loyed  nuclear  weapcxi  has  been  the  subject  of  debate  and 
research  since  1946.’®  These  concerns  however,  have  increased  considerably  in  the  recart  past. 
This  newly  awakened  concern  has  two  causal  fectors  whidi  have  arisen  since  the  collapse  of  the 

FSU.  The  first  fector  is  the  increased  availability  ofnuclear  materials  from  the  FSU.  Since  its 

collapse,  subsequent  inspections  of  weapcxis  holding  frcilities  within  the  FSU  have  proven  that  the 
accounting  and  security  procedures  amceming  WMD  are  extremely  questiaiable.  A  much  wirttoi 
about  example  of  this  lack  of  control  of  nuclear  materials  tells  of  a  member  of  the  US  Biergy 
Department  visiting  Ae  Kurchatov  Institute  near  Moscow.  This  official  found  approximately  160 
pounds  of  weapcMis-grade  uranium  stored  in  lockers  secured  only  by  a  diain."  Likewise,  Aere  are 
many  accounts  of  attenqrted  black  market  sales  of  nuclear  materials.  In  March  1994  Presidort 
Yeltsin  was  delivered  a  rqxsrt  from  Russia’s  Federal  Security  Service  (FSB)  which  detailed  900 
Aefts  from  military  and  nuclear  plants  and  700  Aefts  of  secret  knowledge  in  Ae  seccxid  half  of 
1993  alone.’' 

Security  of  WMD  wiAin  Ae  FSU  remains  a  problem  despite  Ae  efforts  of  Ae  US 
Coqjerative  Threat  Reducticm  Program.  This  program  has  attempted  to  assist  Ae  Russian 
government  in  increasing  accountability  and  security  of  WMD  vAile  also  buying  weaptms  grade 
nuclear  materials  for  disposal  in  Ae  US.  Clearly,  based  <mi  known  incidents  and  Ae  growing 
mfluoice  and  capabilities  of  Ae  Russian  “Mafiia,”  Ae  acquisition  of  nuclear,  materials  by  a 
determined  noistate  actor  seems  eminoitly  possible. 

The  second  area  of  ccmcem  following  Ae  collapse  of  Ae  FSU  involves  Ae  “brain  drain”  of 
sciortists  and  teAnicrans.  These  highly  trained  and  educated  personnel  were  once  highly  paid  and 
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respected  members  of  Soviet  society.  Even  before  the  feU  of  the  FSU,  these  personnel  found 
themselves  underpaid  and  undergoing  a  loss  of  status.  Currently,  their  base  wage  is  approximately 
$67.00/month  (US).  The  Russian  press  has  reported  Aat  Iran  is  offering  $5000.00/m«ith  (US)  for 
the  services  of  former  Soviet  scientists.’^  The  concern  is  that  these  highly  educated  and  trained 
personnel  will  seek  aiploymait  elsevdiere,  thereby  providing  the  determined  and  well-financed 
nonstate  actor  with  the  expertise  required  to  develop  a  nuclear  weaptsi.  It  should  also  be  noted  that 
a  nuclear  weapon  which  would  be  totaUy  successful  in  a  terrorist  attack  does  not  need  to  be  nearly 
as  efficiMit,  nor  as  contact,  as  does  a  military  weapcm.  A  nuclear  we^xm,  however  crude, 
detonated  in  a  major  urban  center  of  the  US  would  result  in  countless  dead  and  have  a  profound 
effect  on  every  aspect  of  life  in  the  US. 

Assuming  nuclear  materials  and  expertise  could  be  acquired  by  a  determined  nonstate 
actor,  how  would  he  use  them  to  attack  the  US?  First,  the  det^ati^  of  even  a  low  yielding 
nuclear  device  in  a  crowded  urban  area,  perhaps  in  the  financial  district  of  New  York  City  or 
Washingttm  DC,  could  have  disastrous  effects  US  political  and  economic  sectors. 

Likewise,  the  employment  of  a  radiological  dispersal  device  (RDD)  could  render  the  same 
psydiological  inqjact,  mass  casualties  and  years  of  urunhabitable  contaminatirxi  as  would  a  nuclear 
weapon.’^  Although  not  providing  the  spectacular  explosion  associated  with  a  nuclear  reaction, 
such  a  device  utilizing  ctmvattional  explosives  to  disperse  radioactive  materials  throu^out  a  givoi 
area  would  be  immaisely  easier  to  acquire  or  produce  than  a  nuclear  weapcm. 

A  related  issue  is  the  possibility  of  a  terrorist  attack  on  a  nuclear  reactor  within  the  US.  If 
successful,  the  poteitial  results  could  be  essentially  the  same  as  an  RDD.  The  ejqjlosicm  in 
Chernobyl  in  the  FSU  <»i  26  April  1996,  although  an  accid^  resulting  fi'om  a  reactor  eiqieriment, 
illustrates  the  potaitial  for  damage  resulting  from  a  foiled  (or  damaged)  reactor.  This  experiment- 


51 


g<me-awry  resulted  in  a  hydrc^en  explosior  with  horrific  consequences.  The  Chernobyl  incid^ 
spread  huge  quantities  of  radioactive  material  spread  over  “very  Img  distances”  reaching  every 
country  in  the  northern  hemisphere.*’  The  after-effects  of  this  disaster  included  the  resettlemait  of 
over  130,000  people  and  the  large-scale  deomtamination  of  an  unknown  number  of  square  miles  of 
jforests,  fields,  and  lakes.  This  decontaminaticHi  process  required  the  removal  of  topsoil,  the 
construction  of  dams  to  “ensure  the  hydrological  isolaticm”  of  the  most  seriously  contaminated 
areas  and  the  cmstructicm  of  a  forced  exclusicxi  zone.*^ 

Although  Chernobyl  was  clearly  the  resuh  of  a  &ulty,  poorly  designed  reactor,  the 
resulting  aftermath  provides  a  clear  picture  of  the  potortial  effects  of  an  RDD.  For  such  an 
incidoit,  evai  if  the  effects  of  Chernobyl  were  cut  by  a  third,  to  occur  in  a  major  urban  area  of  the 
US  is  unthinkable.  Although  the  thought  of  forcing  off  Washingtcxr  DC,  or  portiors  of  it,  as  a 
result  of  the  detoratior  of  an  RDD  does  not  seem  a  possibility,  it  is. 

The  availability  of  materials,  technology  and  expertise,  coupled  with  the  willingness  of 
indqrendort  actors  scrambling  to  upset  the  world  stage,  greatly  increases  the  poterrtial  for  a 
terrorist  initiated  nuclear  incident  ainred  at  crippling  the  US.  Many  analysts  deem  the  costs  of 
ccmstructiirg,  or  acquiring,  a  nuclear  device  to  be  beycxrd  that  which  terrorist  organizations  are 
willing  to  pay.  However,  whar  the  effects  (an  immediate  disastrous  effect  cm  the  US  eccnomic  and 
social  structure=the  payoff)  of  such  an  explosicxr  is  considered,  the  threat  seems  to  grow.  The 
possibility  of  such  an  attack,  thought  by  many  to  be  highly  inqrrobable,  is  clearly  possible  and 
cannot  be  discounted. 


Chemical  Agaits 

The  weapon  of  choice  for  the  Aum  Shinrikyo  cult  in  Japan,  chemical  weaprais  offer  a 
relatively  inexpensive  means  to  produce  the  horrific  effects  often  sought  after  by  terrorist  groups. 
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Coirq)ared  to  other  weapons  of  mass  destruction,  chemical  weapcms  offer  a  relatively  low  5deld  of 
death  and  destruction,  but  whai  compared  to  conventicmal  ejqplosives  diemical  weapcais  are 
dieaper,  lighter  and  relatively  easy  to  en:q}loy.  Althoug}i  the  effects  of  a  diemical  attack  would  be 
less  than  if  nuclear  or  biological  agoits  were  utilized,  the  ease  with  vdiich  chemical  agents  could  be 
acquired  or  produced  easily  balances  the  relative  decrease  in  effect. 

The  infbrmaticm  necessary  to  produce  chemical  weapcms  is  well-known  and  requires  only  a 
first  rate  chemist  with  ev^  limited  financing.  The  materials  and  tedmolc^  required  to  produce 
chemical  agents  are  oftoi  dual  use,  and  although  some  items  may  new  ccxitrolled,  all  could  be 
obtained  by  a  determined,  well-financed  terrorist. 

Enqiloyment  of  chemical  agents  during  a  terrorist  attack  can  be  acoHnplished  through 
several  methexis.  These  methods  include  those  designed  to  release  their  agaits  in  a  confined  space 
canisters  (as  used  in  the  Tokyo  subway  attack),  aerial  di^rsal  via  small  planes,  dispersal  via 
explosives,  and  poisoning  of  municipal  water  supphes.  In  die  US,  municipal  water  supplies  have 
be«i  unsuccessfully  targeted  at  least  twice  by  separate  domestic  terrorist  groups. 

Deadly  as  they  are,  the  lethality  of  chemical  agents  is  entirely  dqioid^t  upon  the  amount 
and  concentration  of  agent  delivered  to  the  target  site.  Without  an  understanding  of  the 
meteorological  effects,  the  characteristics  of  the  agent  and  the  intended  target,  insufficiatt  agait 
may  strike  the  target  area  to  produce  casualties.  As  stated  in  the  section  discussing  the  cult,  Aum 
Shinryko,  there  have  been  tai  chemical  attacks  in  a  two  year  period,  dehvered  via  several  means, 
with  no  resulting  “mass”  of  casualties.’’  Based  <»i  the  limited  “success”  of  diis  group,  the  relative 
ease  of  acquisition  of  chemical  weap<xis  must  be  balanced  against  the  limited  effects  associated 
with  terrorist  employm^  of  chemical  agents. 
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The  lack  of  an  effective  response  capability  to  a  terrorist  attack  utilizing  chemical  weapons 
is  a  great  concern  to  many.  In  an  exercise  conducted  in  New  York  City  during  .^ril  1995, 
response  to  a  no^iotice  Tokyo-like  scaiario  resulted  in  laige  numbers  of  simulated  casualties  and 
hig^il^ted  the  lack  of  US  preparedness.  In  December  1995,  another  simulated  exercise  was 
conducted  in  California  and  resulted  in  the  same  c<mclusi(xi;  the  casualty  figures  in  this  exercise 
were  300  “dead”  and  500  “poisoned.”’* 

Chemical  weapcxis  are  thought  to  be  the  least  effective  of  the  WMD.  This  perceived  lack 
of  effectiveness  is  a  relative  concept  (^joiding  upon  the  target  and  the  effectiveness  of  the  agent. 
500  dead  in  a  New  York  City  subway,  however  horrific,  may  not  represent  a  major  threat  to  US 
national  security.  C<xisider  the  same  number  of  casualties,  only  change  the  locaticxi  to  the  Capital 
Building  in  WashingtcHi,  DC  during  a  Presidential  Address;  in  this  sdting  500  casualties  r^resaits 
a  clear  and  pres^  danger  to  the  national  security  of  the  US. 

Biological  Agaits 

Although  not  as  overtly  horrific  as  nuclear  weap<xis,  biological  agents  are  a  close  seoHid 
in  the  most  feared  category  of  the  weapons  of  mass  destruction.  Based  on  cost  to  produce,  relative 
lethality,  operational  effectiveness,  and  probability  of  use,  many  authorities  would  argue  that 
biological  agents  should  be  considered  the  number  cme  threat  to  the  US.  The  inherent  lethality  of 
biological  agents,  combined  with  the  delay  between  the  attack  (release  of  the  agent)  and  the  <xiset 
of  symptoms  make  this  weapon  almost  impossible  to  defend  against  or  respond  to.  A  terrorist 
“attack”  (release  of  the  biological  agoit)  could  begin  and  aid  with  no  apparent  indicaticm  that  it 
had  taken  place  until  3-5  days  later  whai  symptoms  began  to  appear.  Once  these  symptoms 
appear,  the  terrorists  are  long  gcsie  and  the  dying  begins. 
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Biological  agents  lend  themselves  to  anonymity.  TTus  anonymity  b^ins  with  the 
producticMi  of  the  agmts  themselves.  Utilizing  easily  acquired  cultures  and  multiple-use  laboratory 
equipment,  the  pot^al  terrorist  would  bring  little  if  any  attention  tm  himself  during  the 
producticxi  process.  The  means  of  deliver  is  easily  compatible  with  the  desire  for  anonymity  An 
Office  of  Technolc^  Assessment  (OTA)  report  provides  a  chilling  scoiario;  a  small  private 
arrplane  with  220  pounds  of  anthrax  spores  flies  over  Washington,  DC,  oa  a  north-south  route, 
trailing  an  invisible  mist  that  could  conceivably  kill  a  milhcxi  people  <mi  a  day  with  moderate 
winds.’’  By  the  time  the  syrrqjtoms  appeared  the  pilot  could  be  well  out  of  the  country  leaving  little 
trace  of  his  participation  in  the  attack. 

Biological  agents,  with  their  hi^Ji  lethality  do  not  have  many  of  the  problems 
with  nuclear  weapons.  First,  there  is  no  effective  means  of  detecticxi;  currait  sensor  technology  is 
minimal.  Seccmdly,  production  of  these  lethal  agaits  does  not  require  a  large  investmart  in 
hardware  and  expertise,  nor  is  there  a  need  to  buy  or  steal  the  agart  of  destruction.  One  former 
assistant  director  of  the  US  Arms  CcHitrol  and  Disarmamait  Agency  is  ccnvinced  that  a  major 

biolc^cal  arsenal  could  be  built  with  $10,000  worth  of  eciuipment  housed  in  a  225  square-foot 

20 

rcx)m. 

Ease  of  producticxi  of  biolc^cal  agents  is  enhanced  by  improvemaits  in  technology  and  the 
proliferaticm  of  technolc^  and  laboratory  ejqjerdse.  To  compound  the  problem  of  drtecticai, 
fecilities  producing  wine,  beer,  dried  milk,  focxi,  and  agricultural  products  have  the  technology  and 
ejqrertise  to  produce  biological  warfere  agaits.^’  Although  currait  numbers  of  biological  agaits 
are  thought  to  be  few,  defensive  measures  remain  questiaiable  at  best.  Advancements  in 
biotechnology  have  made  genetically  aigineered  agents  designed  for  increased  Idhality  a  reality. 
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Defuse  against  a  biological  attack  by  terrorists  is  limited  at  best.  Phj^ical  measures  such 
as  masks  and  clothing  reduce  the  effectiveness  of  most  pathogens  but  as  there  would  be  little  or  no 
advance  warning  of  a  terrorist-delivered  biological  attack  these  measures  would  have  little  value. 
The  value  of  defensive  inoculaticms,  the  current  “best  answer”  to  the  problem,  is  also  limited  due 
to  the  potential  capability  of  bio-engineering  organisms  to  be  resistant  to  any  known  vaccine  or 
antibiotic.^^ 

In  addition  to  the  great  Idhality  of  current  biol(^cal  agoits,  there  are  l(Xig-ferm  area 
denial  ctxisiderations  associated  wife  biolc^cal  agoits.  For  exanq)le,  fee  island  utilized  by  fee 
British  to  test  an  anthrax  ag^  in  W.W.n  is  still  uninhabitable. 

Another,  little  discussed  (^(xr  open  to  terrorists  is  to  attack  fee  US  eccmomy  through  its 
agriculture.  The  health  of  fee  US  economy,  let  alcxie  its  citizens,  is  d^>eadent  upon  fee  success  of 
US  agriculture.  A  successful  attack  against  US  agriculture  could  have  fer  reaching  ramificaticns 
to  fee  political,  social,  and  eccxiomic  sectors  of  fee  US.  fetroductirai  of  biolc^cal  agents  intended 
to  dramatically  reduce  or  destroy  specific  crc^  yields  could  have  a  major,  Icmg-term  effect  cm  fee 
stability  and  health  of  fee  US  eccmomy  and  seriously  reduce  US  global  infiuaice.^ 

Biological  agmts  have  fee  potoitial  to  cripple  fee  economy,  damaging  fee  current  political 
and  scKial  framework  of  fee  US,  thereby  threatming  her  role  on  fee  world  stage.  Biological  agoits 
are  inarguably  lethal,  almost  irtqx>ssible  to  detect  at  any  stage  prior  to  fee  actual  employm^  and 
are  ine?q>ensive,  both  in  actual  cost  and  resources,  to  produce.  As  decisive  measures  against  such 
attacks  are  limited  at  best,  fee  US  is  dq)endent  upon  intelligoace  to  identify  potmtial  terrorists  and 
prevoit  such  attacks.  Deterrence  and  preenqjticxi  are  curr^ly  fee  best,  and  cmly  avaiues  to 
preventing  a  disaster. 
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Chapter  Smnmarv 


WMD  eiiq)loyed  by  ncsistate  actors  has  become  the  greatest  threat  to  the  national  security 
of  the  US,  easily  eclipsing  conventicmal  Areats.  There  are  nonstate  actors  with  the  willingness, 
resources  and  capabilities  to  enq)loy  WMD  against  the  US.  The  technology  to  produce  or  mAanc 
to  acquire  nuclear,  chemical  and  biolc^cal  agents  is  available,  as  is  the  required  expertise.  Recait 
evaits  have  shown  the  willingness  of  extremist  groups  to  kill  large  numbers  of  innocait  people  with 
amveoticxial,  ncxi-WMD  weapons.  If  mega^errorism  is  the  goal  of  the  terrorist,  WMD  offers 
potoitial  terrorists  with  relatively  inexpaisive,  extremely  effective  means  of  accomplishing  that 
goals. 

Successful  preventicHi  of  terrorist  attacks  hinges  upcm  the  ability  of  US  intelligence 
gathering  agencies  to  idaitify  and  locate  the  terroristfs)  and  the  agent  of  destructicxi.  Supporting 
this  effort  are  countless  import  and  export  restricticxis,  inspections,  regulaticHis,  policies,  laws, 
deterr^t  measures,  and  diplomatic  efforts  aimed  at  stewing  the  proliferatirm  of  these  weaprms  of 
mass  destruction.  Only  by  focusing  the  aitirety  of  governmental  assets  on  this  extremely  conqilex 
threat  to  the  naticxial  security  of  the  US  can  it  be  countered. 

The  remaining  objective  of  this  tibesis  is  to  idaitify  the  process  by  which  these  threats  are 
currartly  being  countered  and  seccmdly,  to  assess  the  capability  of  the  currait  US  command  and 
control  (C2)  structure  and  organization  to  counter  this  threat. 
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CHAPTERS 


COUNTERING  THE  THREAT:  POLICIES,  AGREEMENTS,  INITIATIVES, 

ROLES  AND  THE  COUNTERPROLIFERATION  CONTINUUM 

The  significant  problems  we  fece  cannot 
be  solved  at  the  same  level  of  thinking  that 
was  preset  when  the  problems  were  created.' 

Albert  Einstein 

This  chapter  will  answer  the  foUowing  research  questicMis:  (1)  What  is  the 
Counterproliferation  Continuum?,  (2)  What  is  the  national  poUcy  concerning  this  threat?,  (3) 

What  govemmaital  organizatiois  are  involved  in  countering  this  threat?  What  is  the  role  of  each 
organizaticvi  during  eadi  segment  of  die  Counterproliferaticm  Ccmtinuum? 

The  threat  posed  by  nonstate  actors  armed  with  WMD  has  been  detailed  m  Chapters  One 
and  Four  of  this  paper.  The  successful  countering  of  this  threat  will  require  signifirant 
coordinated  contributions  from  numerous  govemmaital  agaicies  (nati«ial,  state  and  local)  and 
aUied  nations.  The  roles  of  the  sqiarate  governmental  agencies  in  the  overall  counterproliferation 
ar«ia  are  not  well  defined  and,  when  pubUshed,  are  largely  limited  to  describing  the  process  of 
counterproliferatiai  of  WMD  as  the  process  pertains  to  natirm  states.  Despite  the  aiormity  of  the 
threat  and  the  likelihood  of  its  realization,  the  threat  posed  by  ncmstate  actors  armed  with  WMD  is 
not  specifically  addressed  in  odier  but  very  general  terms. 

During  the  cold  war,  WMD  were  largely  under  the  perview  and  cwitrol  of  naticm  states.  In 
this  era,  counterproliferation  and  counterterrorism  were  amsidered  sqjarate  disciplines.  This 
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s^araticxi  extended  to  language,  definiticms,  ccaiceptual  models  and  government  organization. 
Current  counterterrorism  and  counterproliferation  models  are  based  ai  diese  cold-war  precursors. 

With  the  Old  of  the  cold  war  and  the  prohferati(Mi  of  WMD  among  nonstate  actors,  the 
overall  counterproliferation  effort  must  now  consider  the  very  real  and  dangerous  threat  posed  by 
terrorists  armed  with  diese  weaprxis.  Thus,  with  the  intertwining  of  players  in  these  once  s^arated 
araias,  the  counterproUferaticm  effort  is  now  inextricably  linked  to  the  counterterrorism  effort. 

Although  both  die  enormity  of  the  threat  and  the  link  betweai  counterproliferati<xi  and 
counterterrorism  are  universally  clear,  there  has  beat  no  major,  formal  structural  realignmoit  to 
deal  with  this  threat.  This  is  not  to  say  there  has  not  beai  great  efforts  aimed  at  bolstering  the 
counterterroism  forces  of  our  nation  with  the  tools  of  counterproliferatioi;  clearly  there  have  been. 
The  questirai  remains  as  to  the  effectiveness  of  the  currait  structure  and  interagency  agreemoits  in 
dealing  with  this  threat.  This  is  a  questicmvdiich  will  be  discussed  in  later  chapters.  Before  an 
assessmait  of  the  effectivaiess  of  the  current  counteiproliferation  and  counterterrorism  models  can 
be  made,  the  curroat  structure  and  roles  must  be  identified  and  defined. 

Initially,  diis  thesis  focused  specifically  cm  the  efforts  to  counter  the  proliferati(Mi  of  WMD 
among  ncmstate  actors  and  to  disregard  the  overall  counterproliferaticm  effort  as  it  relates  to  nation 
states.  This  attempt  to  focus  cm  one  aspect  of  the  proliferation  problem  (nonstate  actors)  without 
taking  into  account  the  role  of  naticm  states  has  provai  inqxissible.  A  major  finding  of  this  paper  is 
that  both  efforts  are  linked.  For  example,  international  trade  agreemaits  and  restrictions  d^^lmg 
with  WMD,  or  the  materials  to  produce  them,  are  an  extremely  important  fector  in  reducing  the 
availability  of  these  materials  to  both  nation  states  and  ncmstate  actors.  Haice,  one  aspect  of  the 
problem  cannot  be  addressed  without  discussing  them  all.  One  of  the  main  contributions  of  this 
paper  is  the  creation  of  a  mcxlel  (the  Counterproliferaticm  Ccmtinuum)  from  which  to  ccmcqrtually 
visualize  the  many  diverse  agencies  partic^ating  in  the  process  of  counterproliferation.  The 
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Counteiproliferati<Mi  Ccmtinuum  describes  US  govemmait  efforts  to  counter  the  proliferaticxi  of 
WMD  amcMig  both  natioi  states  and  ncMistate  actors. 

Thus,  in  order  to  provide  a  basis  for  further  focus  the  effort  to  counter  the  proliferation 
of  WMD  among  ncxistate  actors,  the  policies,  initiatives  and  agreements  which  generally  target  the 
counterproliferati<xi  efforts  betwccm  nation  states  must  first  be  addressed.  This  brief  overview  of 
the  current  counteiproUferation  process  is  necessary  to  provide  an  understanding  of  the  conq)lexity 
of  the  threat  and  the  efforts,  at  every  level  of  the  US  govemmait,  to  counter  it.  Accordingly,  this 
diapter  will  include  a  brief  summation  of  currait  ncaiproliferaticm  and  counterproliferaticm 
agreemOTts  and  initiatives.  Additionally,  akhougji  currart  coimterproliferatiai  agreemaits, 
initiatives  and  regimes  are  written  to  regulate,  or  limit,  actions  of  nation  states,  the  indirect  effects 
of  these  agreemaits  will  serve  to  decrease  the  availability  of  materials,  technology  and  ejqjertise 
necessary  for  nonstate  actors  to  develq?  their  own  WMD.^ 

This  chapter  will  first  review  US  national  policy  concerning  the  subject  threat,  including 
government  initiatives  to  affect  the  acquisition  and  budgetary  process.  This  seemingly  irrelevant 
material  must  be  presaited  to  demaostrate  die  linkage,  both  organizationally  and  fiscally,  that  is 
rapidly  drawing  the  counterproliferation  and  counterterrorism  efforts  together.  Secondly,  diis 
diapter  will  address  current  international  agreemaits,  and  finally,  will  outline  a  model  of  the 
Counterproliferatioo  Cartinuum,  detailing  the  roles  and  functions  of  the  sqrarate  govemmortal 
agoicies  throughout  eadi  segmoit  of  the  crxitinuum. 

Current  US  Pohcv 

The  enormity  of  the  threat  posed  by  ncmstate  actors  armed  with  WMD  has  been  recognized 
and  addressed  by  the  current  administratioo.  Presidaitial  recpgnrticm  of  this  very  real  threat  is 
evidait  in  the  President  s  National  Security  Strategy  of  Engagement  and  Enlargement  in  which 
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President  Clinton  stated,  ‘Terrorism  involving  weapons  of  mass  destruction  represents  a 
particularly  dangerous  potoitial  threat  that  must  be  countered.”^  Further,  more  serious  recognition 
is  sear  in  the  Presid«it’s  14  November  1994  declarati<»i  of  a  “national  emergaicy  with  respect  to 
the  unusual  and  extraordinary  threat  to  the  national  security,  foreign  policy,  and  economy  of  the 
United  States  posed  by  the  prohferaticHi  of  nuclear,  biological,  and  chemical  weapons  (‘Sveapons  of 
mass  destructicm”)  and  the  means  of  dehvering  such  weapais.”^  In  reo^nititm  of  this  cmgoing 
threat,  the  initial  declaratioi  has  been  extended  twice,  first  (xi  November  14,  1995  and  diai  again 
<xi  November  14,  1996.’ 

The  threat  of  WMD  wielded  by  both  nation  states  and  nonstate  actors,  prorrqrted  the 
writing  of  Proliferation:  Threat  and  Response  of  April  1996.  In  this  document  the  Secretary  of 
Defeise  describes  the  threat  posed  by  WMD  in  the  hands  of  both  naticxi  states  and  nonstate  actors, 
and  provides  the  D^artm^t  of  Defoise  respcxise,  in  broad  terms,  to  counter  this  threat.  *  In 
estabhshing  the  priority  of  this  effort,  the  Secretary  of  Defense  provides  a  still  applicable,  cold  war 
quote  by  the  Russian  {diysicist  Andre  Sakharov;  “Reducing  the  risk  of  annihilating  humanity  in  a 
nuclear  war  carries  an  absolute  priority  over  all  other  caisideraticms.”’  Althou^  this  quote  was 
clearly  targeted  at  naticn  states  and  the  possible  outbreak  of  nuclear  war  betwe«i  them,  it  has 
a[q>Ucability  in  that  no  one  can  predict  how  any  nation  will  resptsid  to  a  terrorist  delivered  weapon 
of  mass  destructicxi.  In  Proliferation:  Threat  and  Response  the  Secrrtary  of  Defaise 
acknowledges  that  the  threat  of  retaliation,  once  recr^ized  by  the  doctrine  of  “Mutually  Assured 
Destructicxi”  (MAD),  was  no  longer  relevant  whai  feeing  n<mstate  actors  wielding  WMD.* 

Further,  the  Secretary  of  Defaise  outlined  the  DOD  three-part  strategy  to  counter  this 
threat.  The  first  part  of  this  strata,  “reducing  the  threat,”  describes  the  efforts  by  the  US  to 
assist  nation  states,  most  notably  Russia,  “to  reduce,  dismantle,  safeguard  and  evai  eliminate  these 
weapems.”  The  second  part  of  this  strata  is  to  “deter  against  the  threat,”  by  “maintaining  straig 
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convioitional  forces  and  a  smaller  but  robust  nuclear  deterrent  force.”  ’ITie  third  part  of  the 
Department  of  Defeise’s  strategy,  “defend  against  the  threat”  introduces  the  Defeise 
Counterproliferatioti  Initiative.® 

The  specific  objectives  of  the  Defeise  Covmterproliferation  Initiative  are  to:  “(1)  prevait 
the  acquisition  of  NBC  (Nuclear,  Biological  and  Chemical)  weapcms  and  their  delivery  systems; 
(2)  roll  back  proliferaticai  where  it  has  occurred;  (3)  deter  die  use  of  NBC  weapcHis  and  their 
delivery  systems;  and  (4)  adapt  United  States  military  forces  and  planning  to  respond  to  regicxial 
axitingaicies  in  which  United  States,  aUied,  and  coalitiOT  forces  fece  NBC  threats.”’®  For  fiscal 
year  1997,  the  total  DOD  projected  expaiditures  in  the  counteiproliferaticHi  and  coimterforce 
armas  are  approximately  $4.3  billicm.”  Investment  in  military  systems  associated  wdth 
counterproliferation  are  focused  in  four  areas;  “passive  defaise,  active  defease,  counterforce;  and 
measures  to  counter  the  paramilitary,  covert  and  terrorist  NBC  threats.”’^ 

In  response  to  Presidential  and  DOD  directicm,  the  Chairman  of  the  Joint  Chiefs  of  Staff 
has  wnritten  a  National  Military  Strategy  of  the  United  States  of  America.  This  1995  strat^y 
paper  addresses  the  overall  military  strat^y  in  support  of  national  objectives  and  security. 
Additionally,  it  echoes  the  threat  posed  by  the  unccsivoitirxial  wielding  of  WMD  by  nonstate 
actors.’^  Although  this  strategy  only  toudied  on  the  counterproliferatioi  and  counterterrorism 
roles  of  the  DOD,  the  contributiOT  made  by  the  military  in  the  effort  to  counter  and  respcmd  to  this 
threat  is  extaisive  and  is  seen  throughout  the  Counterproliferation  Continuum.  The  role  played  by 
the  Dq)artment  of  Defense  in  the  overall  counterproliferation  effort  will  be  detailed  later  in  this 
chapter. 
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Acquisition  and  Expaiditures 


In  an  effort  to  provide  additional,  axisolidated  information  to  follow-on  researchers,  this 
section  will  provide  a  brief  overview  of  the  funding  and  oversight  linkage  relating  to  the  overall 
government  effort  to  counter  the  proliferati<»i  of  WMD.  This  section  will  specifically  focus  on 
DOD  research,  acquisiticn,  and  oversight  organization  (die  DOD  was  the  only  departmmt  wifli 
readily  available  information  concerning  counterproliferatirm  research,  develc^nmt  and 
acquisiticm).  Additicmally,  there  is  clear  referaice  to  the  role  of  the  DOD  as  the  lead  in  interagaicy 
develq)mfflit  and  acquisitirm  of  equipment  utilized  in  the  counterproliferaticm  effort.  ” 

Oversidit  Progams/Committees 

As  counterterrorism,  counterproliferatiai,  and  counterforce  efforts  are  inextricably  linked 
to  funding  and  congressicHial  oversight,  a  brief  synopsis  of  currait  programs  and  committees  is 
relevant. 

Counterproliferation  Program  Review  Committee 

Ccmgress  crmstituted  the  Counterproliferation  Prc^ram  Review  Committee  to  provide 
status  reports  on  activities  to  accomplish  necessary  improvOTiaits  idaitified  by  the  Non- 
Proliferation  Program  Review  Committee.  This  committee  is  diaired  by  die  Secretary  of  Defense 
and  con^rised  of  the  Secretary  of  Energy,  Director  of  Coitral  httellig^ce  (DCI),  and  die 
Chairman  of  the  Joint  Chiefs  of  Staffs  or  their  direct  rqpresaitatives.  This  committees  rqiort 
cmstitutes  a  natirmal  investment  strat^y  for  the  US  overall  counterproliferatirxi  effort.  The 
armual  report  produced  by  this  committee  is  titled.  Counterproliferation  Program  Review 
Committee  Report  on  Activities  and  Programs  for  Countering  Proliferation^^  The  1996  rqiort 
idaitified  a  national  noiproliferaticHi  strategy  comprised  of  “four  key  aspects:  (1)  prevent  the 
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acquisition  of  WMD,  (2)  roll  back  existing  WMD  capabilities,  (3)  deter  WMD  use,  and  (4)  adapt 
military  forces  and  emergency  assets  to  respond  to  WMD  threats.”’® 

The  1996  Report  on  Activities  and  Programs  for  Countering  Proliferation  identified  nine 
major  DOD  spending  programs  designed  specifically  to  counter  “paramilitary,  covert  delivery,  and 
terrorist  WMD  threats.””  Although  these  programs  are  DOD  initiated  and  sponsored,  there  are 
numerous  agreements  securing  interagency  cooperation  and  use  of  the  technology  developed  in 
these  programs.’* 

Tire  Counterproliferati<»i  Council  (CP  Council) 

The  Counterproliferatioo  Council  is  made  up  of  The  Deputy  Secretary  of  Defense 
(Chanman),  The  Under  Secretary  of  Defense  for  Acquisition  and  Technolt^,  the  Under  Secr^ry 
of  Defense  for  Policy,  The  Vice  Chairman  of  the  Joint  Chiefs  of  Staff,  the  Under  Secr^ries  of  the 
Mihtary  Dqjartmaits,  The  Vice  Chiefs  of  the  Military  Services,  the  Assistant  Secretary  of  Defense 
for  Intemational  Security  Policy,  the  Assistant  to  the  Secretary  of  Defeise  for  Nuclear  and 
Chemical  and  Biological  Defense  Programs  and  the  Director  for  Strategic  Plans  and  Pohcy  for  the 
Joint  Staff.  This  council  is  designed  to  “provide  higfi  level  management  and  oversight  to  review 
Dqjartment  of  Defeise  progress  in  coordinating  counteiprohferaticHi-related  programs  and 
activities,  resolve  counterproliferatiai-related  issues,  and  work  closely  with  the  Joint  Chiefe  of 
Staff  and  Services  to  develop  appropriate  acquisition  and  force  planning  strat^es  that  will  ensure 
the  effective  implementation  of  counterproliferation  objectives.  The  Counterproliferaticai  Council 
will  also  oversee  D^artment  of  Defeise  counterproliferation  activities  in  interagency  and 
international  fora;  this  includes  coordination  on  matters  relating  to  counteiproUferation  issues 
with  other  govemmait  dqjartmaits  and  agaicies.^® 
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Ncm-Proliferation  Prc^jam  Review  Committee  (NPRC) 

In  respcHtise  to  congressional  direction,  the  Non-Proliferation  Program  Review  Cconmittee 
was  caistituted  in  1994  to  review  existing,  govemmait-wide,  capabilities  and  idaitify  areas  wiiere 
progress  and  increased  support  is  needed.^’ 

CounterproliferaticHi  Support  Program 

The  CounterproUferation  Support  Program  is  a  Dqiartment  of  Defbise  initiative 
specifically  designed  to  address  D^artment  of  Defense  shortfalls  identified  by  the  Non- 
Proliferaticxi  Review  Committee.^  This  program  is  intended  to  provide  a  forum  for  the 
interagency  develq}ment  of  programs  designed  to  “counter  paramilitary,  covert  delivery,  and 
terrorist  WMD  threats.”^  Examples  of  other  agencies  beiefiting  from  projects  spcmsored  by  this 
program  include  the  Federal  Bureau  of  Investigation,  the  Secret  Service,  the  Customs  Service  and 
the  Dq>artmait  of  State.  These  joint,  interagency  prc^rams  are  coordinated  through  the  Technical 
Support  Working  Groiq>  (TWSG).^ 

International  Agreements:  A  Brief  Synopsis 

In  order  to  understand  the  domestic  counteiproliferation  efforts,  a  basic  understanding  of 
die  major  coimterproliferation  treaties,  amventions,  and  “regimes”  is  required.  This  secticm  will 
provide  a  brief  summary  of  the  objectives  and  currait  status  of  the  major,  relevant  agreements  the 
United  States  recognizes. 

Treaty  (xi  the  Nonproliferation  of  Nuclear  Weapcms  (NPT) 

The  Nuclear  Nonproliferaticxi  Treaty,  which  became  effective  in  1970,  established  a  forum 
for  technological,  informational  and  hardware  exchange  for  the  purposes  of  peaceful  uses  of 
nuclear  energy.  It  also  establishes  obUgaticxis  for  nuclear  and  ncxi^uclear  nation  states  regarding 
the  manufacture,  transfer  and  use  of  nuclear  weapons  and  materials;  in  effect,  this  treaty  prohibits 
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the  transfer  and  acquisition  of  nuclear  weapcm  capabilities.  “  This  treaty,  sponsored  by  die  United 
Natiwis  and  signed  by  over  60  natiwis,  has  as  one  of  its  major  objectives,  “The  timely  detection  of 
diversion  of  significant  quantities  of  nuclear  material  from  peaceful  nuclear  activities  to  the 
manufecture  of  nuclear  weapons  or  of  other  nuclear  explosive  devices  or  for  purposes  unknown, 
and  deterrence  of  such  diversion  by  the  risk  of  early  drtection.”^® 

Nunn-Lugar  Coqierative  Threat  Reducticm  Program  (CTR) 

The  Coqierative  Threat  Reduction  Program,  was  established  to  provide  support  to  the 
New  Indqiaident  States  (NIS)  (Russia,  Ukraine,  Belarus,  and  Kazakstan)  of  the  former  Soviet 
Uniai,  in  the  elimination  or  reductiai  of  weapons  of  mass  destructicm.  This  prc^ram  currently 
coisists  of  approximately  40  separate  projects  to  assist  in  the  accounting,  safeguarding,  transfer, 
reductirxi,  or  eliminatioi  of  WMD  in  these  states.  Additiaially,  the  Cooperative  Threat  Reduction 
Program  supports  demilrtarizaticm  efforts  which  are  aimed  at  ejqjanding  defeise  military  ccaitracts, 
OMiversion  of  defaise  industries  and  reertqiloying  weapons  sciartists  and  tedhnicians.^^  In  this 
aqject,  this  program  specifically  targets  the  retraining  and  employment  of  scientists  and  technicians 
who  could  assist  in  providing  the  capability  to  produce  and  employ  WMD  to  nonstate  actors. 

Protocol  For  The  Prohibition  Of  The  Use  in  War  Of  Asphyxiating,  Poisonous,  Or 
Other  Gases,  And  Of  Bacteriological  Methods  Of  Warfare  (Geneva  Protocol) 

Signed  17  June  1925  by  141  states,  this  protocol  prr^ibits  the  use  in  war  of  asph3odating, 
poisrxious,  or  other  gases,  and  of  bacteriolc^ical  methods  of  warfare.  It  should  be  noted  that  most 
of  the  signatories  made  reservations  to  the  effect  that  they  would  abide  by  the  terms  of  the  protocol 
as  l^g  as  the  other  states  did  not  resort  to  the  use  of  these  materials. 
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Convartion  on  ihe  Prdiibiti(m  of  the  Develqjmoit,  Productiai,  Stockpiling  and  Use 
of  Chemical  Weapons  and  on  Their  Destructicm  (CWC) 

The  Chemical  Weapcms  Convention,  qjaied  for  signature  on  13  January  1993,  and  signed 
by  161  countries  (but  ratified  by  only  74  of  the  161),  bans  chemical  weapons,  their  use, 
develc^ment,  production,  acquisitirm,  and  stoclqpiling.^  This  convention  provides  for  declarations 
of  weapons  by  type  and  quantity  and  allows  for  routine  as  well  as  challenge  inspections  to  verify 
adherence/®  This  agreemait  evartually  requires  all  signatories  to  destroy  their  chemical  we^xxis 
within  tai  years  of  the  treaty  entering  into  force;  this  agreanait  is  the  most  intrusive  of  the 
intematicmal  agreements  concerning  WMD.^’  On  24  April  1997  the  US  Senate  ratified  this  treaty 
making  the  US  the  74th  nation  to  ratify  the  treaty.^^ 

CooventicHi  on  the  Prohibition  of  the  Development,  Production  and  Stoclq)iling  of  Bacteriological 
(Biolr^cal)  and  Toxin  Weapois  and  on  Their  Destructi<»i  (BWC) 

The  Biological  and  Toxins  Convaition  bans  the  develqjment,  production,  stoclqjiling  and 
acquisition  of  biolc^cal  agents  or  toxins  “of  types  and  in  quantities  that  have  no  justification  for 
prophylactic,  protective,  and  other  peaceful  purposes,”  to  include  weapons  and  means  of  delivery. 

Ccmventicai  On  The  Physical  Protecticm  of  Nuclear  Material 

Adqpted  in  March  1980,  and  adcfJted  by  48  states,  this  crxivmticxi  obligates  signatories  to 
provide  security  (at  agreed  upon  levels)  for  nuclear  materials  during  international  shipment  across 
their  territories  or  while  in  ships  or  aircraft  mder  their  jurisdiction.  ^ 

NATO  Initiatives 

Following  the  1994  North  Atlantic  Treaty  Organization  Summit  meeting,  three  groups 
were  formed  to  explore  and  counter  the  effects  of  the  proliferation  of  WMD.  While  these  groups 
target  nation  states,  their  efforts  indirectly  affect  the  ability  of  nonstate  aaors  to  produce,  transfer 
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and  employ  WMD.  The  first  of  the  these  groups,  the  Joint  Committee  <mi  Proliferation  monitors 
overall  alliance  efforts.  The  second,  die  Senior  Politico-Military  Group  on  Proliferaticm,  fi}cuses 
traditional  nonproliferation  efforts.  The  third  group,  the  Saiior  Defense  Group  cm  Proliferation 
examines  the  defonse  aspects  of  proliforaticm,  including  deterraice  and  protecticxi  measures. 

START  I  and  II 

START  I  Treaty  called  for  cooperative  reduction  of  warheads,  missiles  and  bombers 
between  the  US  and  the  FSU,  now  Russia.  Ratified  in  1994,  the  missile  reduction  schedule 
mandated  by  the  treaty  has  beai  met  by  both  parties,  largely  as  a  result  of  the  Cooperative  Threat 
Reducti(xi  program.^ 

The  START  II  Treaty,  ratified  by  the  US,  and  awaiting  ratificatirm  by  Russia,  would 
eliminate  bombers  and  missiles  that  had  previously  carried  over  14,000  Russian  and  American 
warheads.  This  would,  in  effect,  cut  the  cold-war  levels  of  both  Russian  and  US  arsoials  of 
nuclear  weapons  by  two  thirds.'’’ 

Wassenaar  Arrangemait  m  Epqport  Ccxitrols  for  Convartirmal  Arms 
and  Dual-Use  Goods  and  Technologies 

This  new  regime,  the  Wassaiaar  Arrangemait,  which  replaced  the  now  defunct 
Coordinating  Committee  cm  Multilateral  Epqport  Controls  (COCOM),  was  established  cm  12  July 
1996.  As  of  July  1996  the  Wass^aar  Arrangement  was  conqprised  of  33  member  states.  This 
r^ime  has  been  estabhshed  “to  ccmtribute  to  regicmal  and  intematicmal  security  and  stability,  by 
promoting  transparency  and  greater  respcmsibility  in  transfers  of  conventional  arms  and  dual-use 
goods  and  technolcpgies.”^* 
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Defense  Counterproliferation  Initiative 


The  specific  objectives  of  the  Defense  Counterproliferation  Initiative  are  to:  “(1)  prevait 
the  acquisiticHi  of  NBC  (Nuclear,  Biolc^cal  and  Chemical)  weapons  and  their  delivery  systems,  (2) 
roll  back  proliferatiai  \(^ere  it  has  occurred,  (3)  deter  the  use  of  NBC  wej^s  and  their  delivery 
systems,  and  (4)  adapt  United  States  milrtary  forces  and  planning  to  respcxid  to  regicmal 
contingencies  in  whidi  US,  allied,  and  coalitiai  forces  fece  NBC  threats.”^® 

International  Aggicies  and  Initiatives:  A  Briftf  Svnnpgi«: 

The  intematicmal  agaicies  and  initiatives  listed  below  have  been  formed  to  assist  in 
countering  the  proliferaticn  of  WMD.  The  policies  and  e;qx)rt  controls  macted  by  member  states 
have  limited  the  availability  of  materials  and  agents  related  to  the  production,  use  or  delivery  of 
WMD.  The  overall  affect  of  these  organizaticms,  agoicies  and  initiatives  is  to  greatly  limit  the 
availability  of  these  agmts  and  materials  to  nation  states  or  nonstate  actors  who  would  otherwise 
be  intent  on  producing  and  utilizing  WMD  to  further  their  respective  aims. 

United  Naticms 

Established  in  1945,  the  United  Nations  has  provided  a  forum  for  negotiation  and 
production  of  the  major  treaties,  cotiventirais  and  agreemrats  aimed  at  litniting  or  stopping  the 
proliferatiai  of  weapons  of  mass  destructioi.  The  United  Nations  attempts  to  accomplidi  this  aim 
throu^  producing  agreements,  verifying  holdings  and  wiiai  necessary,  a{q)l3ring  sanctiois  to 
offbiding  states. 


International  Atomic  Energy  Agaicy 

Established  by  the  United  Natiois  in  1957,  the  Intematioial  Atomic  Energy  Agaicy 
(IAEA)  has  two  broad  objectives:  (1)  “to  accelerate  and  oilarge  the  coitribution  of  atomic  energy 
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to  peace,  health  and  prosperity  throughout  the  world”  and  (2)  ‘^o  aisure,  so  fer  as  it  is  able,  that 
assistance  provided  by  it  (IAEA)  or  at  its  request  or  under  its  supervisicxi  or  control  is  not  used  in 
such  a  way  as  to  further  any  military  purpose.  This  second  objective  requires  that  the  agaicy 
“establish  and  administer  safeguards  designed  to  ensure  that  special  fissicxiable  and  other 
materials,  services,  equipment,  facilities,  and  informatirxi  made  available  by  the  Agency,  or  at  its 
request  or  under  its  sipervision  or  control,  are  not  used  to  further  any  military  purpose;  and  to 
apply  safeguards,  at  the  request  of  the  parties,  to  cperations  under  any  bilateral  or  multilateral 
arrangem^t,  or,  at  die  request  of  a  State,  to  any  of  that  State’s  activities  in  die  field  of  atomic 
aiergy. 


CcMiference  on  Disarmament 

Formed  in  1979,  the  Conferaice  cm  Disarmamoit  is  a  subgroup  of  the  United  Naticms, 
budgeted  by,  and  rqwrting  to  that  body.  Although  tied  to  the  United  Naticms,  this  group  adepts  its 
own  agenda  and  ccmducts  its  work  by  cemsensus  with  the  overall  aim  of  stepping  the  proliferatiem 
of  weapons  of  mass  destructiem.  This  Cemference  has  been  the  instrumoit  through  which  many 
disarmammt/nonproliferation  treaties  have  be^  negotiated.  Examples  of  notable  treaties  include 
the  Nuclear  Nemproliferatiem  Treaty,  the  Biological  Weapems  and  Chemical  Weapems 
Cemventiems.'*^ 


Nuclear  Suppliers  Group 

The  Nuclear  Suppliers  Groip,  established  in  1975,  cemsists  of  30  supplier  states  and  exists 
to  ^sure  nuclear  exports  are  made  emly  under  safeguards  approved  by  the  International  Atomic 
Energy  Agency.  The  stated  goal  of  this  group  are  ‘'to  aisure  that  nuclear  exports  are  made  emly 
under  appropriate  safeguards,  physical  protection,  and  nemproliferatiem  exmditions,  and  other 
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apprepnate  restraint. 
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Zangger  Committee 

The  Zangger  Committee  first  met  in  1971  to  draft  a  ‘tegger  list”  of  materials  and 
equipment  'which  could  contribute  to  the  proliferation  of  nuclear  weapcms.  By  1 974,  this  group 
had  reached  ccmsensus  <xi  wdiat  is  now  known  as  the  Trigger  List.  The  Triggar  List  first  defines 
source,  or  special  fissirxiable  materials  and  secondly  idoitifies  equipment  or  materials  especially 
designed  or  prepared  for  the  processing,  use  or  production  of  special  fissioiable  materials  . The 
goal  of  the  Zangger  Committee  is  diat  the  materials  and  equipment  idoitified  <»i  the  Trigger  List  be 
subjected  to  the  sa^^uards  established  by  the  International  Atomic  Energy  AgKicy  ■vdien  supplied 
by  signatories  to  tire  Nuclear  Nonproliferation  Treaty  and  supplied  to  any  ncm-nuclear  weapons 
state."**  The  Zan^r  Committee  is  made  up  of  29  states  (including  the  US)  which  meet  twice  a 
year  to  discuss  e?q)orts,  export  crxitrols  and  nonproliferaticxi  issues;  the  Committee’s  meetings  are 
confid^tial  and  infiarmal."*^ 

Missile  Tedmology  Control  Regime  (MTCR) 

First  meeting  in  1983,  the  Missile  Technology  Control  Regime  is  an  informal,  non-treaty 
associatioi  of  govemmoits  dedicated  to  limiting  the  spread  of  WMD  by  controlling  their  delivery 
systems.  The  goal  of  the  Regime  is  to  “hmit  the  spread  of  weaprms  of  mass  destruction  by 
COTtrolling  the  delivery  systems,  especially  rockets  (ballistic  missiles,  space  launch  vdiicles, 
sounding  rockets)  and  unmaimed-air-vdiicles  delivery  systems  (cruise  missiles,  target  drones,  and 
recomaissance  drones)  capable  of  deUvering  at  least  a  500  kilogram  payload  to  a  range  of  at  least 
300  kilometers.”"*’  Ahhou^  the  original  intait  of  this  group  was  to  limit  the  delivery  S5^tns  of 
nuclear  weapons,  in  July  of  1993,  these  ccHitrols  were  extaided  to  missiles  capable  of  deUvering 
diemical  and  biological  weapons  as  well."** 
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Australia  Group 


Established  in  1985,  the  Australia  Group  is  an  informal  associatirm,  working  <xi  the  basis 
of  consensus,  which  exists  to  lumt  the  spread  of  chemical  and  biological  weapcms  through  the 
ctmtrol  of  chemical  precursors,  equipment  necessary  to  produce  chemical  and  biological  agaits, 
and  biological  agents  and  organisms/*®  This  group  reinforces  the  precqjts  upon  which  the  1925 
Gwieva  Protocol,  the  1972  Biological  and  Toxins  Weapc»s  Ccxiventiai  and  the  1993  Chemical 
Weapons  Convention  were  based."  The  Australia  Group  has  published  a  “warning  list”  which 
details  dual  use  chemicals,  equipment  related  to  the  manufecture  of  chemical  weapons  precursors 
and  biological  organisms  and  equipmait  >xdiidi  are  linked  to  the  producticm  of  these  weapais. 
Member  states  have  agreed  to  adhere  to  export  controls  (mi  these  idsitified  items. 

Domestic  Initiatives 

AntiteiTorism  and  Effective  Death  Paialty  Act  of  1996 
Signed  into  law  by  President  Clintcm  in  April  1996,  this  new  l^slatiwi  offers  law 
enforcement  officials  new  tools  in  combating  terrorism  of  all  types."  This  legislaticsi  extoids 
federal  jurisdictirai  to  anyone  who  commits  a  terrorist  attack  in  the  United  States  or  uses  the  United 
States  as  a  planning  ground  for  terrorist  attacks."  It  also  bans  fundraising  for  terrorist 
organizations  and  allows  dqxjitatioo  of  terrorists  without  being  conqielled  to  provide  classified 
mformation."  Further,  it  requires  certain  explosive  materials  to  be  “mariced”  with  some  sort  of 
idaitification  mechanism  and  increases  control  over  biological  and  chemical  weapons.^’  This  act 
toughais  penalties  over  a  range  of  terrorist  crimes  and  bans  the  sale  of  defeise  materials  to 
countries  determined  not  to  be  coc^erating  fully  with  United  States  antiterrorism  efforts."  This 
l^islation  greatly  assists  law  enforcemort  ag^cies  to  counter  those  terrorist  groups/nonstate 
actors  who  have  the  potoitial  to  utilize  WMD  in  acts  of  terrorism. 
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Increased  DOD  Funding  In  Support  of  Counterforce  Capabilities  And  Measures 
To  Counter  Paranailitaiy,  Covert  And  Terrorist  Threats 

Via  the  Counteq^roliferation  Support  Program,  the  DOD  is  funding  numerous  projects  m 

support  of  the  counterforce,  counterterrorism  and  counterproliferaticm  efforts.”  These  programs 

include;  sensors,  collateral  effects  mitigation,  weapcxi  effects  and  target  response,  advanced 

weapons  and  warheads,  mimitions  for  the  neutralization  of  chemical  and  biological  agoits,  and 

NBC  weapons  response  teams. 

Increased  Support  For  The  Federal  Bureau  of  Investigaticxi 
Since  1992,  the  Federal  Bureau  of  Investigation  budget  and  staff  dedicated  to 
counterterrorism  programs  have  bear  increased  by  approximately  40%.”  Additionally,  the  FBI 
has  created  a  Counterterrorism  Branch  which  functions  as  the  center  for  informaticoi  collecticxi, 
analysis  and  dissemination  to  counter  domestic  and  international  terrorism.  The  FBI  has  also 
c^roied  a  liaiscxi  office  in  Moscow  and  has  plans  to  cqren  offices  in  Cairo,  Islamabad,  Tel  Aviv  and 
Beijing.*® 


Iran  And  Libya  Sanctions  Act 

Signed  into  law  by  the  Presidoit  of  the  US  on  5  August  1996,  this  l^slaticxi  allows  the 
President  to  impose  an  mbargo  against  specified  naticns,  dq)riving  them  of  revenues  that  can  be 
used  in  support  of  terrorist  activities  and  also  drying  them  the  benefits  of  trade  and  investing 
with  the  US  until  they  terminate  their  spcxisorship  of  terrorism.*'  This  legislation  applies  to  Iran, 
Libya,  Sudan,  and  Iraq. 

The  laws  and  policies  of  the  US  govemmait,  in  ccxicert  with  the  intematicxial  agre^orts 
listed  above  serve  to  define  porticsis  of  the  govemmmtal  effort  to  counter  the  subject  threat.  These 
efforts,  coupled  with  countless  other  governmental  efforts  combine  to  form  the 
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Counteiproliferation  Continuum.  The  efforts  of  the  s^arate  govenmmttal  agencies  idoitified  in 
the  Cwitinuum  are  clearly  linked  by  the  common  purpose  of  prevaiting  the  use  of  WMD  against 
the  US  or  her  interests.  The  roles  of  the  separate  governmental  agaicies  are  detailed  below. 

The  Counterproliferaticm  Continuum:  Defined 

The  Counterproliferation  Continuum  has  bear  largely  designed  utilizing  porticms  of 
existing  service  or  agaicy  doctrine  describing  particular  COTitributicms  to  the  overall  effort  to 
counter  the  proliferation  of  WMD.  An  excqjtion  to  this  are  the  segmaits  of  the  Continuum  labeled 
“Attack”  and  “Retaliatioi.”  These  s^moits  were  develcqred  by  the  author  to  fill  a  gap  requiring 
some  type  of  ofifeisive  action.  Such  actirms  could  range  from  the  arrest  of  ncxistate  actors  by  law 
oiforcement  agaicies  to  the  utilization  of  DOD  assets  to  prevent  the  utilizatiOT  of  WMD.  It  should 
also  be  noted  that  for  the  Attack,  Retaliation,  and  “Crisis  Response”  segments,  little  refereice 
material  was  available.  As  no  doctrinal  publicati(»is  were  available,  the  capabilities  and 
anticipated  responses  in  these  segmaits  were  drawn  solely  fi-om  the  experience  and  knowledge  base 
formed  by  the  author  throughout  the  course  of  this  study.  Accordingly,  to  the  authors  knowledge, 
these  segments  do  not  mirror  currait  US  government  policy  or  intait. 

While  the  majority  of  separate-agency  doctrinal  models  were  targeted  at  countering  the 
proliferation  of  WMD  among  naticm  states,  this  model  incorporates  all  doctrine  relevant  to  curroit 
efforts  at  countering  the  proliferation  of  WMD  amcxig  both  nonstate  actors  (terrorists)  and  naticm 
states. 

The  segmaits  of  the  Counteiproliferation  Coitinuum  are  defined  below  utilizing  the  1994 
version  of  Joint  Pubhcatiai  1  -02,  or  if  not  covered  in  this  pubhcaticxi,  the  most  relevant  source  of 
informatiai  will  be  utilized.  Following  this  cursory  listing,  each  segment  of  Ae  Ccaitinuum  will  be 
ejplained  in  detail,  to  include  Ae  roles  of  Ae  sqiarate  governmental  agencies  Arou^out  Ae 
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segm^t.  Certain  roles  and  functions  of  some  agencies  will  continue  throughout  the  Continuum.  In 
these  cases,  the  agoicy  will  be  listed  and  discussed  under  die  first  appropriate  segment  and  will  be 
listed  under  each  applicable  segment  but  not  discussed  unless  their  missitm  or  role  has  changed 
with  relation  to  that  s^jnent. 

A  detailed  review  of  most  governmental  agoicies,  evai  those  unrelated  to  the  subject 
matter,  would  disclose  at  least  some  attribution  to  the  Counterproliferation  Continuum.  While 
the  major  agoicies  participating  in  the  subject  effort  are  listed,  it  is  by  no  means  inclusive;  a 
conq)lete  listing  of  every  contributing  agency  would  clearly  be  beyond  the  scope  of  this  thesis.  For 
example,  in  the  Coigressional  Record  of  17  April  1996,  Senator  Specter,  identified,  “...96  different 
oitities  which  have  authority  of  one  sort  or  another  over  this  field  (the  proliferation  of  WMD).”®^ 

In  the  interests  of  brevity  only  those  agaicies  with  significant  roles  will  be  meiticmed. 

The  ten  s^tnaits  of  the  Counterproliferation  Coitinuum  are  idottified  below.  Following 
this  outline,  each  segment  of  the  Ccmtinuum  is  defined,  discussed  in  detail,  and  the  roles  of  the 
s^arate  govemmoital  agoicies  within  eadi  segment  are  likewise  defined. 

The  Counterproliferatioi  Continuum:  Outline 

1.  Dissuasion 

2.  Prevaitiai 

3.  Deterrence 

4.  Reduction 

5.  Defoise 

6.  Intelligoice 

7.  Attack 

8.  Retaliaticm 
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9.  Crisis  Response 

10.  Consequence  Management 


The  Counteiproliferation  Continuum:  Segment  Definition,  Discussion, 
and  Roles  of  the  Separate  Govemmmtal  Agencies 

Dissuasion 

Definition:  To  divert  by  advice  or  persuasion:  turn  from  something  by  reasoning.”  Additionally, 
for  the  purposes  of  this  paper,  dissuasion  includes  those  measures  taken  to  persuade  nation  states 
and  nonstate  actors  to  not  utilize  WMD  and  to  not  provide  producticm  support  or  the  weapcHis 
themselves  to  other  naticm  states  or  groups.  (Author  definitiOT) 

Dissuasion:  Discussion. 

This  segment  of  the  Counteiproliferation  Ccxitinuum  consists  of  a  campaign  designed  to 
outline  the  political,  economic,  social  and  military  costs  of  investing  in  the  producticm,  support, 
transport  or  utilization  of  WMD.  ^  The  major  Actors  helping  to  dissuade  naticxis  from  acquiring 
WMD  ccHisist  of  r^cmal  arms  control,  confidence  building,  security  assistance,  alliance  efforts 
and  military-to-military  cOTtacts.*^  Actions  taken  during  this  segment  are  intaided  to  neutralize 
those  factors  vdiidi  lead  to  the  proliferatioi  of  WMD.  One  of  the  primary  factors  leading  to  the 
proUferatirai  of  WMD  amcHig  natioi  states  remains  r^onal  instability  and  the  percqjtiai  of 
natiaial  “insecurity”  by  nation  states.*^  Accordingly,  the  Department  of  State  is  the  lead  agency 
during  this  segment,  endeavoring  to  reduce  the  regional  instability  vdiich  Ifosters  the  proliferation  of 
WMD.  Although  this  segment  of  the  continuum  focuses  oti  dissuading  naticm  states  and  noistate 
actors  against  the  use  and  transfer  of  WMD  amcmg  nation  states,  the  effects  of  these  efforts  would 
also  greatly  affect  the  proliferaticm  of  these  weapons,  tedmology,  and  materials  necessary  to 
produce  them,  among  nonstate  actors.  As  regional  security  and  regional  confidence  building  is  a 
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strcmg  factor  in  the  success  of  this  segmait  of  the  ccntinuum,  the  Departmoit  of  Defaise,  with  its 
forward  d^loyed  forces,  is  a  major  foctor  in  maintaining  regional  stability. 

Dissuasion:  Roles. 

President:  The  President  estabUshes  the  policies,  sets  the  tcme  of  foreign  relations  and 
either  makes  or  approves  major  decisions  regarding  the  use  of  forces,  assets  and  diplomatic 
pressure  to  achieve  specific  results. 

Naticaial  Command  Authorities  (NCA):  The  President  and  the  Secretary  of  Defuse  (or 
their  duly  deputized  alternates  or  successors)  are  responsible  for  ensuring  naticxial  and  military 
unity  of  effort  in  countering  the  threats  to  the  US.  This  respcxisibility  will  r^nain  true  throughout 
the  (^(xitinuum.**  This  linkage  between  policymakers  and  executors  is  an  absolute  necessity  to 
ensure  success  in  countering  this  threat. 

Naticmal  Security  Council  (NSC):  The  NSC  advises  the  Presidoit  an  the  integratioi  of 
domestic,  foreign,  and  military  policies  relating.to  naticmal  security.  This  is  the  highest  Executive 
Branch  aitity  providing  review  of,  guidance  for,  and  directicn  to,  the  conduct  of  all  national 
foreign  intelligence  and  counterintelligoice  activities.*’  The  activities  of  the  NSC  remain  a 
constant  throughout  the  Counterproliferatian  Ccmtinuum. 

D^aitnieut  of  State  (DOS):  The  Secretary  of  State  is  the  Presidait’s  principle  advisor  in 
the  formulation  and  (xmduct  of  foreign  policy.**  The  DOS  is  the  agoicy  primarily  respoisible  for 
planning  and  implementing  that  policy.*® 

Departmait  of  Defense  (DOD):  The  DOD  provides  the  forward  dqiloyed  forces  that 
aisure  a  great  degree  of  regional  stability  and  intematicMial  security.  The  presaice  of  these  forces 
overseas  lends  a  percqTtioi  of  US  commitment  to  long  term  stability  and  has  resulted  in  fewer 
natiois  attenqjting  to  acquire  WMD  as  a  means  of  self-protection. 
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Intelligence  Community:  Althougji  specific  roles  are  defined  in  detail  in  the  Intelligaice 
gpgmftnt  the  Intelligaice  Community  provides  intelligaice  (Mi  potential  and  actual  proliferators  of 
WMD,  thus  focusing  the  dissuasion  efforts. 


Prevaition 

Dpifinition  Measures  taken  by  the  public  and  private  sectors  to  prevent  the  prohferaticMi  of  WMD 
(including  related  teclmology  and  expertise  necessary  to  produce  and  dehver  them)  among  ncmstate 
actors  and  nati<»i  states  alike.  (Authors  definitirm) 

Prevention:  PiscussicMi. 

This  segmart  of  the  counterproliferation  continuum  consists  of  those  measures  takai  to 
prevent  the  proliferaticxi  of  WMD  amcxig  nation  states  and  ncmstate  actors  alike.  In  this  segment, 
proliferation  is  prevaited  through  die  use  of  intematiaial  treaties,  regimes,  controls  and 
agreemaits,  that  limit  die  export,  production  and  transfer  of  WMD,  or  the  materials  and  equipmait 
to  develop  them.  Examples  of  these  agreemaits  are  listed  in  this  chapter.  Naticm  states  are 
aicouraged  to  endorse,  support  and  (XMtqily  with  pertinent  treaties,  regimes,  agreements  and 
(xxrtrols  pertaining  to  WMD.  For  those  nation  states  either  not  oidorsing,  or  not  complying  with, 
nonproliferation  agreements  or  trade  restrictions,  international  sanctions  can  be  employed  to  assist 
in  ensuring  compliance.  Keys  to  successful  prevention  are  full  and  aexurate  accounting  of  WMD 
by  naticMi  and  effective  verifi<ati(xi  prcxcdures.  An  example  of  proliferaticxi  prevention  is 
the  Iran  and  Libya  Sanctions  Act  vdiicdi  allows  the  President  to  impose  a  trade  embargo  on  nation 
states  ccxitiibuting  to  terrorism  and  potertiaUy  to  the  proUferation  and  use  of  WMD .  Due  to  the 
predominant  role  of  negotiaticMi,  diplomacy,  treaty  writing  and  enforcement,  the  DOS  has  the  lead 
in  this  segment. 
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PrevaitiCTi:  Roles. 


NCA:  nodiange. 

NSC:  nodiange. 

Intelligence  Community;  no  change. 

DOS:  The  DOS  Under  Secretary  of  State  for  Arms  Control  and  Intematicmal  Security 
Afi&irs  is  resp(»isible  for  the  formulaticxi  of  arms  ccHitrol  policy.  This  Undersecretary  has 
Assistant  Secretaries  of  Political-Military  Afiairs  and  Intelhgence  and  Research  to  support  poUcy 
formulation.  Specific  acticms  tak»i  during  this  segmoit  include  intematirmal  arms  control  treaties 
sudi  as  the  Nuclear  Nraiproliferaticn  Treaty  and  trade  agreemaits/restrictions  such  as  export 
coitrols  voluntarily  self-inqxised  on  selected  items  ccntributing  to  the  proliferation  of  WMD  as 
id«itified  by  groups  such  as  the  Australia  Group,  the  Nuclear  Suppliers  Group  and  the  Zangger 
Committee.  These  groups  and  their  efforts  have  beai  detailed  earlier  in  this  chapter.  Additionally, 
the  DOS  has  been  designated  the  lead  agency  in  counterterrorism  abroad.^  It  accomplishes  this 
large  task  functicxiing  as  a  coordinator  of  agaxcies,  supporting  FBI  efforts  to  pursue  and  punish 
terrorists  abroad  who  violate  US  laws.’^ 

Arms  Control  and  Disarmamoit  Agaicy  (ACDA):  The  cmly  indepoident  govemmait 
agsacy  that  deals  solely  with  arms  control,  ncxiproliferation,  and  disarmament  policies.^  This 
single-function  agoicy  has  as  its  missicm:  ‘fo  strengths  the  naticxial  security  of  the  United  States 
by  formulating,  advocating,  negotiating,  inq)lemaiting  and  verifying  effective  arms  control, 
nonproUferation,  and  disarmamait  pohcies,  strategies  and  agreemaits.”’'*  The  Director  ACDA 
serves  as  the  principle  advisor  to  the  Presidait,  the  Naticmai  Security  Council  and  the  Secretary  of 
State  cm  arms  ccmtrol  issues. ACDA  is  concerned  with  ccmvaiticmal,  nuclear,  biological  and 
chemical  weapcms.  It  has  led  all  US  delegations  to  the  United  Naticms  Ccmference  on 
Disarmament,  and  has  eifiier  led  or  assisted  in  all  major  negotiations  with  the  FSU.^^ 
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Departmoit  of  Defoise  (DOD):  The  DOD  assists  in  the  “Prevarticm”  segment  of  the 
Counterproliferation  Crxitinuum  through  two  agaicies.  TTie  first,  the  On-Site  Inspection  Agaicy 
(OSIA),  conducts  on-she  inspections  and  escort  and  monitoring  requirements  for  munerous 
treaties.’’  The  second,  the  Air  Force  Tedmical  Apphcaticms  Center,  mcxiitors  con:q)liance  with 
nuclear  treaties  througji  a  global  n^work  of  nuclear  evait  detectors.’* 

Depaitm^t  of  Energy  (DOE):  DOE’s  Office  of  Arms  Control  and  NcMiproliferation 
develc^  DOE  policies,  plans  and  procedures  relating  to  arms  control,  ncMiproliferation,  export  and 
tedmol(^  transfer  ccnttrols  and  international  safeguards.’^  The  priorities  for  this  office  include 
securing  FSU  nuclear  materials  and  ejq)ertise,  limiting  weapons-usable  fissile  materials, 
establishing  nuclear  reductions,  strmgthening  the  nuclear  nonproliferaticHi  regime  and  controlling 
nuclear  exports.*® 

Nuclear  Regulatory  Commissicm  (NRC):  The  NRC  is  responsible  for  “regulaticxi  of 
commercial  nuclear  power  reactors,  n<Mi-nuclear  power  research,  test  and  training  reactors;  fuel 
cycle  facilities;  medical,  academic,  and  industrial  uses  of  nuclear  materials;  and  the  transport, 
storage,  and  disposal  of  nuclear  materials  and  waste.”*'  Additionally,  the  NRC  licenses  the 
possessicm,  use,  processing  and  handling  of  e?q}ort  nuclear  material  and  provides  assistance  to  the 
FSU  in  nuclear  material  control,  accounting,  and  physical  protection  measures  and  procedures.*’ 
Departmait  of  Treasury  (DOT)/United  States  Customs  Service  (USCS):  The  Office  of 
Investigations  imder  the  USCS  investigates  violations  of  trade  laws,  focusing  on  illegal  exports  of 
missile  tedmology,  nuclear  technology  and  chemical  and  biological  warfere  technology  from  the 
US.** 

Department  of  Commerce  (DOC):  The  Bureau  of  Export  Administration  (BXA)  supports 
the  effort  to  counter  the  proliferaticMi  of  WMD  through  the  enforcement  of  the  Export  Ccmtrols  Act 
(EAA).*^  The  EAA  includes  export  ccxitrols  which  support  the  coimterproliferation  and  the 
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counterterrorism  efforts  by  prc^ibiting,  limiting  or  ccxitroUing  the  export  of  commodities  and 
technology  that  may  contribute  to  the  proliferaticm  of  WMD.  The  BXA  is  the  licensing  agaicy  for 
dual-use  commodities  and  technical  data.  Addhiraially,  BXA  provides  assistance  to  Russia  and 
odier  emerging  countries  in  develc^ing  effective  ejqiort  amtrol  systems.” 

Deterraice 

PefinitiCTi:  The  prevaition  from  acticm  by  fear  of  the  consequences.  Deterrence  is  a  state  of  mind 
brou^  about  by  the  existence  of  a  credible  threat  of  unacceptable  counteracti(»i. 

Deterraice:  Discussion. 

This  segment  of  the  counteiproliferadon  caitinuum  cmsists  of  those  measures  takai  to 
ensure  all  nation  states  and  nonstate  actors  understand  the  potential  costs  of  enmlo3^&  or 
threataiing  the  enmloymait  of  WMD  against  the  United  States  or  her  interests.  Measures  include 
the  threat  of  retaliation  via  economic,  military  or  judicial  means.  Ahhou^  the  DOS  has  a  large 
role  in  communicating  the  deterrent  threat,  the  lead  agency  in  this  segment  is  the  DOD,  whidi  has 
forces  forward  dqiloyed  and  CONUS  (continental  United  States)  based  forces  capable  of 
respoiding  to  threats  or  attacks  from  anyvriiere  in  the  world.  Although  the  most  obvious  deterrent 
capability  resides  in  the  DOD,  the  capabilities  of  the  Intelligoice  Community  to  identify  threats  to 
US  interests  coupled  with  the  ability  of  the  FBI  and  local  law  aiforcement  agencies  combine  to 
pose  a  significant  threat  to  ncmstate  actor  ccmtemplating  omducting  terrorist  attacks  againct  the 
US. 

Deterraice:  Roles. 

NCA:  The  NCA  is  instrumaital  in  sending  a  very  clear  message  concerning  US 
wilhngness  to  re^iond  to  attacks  against  US  interests  by  nation  state  or  nonstate  actors  utiliring 
WMD. 
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NSC;  no  change. 

DOS:  The  Dq)artment  of  State  has  responsibility  for  diplomatic  negotiaticKis  concerning 
the  use,  producticxi  and  proliferaticm  of  WMD.  The  promise  of  harsh  dq>lomatic,  economic  and 
military  action,  communicated  by  the  DOS  aids  in  the  deterrence  effort.  Other  more  subtle 
deterr^ce  programs  include  the  DOS  International  Terrorism  Informatim  Rewards  Program 
which  offers  up  to  two  milh<m  dollars  for  infbrmaticm  preventing  acts  of  intematicHial  terrorism 
against  US  citizois  or  pr<^rty  or  whidi  leads  to  the  arrest  or  ccmviction  of  those  respcmsible  for 
those  acts.  This  program  was  respcmsible  for  bringing  to  justice  Ramzi  Ahmed  Yousef  who  is  one 
of  the  two  ram  identified  as  being  responsible  for  the  World  Trade  Center  Bombing  in  February 
1993.*®  This  one  program,  which  would  challaige  the  loyalty  of  even  the  most  lo}^!  of  followers 
of  a  terrorist  cause,  poses  a  threat  to  all  but  the  most  committed  nonstate  actors. 

DOD:  The  Departmait  of  Defoise  provides  the  forces  and  assets  constituting  the  threat  of 
retaliatory  action  in  response  to  use  of  WMD  against  the  United  States  or  her  interests.  These 
forces  are  in  the  form  of  conventional  ground,  air,  sea  or  Special  Operatirms  Forces. 

InteUigCTce  Community:  Although  the  specific  roles  of  the  individual  agencies  which 
make  up  the  IntelUg^ce  Commimity  are  detailed  in  the  “Intelligence”  segmoit  of  the 
Counterproliferatirm  Ccxitinuum,  this  community  will  provide  information  uptm  which  to  fixnis 
deterr^ce  efforts.  An  efiective  IntelUgence  Commimity  with  its  ability  to  identify  and  locate 
ncmstate  actors  which  threats  the  US  also  serves  to  deter  potential  terrorist  attacks. 

Department  of  Justice  (DOJ),  Federal  Bureau  of  lnvestigati<Mi  (FBI),  and  local  law 
CTforc^ent  ag^cies  (LEAs);  These  agoicies  with  their  ability  to  idaitify,  pursue  and  arrest 
individuals  and  organizaticms  conducting  terrorist  attacks  against  the  US  serve  to  deter  potmtial 
terrorists. 
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Reduction 


Definition:  Voluntary  reduction  of  arsenals  of  WMD  in  conqjliance  with  treaty  obligatiais, 
regimes  or  accomplished  throu^  the  use  of  sancticsis  or  other  pressures  to  force  reducticHi  of 
weapons  through  ncm-violait  means.  (Author  definition) 

ReducticHi:  Discussicm. 

This  segmoit  of  the  coimterproliferation  continuum  consists  of  those  measures  takm  to 
reduce  existing  stockpiles  of  WMD.  These  measures  exist  in  the  form  of  bilateral  or  multilateral 
treaties,  agreemoits,  r^imes  or  axitrols  \vhich  target  the  reducticxi  of  WMD  by  signatories.  Two 
of  the  many  examples  of  these  measures  are  the  Nuclear  Noiproliferatitm  Treaty  and  the 
Coqjerative  Threat  Reduction  Program  which  has  resulted  in  approximately  3,800  former  Soviet 
nuclear  warheads  being  removed  from  the  inventory  and  the  dismantlemoit  of  900  long-range 
missiles  and  bombers.*’  The  key,  relevant  treaties,  regimes,  awtrols  and  agreemaits  are  detailed 
earlier  in  this  ch^iter. 

Reduction:  Roles. 

NCA:  no  change 

NSC:  no  change. 

DOS:  Although  there  is  no  additicxial  contributicm  to  what  was  discnissed  in  the 
“Prevaiticm”  segment,  DOS  is  the  lead  agaicy  in  this  s^pi^  due  to  die  detailed  and  numerous 
treaties  regarding  arms  ccsitrol  and  ncxiproliferation  of  WMD. 

ACDA:  no  change. 

DOD:  The  OSIA  and  the  AFTC,  explained  in  the  “Prevention”  segment  of  the 
Counterproliferaticm  Ccjntinuum  assist  in  aisuring  treaty  compliance  which  lead  to  reducticm  of 
WMD 

Intelligaic^e  Community:  no  change  from  that  listed  in  the  Intelligence  segment. 
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DOJ/FBI:  no  change. 


Defense 

Definition:  “Capability  of  resisting  attack;  practice  or  manner  of  self-protectioi;  means  or  method 
of  defeiding;  defensive  plan,  policy  or  structure.”  For  the  purposes  of  this  paper,  this  term  will 
include  all  intelligence  gathering  efforts,  assets  and  sources  in  support  of  the 
counterproliferaticm/counterterrorism  effort.  AdditiwiaUy,  defense  aitails  all  measures  takra,  both 
active  and  passive,  to  prevent,  or  limit  the  effectiveness  of  WMD.  (Defeise  not  listed  in  Joint 
Publication  1-02  in  this  general  a  context;  base  definition  taken  fi’om  Webster’s  Third  New 
International  Dictionary) 

Defaise:  Discussion. 

In  this  segmait  of  the  Counterproliferation  Continuum,  the  emphasis  shifts  from  macro 
measures  (bilateral  and  multilateral  agreements,  treaties,  regimes  and  controls)  intended  to 
dissuade,  deter,  prevent  and  reduce  the  possibility  of  an  attack  against  the  US  or  her  interests  to 
fixnising  <xi  specific  threats.  These  threats  may  consist  of  an  actual  weapon  of  mass  destructioo  or 
a  group  which  has  threat^ed  to  en^loy  WMD.  An  absolute  and  inherent  requiremait  in  this 
segmoit  is  the  ability  to  collect  inteUigence  on  both  the  individuals  or  groups  most  likely  to  oxiduct 
terrorist  attacks  utilizing  WMD  and  the  weapcns  themselves  (vhat  type,  how  were  they  made,  how 
can  producticHi  of  the  weapon  be  stqiped,  how  the  effects  be  reduced,  etc.)  Although  the 
intell^ence  collecting  respmsibilities  and  roles  will  be  detailed  in  the  “Intelligaice”  segmoit,  the 
ability  to  effectively  defoid  against  an  attack  by  a  nonstate  actor  armed  wife  WMD  is  dfygndent 
upra  fee  quality  of  intelligence  available.  The  “defense”  segm^  of  the  Counterproliferaticxi 
Coitinuum  ccxisists  of  those  measures  taken  to  prevait  or  neutralize  attacks  ntiliTing  WMD 
against  fee  US  or  her  interests.  This  s^ment  includes  both  active  and  passive  defeisive  measures. 
Exanqiles  of  passive  measures  range  from  import/export  restrictions  to  area  restrictions,  means  of 
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Hftfftfting  WMD,  sQisors,  camouflage  and  disinformatitHi.  Active  defmsive  measures  include  the 
improvemait  of  security  measures  around  nuclear  facilities,  key  installaticms  and  command  and 
coitrol  nodes  as  well  as  measures  taken  to  interc^  delivery  modes  of  WMD.  Additi<Mial  active 
measures  include  the  use  of  intelligence  gathering  assets  (detailed  in  the  “Intelligence”  s^ment), 
s«isors,  searches,  inq>ecti<His,  and  the  pr^aratirai  of  dianical  and  biol<^cal  prophylaxis 
measures  and  treatmoits.  Participants  in  this  phase  include  the  DOD,  DOJ,  FBI,  CIA,  DOE, 
Defeise  Nuclear  Agaicy  (DNA),  DOC,  DOT/USCS,  INS,  Department  of  Transportation 
(DOTR),  Carter  for  Disease  Control  (CDC).  The  DOS  is  the  lead  agency  “for  managing  and 
coordinating  counterterrorism  policy  and  r^raticMis  abroad,  whereas  the  D^artmait  of  Justice  has 
been  designated  the  lead  agency  for  domestic  counterterrorism.”** 

Defaise:  Roles. 

NC  A;  The  coordination  responsibilities  of  the  NCA  remain  the  same  throughout  the 
fontinniim  However,  as  this  segment  b^ins  to  focus  on  qrecific  individuals  and  groups  armed,  or 
potaitially  armed,  with  WMD,  decisirms  regarding  err^iloyment  of  assets  and  potential  outc(»nes 
would  likely  be  made  at  this  level. 

NSC:  The  role  of  the  NSC  during  the  “Defense”  segmart  of  the  Coxmterproliferatirm 
Ccntinuum  is  sv^jportive  to  that  of  the  NCA. 

DOD:  The  DOD  has  very  specific  responsibilities  regarding  counterproliferatKxi.  On  25 
May  1995,  the  Presidoit  revised  the  Unified  Command  Plan  to  reflect  his  decision  to  assign  to  the 
r^cmal  combatant  commanders  (CINCs)  the  missi<Mi  of  counterproliferatioi  in  their  ger^raphic 
areas  of  responsibility.*^  The  CINCs  in  turn,  have  prioritized  requiremaits  to  acconqjlish  this 
migginn  The  CENCs  first  priority  for  aihancing  their  counterproliferatiOTi  capabilities  is  to 
improve  their  ability  to  detect  and  diaracterize  chemical  and  biological  threats  at  Icsig  range.  The 
second  is  to  develqj  the  capabihty  to  intercept  cruise  missiles.  Their  third  priority  is  to  improve 


86 


their  ability  to  idaitify,  characterize  and  defeat  underground  targets  (where  WMD,  and  their 
delivery  systems,  are  produced  and  stored)/*  Althougji  these  efforts  are  clearly  aimed  at  defending 
against  attacks  from  natioi  states,  these  capabilities  also  support  the  defaise  against  attacks  from 
ncxistate  actors.  DOD  investment  in  the  counterproliferation  arena  is  in  four  basic  areas;  passive 
defense;  active  defeise;  counterforce;  and  measures  to  counter  paramilitaty,  covert,  and  terrorist 
NBC  threats,  h  countering  the  threats  posed  by  paramilitary,  covert  delivery  and  terrorism,  the 
DOD  is  establishing,  training  and  equipping  Joint  Special  Operaticsis  Forces  (SOF),  Explosive 
Ordinance  Disposal  (EOD)  teams,  and  WMD  resp<»ise  teams  to  detect  and  neutralize  WMD  both 
in  the  US  and  overseas.  These  DOD  assets  can  be  provided  to  assist  other  governmental  agencies 
in  countering  this  threat.®’ 

DOS:  The  DOS,  as  the  negotiating  arm  of  the  US  and  as  the  lead  counterterrorism  agency 
abroad,  is  respcmsible  for  coordinating  the  efforts  of  US  govemmait  agaicies-DOJ,  FBI,  CIA, 
DOD  and  the  Federal  Aviaticxi  Administration  (FAA),  to  name  a  few  and  to  work  with  foreign 
governments  in  the  counterterrorism  effort.®^  Additionally,  many  of  the  programs  iHfintifipd  in  the 
Deterroice  segmait  also  constitute  a  portion  of  the  Defeise  segmait  of  the  Counterproliferation 
Cfflitinuum,  specifically,  programs  such  as  the  Intematiaial  Terrorism  Information  and  Rewards 
Prr^ram  crmstitute  are  of  the  first  lines  of  defense  against  attacks  by  naistate  actors  armed  with 
WMD. 

DOJ/FBI;  The  FBI  is  designated  as  the  lead  agency  in  domestic  counterterrorism.  This 
role  requires  close  coordination  with  the  other  arms  of  the  Intelligence  Community  and  with 
civilian  law  aiforcemait  agencies.  During  the  “Defaise”  segment  of  die  Counterproliferaticm 
Caitinuum,  the  FBI  conducts  investigatory  operations  against  potential  or  actual  terrorist  groups 
which  have  the  pot^tial  to  possess  WMD. 
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DOE;  The  DOE,  through  its  Office  of  Nonproliferation  and  Natioial  Security,  pursues 
the  following  priorities:  “1)  secure  nuclear  materials  and  e7q)ertise  in  the  FSU;  2)  control 
weap^s-usable  fissile  materialsj  3)  establish  transparait  and  irreversible  nuclear  reductiras,  4) 
strmgth^  the  nuclear  ncmproliferation  regime;  and  5)  asitrol  nuclear  exports. 

Intelligence 

DPifmition  According  to  50  U.S.C.  401a,  Intelligence  includes  foreign  intelligence  and 
counterintelligence.  Foreign  intelligence  is  defined  as  “mformation  relating  to  the  capabilities, 
intuitions,  or  activities  of  foreign  governments  or  elements  thereof,  foreign  organizations,  or 
foreign  persons.”^  Counterintelligence  is  defined  as  “informatiOTi  gathered  and  activities 
(xxiducted  to  protect  against  espitmage,  other  intelligence  activities,  sabotage,  or  assassinations 
conducted  by  or  cm  behalf  of  foreign  governments  or  elemarts  thereof,  foreign  organizaticms,  or 

,  ,  .  ^■*95 

foreign  persons,  or  international  terronst  activities. 

Intelligence:  Discussicm. 

By  law,  the  Intelligence  Community  cxmsists  of  the  ‘‘Office  of  the  Director  of  C^ral 
Intelligence  (v^iich  includes  the  National  Intelligence  Council),  the  CIA,  the  National  Security 
Agaicy,  the  Defense  Intelligence  Agency,  the  Coitral  Imagery  Office,  the  National  Reconnaissance 
Office,  other  offices  within  the  DOD  for  the  collection  of  specialized  national  intelligence  through 
reccsinaissance  programs,  the  intelligoice  elements  of  the  Army,  Navy,  Air  Force,  Marine  Corps, 
Federal  Bureau  of  Investigation,  the  Departm^t  of  Treasury,  the  Department  of  Energy,  the 
Bureau  of  Intelligence  and  Research  of  the  DOS;  and  such  other  elements  of  any  department  or 
agency  as  may  be  designated  by  the  President  or  jointly  by  the  Director  of  Central  Intelligence  and 
the  head  of  the  departmait  or  agency  concerned.”^  The  Intelligence  Community  conducts  the 
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1  Support  to  American  diplomacy  in  the  form  of  advanced  warnings  of  events  in  other 
countries  requiring  acticm  by  policymakers. 

2.  Support  to  monitoring  of  treaties  and  other  agreements  to  include  arms  reduction, 
economic  sancticms  and  WMD  ncmproliferation  agreements. 

3.  Support  to  military  operations. 

4.  Support  to  deffflise  planning 

5.  Economic  intelligence. 

6.  Countering  activities  abroad  diat  threatai  US  interests  to  include; 

a.  Counterterrorism.  The  intelligaice  community  seeks  to  id«itify  threats  to  US 
interests  and  citiz^s  abroad  and  also  frequently  provides  warnings  of  pot^tial  terrorist  activities 
and  assists  other  govenunaits  in  stopping  terrorist  actions. 

b.  Countemarcotics. 

c.  Counterproliferation.  Intelligence  fr>cuses  on  those  natirxis  who  are  attenuating 
to  build  or  acquire  WMD  in  violatitxi  of  international  law  or  \\4iidi  are  threateiing  US  interests. 

d.  Coimtering  International  Organized  Crime. 

7.  Support  to  criminal  justice  and  r^latory  agencies 

8.  Collecting  and  analyzing  enviroomaital  information. 

9.  Collecting  and  analyzing  informaticMi  cxi  world  health  problems. 

10.  Information  warfere. 

In  broad  terms,  the  two  major  fiinctions  of  the  Intelligaice  Community  include  information 
collect!^  and  analysis  of  that  informatiOT.^  Other,  lesser  functions  include  counterintelligence 
and  covert  acticm.^  Counterintelligence  is  the  process  by  which  the  coimtry,  as  well  as  intelhgence 
agencies,  are  protected  from  the  activities  of  foreign  intelligence  services. By  law,  the 
resptmsibility  for  carrying  out  covert  acticxis  rests  with  the  CIA.  It  should  also  be  noted  that  any 
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covert  action  must  be  approved  by  the  Presidait.  Examples  of  covert  action  include  “prc^aganda 
activities,  support  to  political  or  military  Actions  within  a  particular  country,  technical  and 
logistical  assistance  to  other  govemmaits  or  acticHis  undertaken  to  disrupt  illicit  activities  that 
threaten  US  interests,  e.g.  terrorism  or  narcotics  trafficking.”’®'  Additionally,  the  CIA  has 
respwsibility  for  paramilitary  covert  actirxis  with  the  DOD  as  a  supporting  agraicy  when 
requested.’®^  The  CIA  is  also  respcxisible  for  coordinating  counterintellig^ce  c^raticms  abroad.  ’®^ 
Intelligence:  Roles. 

NCA:  nodhange. 

NSC:  nodiange. 

DCI:  explained  above. 

CIA:  explained  above. 

DOD: 

National  Security  Agaicy  (NSA):  The  NSA,  with  assistance  from  the  military 
services,  collects,  processes,  and  rqxirts  signals  intelligoice  (SIGINT)  to  the  intelligaice  gathering, 
poUcy  making,  and  operating  elemaits  of  the  government  to  include  the  DOD.'®^ 

Defense  Intelligence  Agoicy  (DIA):  The  DIA  provides  intelligence  support  to 
military  operatiCHis  throughout  the  cxxiflict  spectrum.  The  DIA  also  supports  weaprxis  system 
acquisition  and  planning  as  well  as  defense  policymaking.’®^  Additionally,  foe  DIA  manages  all 
DOD  ncxi-SIGINT  intelligaice  collectirm  and  manages  all  DOD  Human-source  Intelligence 
(HUMINT)  collecticwi.’®® 

National  Reconnaissance  Office  (NRO):  As  foe  agency  tasked  with  managing  foe 
natKxial  program  chartered  to  meet  US  spacebome  recrxmaissance  needs,  foe  NRO  collects 
intelligence  to  provide  indications  and  warnings  of  threats  to  US  interests,  mrxutors  arms  control 
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agreements,  military  operations  and  exercises,  and  also  monitors  natural  disasters  and  other 
envircmmental  issues.’®’ 

The  Services;  Each  military  department  has  intelligence  and  counterintelligarce 
elem^  that  cerate  both  overseas  and  in  the  US  v^ixidi  respond  to  the  national,  d^artmental  and 
(^rational  command  requiremaits.’®* 

DOE:  The  DOE,  througji  its  various  offices,  provides  policy  makers  and  the  intelligoice 
community  with  intelligoice  on  proliferation  of  WMD,  foreign  nuclear  weap<»is  and  matpri^ic 
scisice  and  technology  and  nuclear  energy  safety.  Additionally,  the  DOE  provides  assessments  of 
nuclear  threats,  blackmarket  sales  of  nuclear  material  and  threats  to  DOE  nuclear  and  «iergy 
fecilities  and  perscxinel. 

DOS;  The  DOS,  through  its  diplomatic  arm,  provides  HUMINT  to  the  Intelligaice 
Community  and  through  its  Bureau  of  Intelligence  and  Research,  coordinates  research  and 
intelligfflice  collecticm  <m  key  foreign  policy  issues."® 

Departn^it  of  the  Treasury  (DOT);  AJthou^  not  formally  oigaged  in  intelligmce 
collection,  the  DOT  is  responsible  for  overt  collect!^  of  financial  and  monetary  informati^ 
abroad.  It  should  be  noted  that  although  the  Secret  Service,  Customs  Service,  Internal  Revalue 
Service  and  the  Bureau  of  Alcdiol,  Tobacco  and  Firearms  have  no  collection  inissinns  in  support 
of  the  Intelligaice  Community,  these  organizations  can  provide  relevant  information  concerning 
threats  to  US  interests  to  the  apprqiriate  intelligence,  or  law  aiforcement  agaicy. 

FBI;  The  FBI  is  responsible  for  conducting  counterinteUigence  and  counterterrorism 
within  the  United  States;  intelligaice  byproducts  are  disseminated,  as  apprc^riate,  to  other 
elemaits  of  the  Intelligaice  Community 
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Attack 


Definiticm:  “Any  hostile  offensive  action.”  For  the  purposes  of  this  p^per,  “Attack”  entails  acticxis 
takoi  to  prevent  detonation  or  release  of  nuclear,  chemical  or  biological  agents.  These  actions 
include  arrest,  detainmfflit,  containmait,  offensive  action,  and  direct  action.  (Attack  not  hsted  in 
Joint  Publication  1-02  in  this  gaieral  a  context;  base  definiti(»i  takai  from  Webster’s  Third  New 
International  Dictioiary) 

Attack:  Discussicm:  This  segmmt  of  the  Counterproliferation  Continuum  consists  of  those 
n^sures  tak^  to  prevent  the  use,  or  furdier  use  of  WMD  by  both  naticxi  states  and  nonstate 
actors/terrorists.  This  s^ment  includes  a  range  of  measures  involving  DOD,  CIA,  FBI  and  LEA 
assets  wfrich  range  from  attacks  against  natiai  states  (by  DOD  assets)  to  the  arrest  of  individuals 
or  groups  which  break  trade  or  irrport/export  restrictirms  (by  FBL  USCS).  If  in  the  case  of 
international  terrorism,  the  DOS,  with  Presid^tial  approval,  would  coordinate  offensive  rperations 
designed  to  prevait  the  terrorist  enployment  of  WMD  against  the  US  or  her  interests. 

Additiwially,  as  the  lines  between  nation  states  and  ncmstate  actors  blur,  especially  in  the  case  of 
state-spcHisored  terrorism,  this  segmant  includes  measures  tak^  against  nonstate  actors  and 
supporting  nation  states.  Measures  included  imder  this  segm^t  include  the  arrest,  interdiction, 
seizure,  neutralizati«i  or  destruction  of  forces,  groups  or  individuals  armed  with  WMD,  required 
delivery  systems  or  the  means  to  produce  them. 

Attack:  Roles. 

President:  During  the  “Attack”  segment  of  the  Counterproliferation  Continuum,  the 
President,  with  advice  from  the  NSC,  would  have  final  approval  on  measures  takoi  to  prevent  the 
use  or  further  use  of  WMD  against  the  US  or  her  interests. 

DOS:  As  the  designated  lead  agaicy  in  countering  terrorism  abroad,  the  DOS  would 
coordinate  all  counterterrorism  operatiais  overseas  against  a  terrorist  direat  involving  WMD.  This 
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coordination  role  of  the  DOS  extends  to  all  counterterrorism  operations  omducted  abroad  with  the 
potential  exclusion  of  those  (^rations  which  are  Presidaitially  directed. 

DOD:  The  DOD  provides  the  capability  to  ccnduct  attack  operaticms  to  .  .seize,  disable, 
destroy,  disrupt,  interdict,  neutralize,  or  daiy  the  use  of  NBC  weapons  and  launch  platforms  and 
their  supporting  command,  cMitrol,  and  commimications;  logistics  structure;  and  reconnaissance, 
surveillance,  and  target  acquisition  platforms  while  minimizing  coUateral  effects.””^  Attack 
operaticxis  include  acticHi  by  air,  land,  sea,  space,  and  special  operations  forces  (SOF)."'*  The 
DOD  also  maintains  the  capability  to  support  (^eraticxis  conducted  by  other  governmental 
agencies  during  this  segment. 

Intelligence  Community:  Provides  the  necessary  intelligence  upon  which  to  base  any  type 
of  offaisive  action. 

CIA:  In  additioi  to  gathering  intelligence  in  support  of  attack  qnerations,  the  CIA  has  the 
capability  to  conduct  covert  (^eratiois  against  terrorist  organizations  (or  any  other  illicit  activities 
that  threaten  US  interests)  abroad;  this  capability  is  coitingait  upon  Presidoitial  approval."^ 

FBI:  The  lead  agency  for  domestic  counterterrorism,  the  FBI  is  also  the  soiior  law 
enforcement  agency  tasked  with  countering  the  threat  posed  by  nonstate  actors  armed  with  WMD. 
In  support  of  this  missicm,  the  FBI,  in  January  1996,  created  a  single  unit  within  the 
counterterrorism  sectirm  at  FBI  headquarters  to  handle  all  nuclear,  chemical  and  biological 
proliforaticm  matters."* 

LEAs:  Local  LEAs  can  be  the  first  line  of  attack  against  domestic  terrorist  activities. 

DOE:  DOE  assets  have  the  capability  to  support  offensive  q}erati(xis  ctxiducted  by  the 
FBI  or  CIA. 
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RetaliatiCTi 


Definition:  ‘To  return  like  for  like:  to  return  evil  for  evil.”  For  the  purposes  of  this  paper, 
Retaliatioi  includes  all  offensive  acticms  takai  in  resprxise  to  the  use  of  WMD  against  the  US  or 
her  interests.  (Retaliation  not  Usted  in  Joint  Publication  1-02;  base  definition  taken  from  Webster’s 
Third  New  Intemati(»al  Dicticxiary) 

Retaliation:  Discussioi:  This  segmoit  onsists  of  those  actirxis  tak^  in  respcxise  to  an  attack  oa 
the  US  or  her  interests  by  natirxi  states  or  nrxistate  actors  armed  with  WMD.  Potoitial  retaliatory 
responses  range  from  nuclear  strikes  to  economic  sanctirms  against  the  attacking  ortity. 

Retaliatiati:  Roles: 

Presidfflit:  Following  an  attack  against  the  US  or  her  interests  by  an  oiemy  wielding 
WMD  the  Presidfflit  with  advice  fi’om  die  NSC,  would  determine  the  appropriate  retaliatory 
resprxise. 

DOS;  Following  an  attack  by  a  naticn  state  or  a  nrxistate  actor  against  the  US  or  her 
interests,  the  DOS  would  first  attanpt  to  provide  diplmnatic  stability  throu^out  the  world,  with 
the  intent  to  reduce  the  Icxig  term  eccnomic  and  political  instability  vshidi  sudi  an  attack  would 
precipitate.  As  the  retaUatory  resp<»se  may  include  economic  and  diplomatic  sancticxis,  the  DOS 
would  make  recommendaticois  concerning  these  possible  measures  to  the  Presid^t. 

DOD;  In  retaUatim  for  an  attack  against  the  US  or  her  interests,  and  upcxi  receipt  of  a 
Presidaitial  directive,  the  DOD  is  capable  of  providing  a  multitude  of  responses  including  nuclear 
strikes,  convaitional  operatirxis,  and  direct  action  missitnis.  With  forces  and  assets  strategically 
located  throu^out  the  world,  the  DOD  is  capable  of  rapid  retaliatory  resprxise  against  any  known 
entity.  However,  this  massive  retaliatory  capability  would  be  largely  irrelevant  if  the  identity  of  the 
attackers  were  unknown  or  if  no  clear  ties  to  a  geographical  aitity  could  be  established. 
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FBI;  In  the  evoit  of  an  attack  cm  the  US  or  her  interests  by  a  nonstate  actor,  the  FBI 
would  conduct  the  investigation  to  idoitify,  arrest  and  prosecute  the  individual  or  group  which 
ccmducted  the  attack.  This  process  would  include  any  assistance  or  coordinaticxi  required  from 
LEAs,  the  DOD,  or  foreign  governments. 

Intelligaice  Community;  Following  an  attack  by  either  a  naticm  or  ncsistate  actor  utilizing 
WMD,  the  demand  for  intelligence  will  be  great  and  immediate.  This  intelligmce  demand  will 
focus  (XI  who  crxiducted  the  attack,  how  it  was  conducted,  why  it  was  ccmducted  and  how  best  to 
respcxid  to  the  attack.  This  intelligence  will  be  the  basis  for  any  retaliatory  respcmse. 

CIA;  In  additicxi  to  its  intelligence  gathering  role,  the  CIA,  with  Presidential  directi<xi, 
may  be  tasked  with  ccxiducting  covert  acti(xis  against  the  nation,  group  or  individuals  which 
initiated  the  attack  against  the  US. 


Crisis  Respcxise 

Definiti(xi;  Those  measures  tak^  in  respcmse  to  a  threat  of  terrorist  d^cxiaticm  of  a  weapcm  of 
mass  destruction;  includes  all  acticms  taken  to  prev^  the  detcmation  or  release  of  nuclear, 
biolc^cal  or  chemical  agents.  (Author  definiticm). 

Crisis  Response;  Discaission;  In  the  initial  stages  of  a  crisis  involving  the  potential  enqiloyment  of 
WMD  against  the  US  or  her  interests,  certain  acti<ms  must  be  undertakm  to  prevait  the 
enqjloymait  a  weapcm  of  mass  destructicm  and  prepare  for  dealing  with  die  ccmsequences  should 
the  prevaiticm  efforts  fail.  These  adicms  may  include  the  following;  (1)  negotiaticms  with  the 
threataiing  entity  to  prevent  or  delay  the  employment  of  WMD;  (2)  attacks  made  against  the 
threatening  ^ity  to  prevait  the  employm^t  of  WMD;  and  (3)  initiation  of  measures  to  lessen  the 
destruction  or  death  resulting  from  an  attack  utilizing  WMD  should  prevention  efforts  foil. 


95 


Crisis  Response:  Roles: 

President;  During  a  crisis  involving  the  en:q}lo5nnCTt  of  WMD  against  the  US  or  her 
interests,  the  President,  advised  by  the  NSC  and  his  other  advisors,  would  decide  oa  the 
apprqiriate  response. 

DOD  ;  In  the  event  of  a  crisis  feeing  the  US  involving  WMD,  the  DOD  would  alert 
conventicxial  air,  ground,  sea,  space  and  Special  Operatiais  Forces  in  prqiaratiai  for  efforts  to 
prevent  the  employment  of  WMD  against  the  US  or  her  interests.  The  DOD  would  also  alert, 
activate  and  transport  NBC  respcsise  teams  to  the  crisis  area. 

DOE:  Immediately  upon  notificatiem  of  a  potential  domestic  incident  involving  WMD,  the 
DOE  would  activate  and  transport  their  Nuclear  Emergoicy  Response  Team  (NEST)  to  the  crisis 
site.  The  NEST  focuses  its  response  efforts  in  three  major  areas:  (1)  threat  verificaticsi;  (2) 
weaptxi  disablem^;  and  (3)  search  techniques  to  locate  nuclear  devices.”’ 

DOS:  The  DOS  is  the  designated  lead  agency  in  counterterrorism  qperations  conducted 
abroad.  During  a  crisis  which  threatais  the  US  or  her  interests  overseas,  the  DOS  would 
coordinate  the  actions  of  the  separate  govemm^tal  ag^cies  with  the  intoit  to  delay,  prevoit  or 
oxitain  the  employment  of  WMD  in  a  terrorist  incidait.  This  coordinatiem  effort  would  be  initiated 
by  the  immediate  dispatch  of  a  “fest  reactiai  team”  lead  by  an  ofBcer  from  fee  DOS  Office  of  fee 
Coordinator  for  Counterterrorism  and  ctmsisting  of  experts  from  fee  DOD,  CIA,  FBI  and  other 
agftndfis  as  required.”*  All  other  govermnaital  agaicies  would  be  available  to  support  fee  DOS 
efforts.  If  attacked  by  a  nation  state,  or  geogr^hic  oitity,  fee  role  of  fee  DOS,  in  addition  to 
overseas  counterterrorism,  would  also  include  fee  initiation  of  diplomatic  efforts  in  support  of  fee 
President’s  response  to  fee  crisis. 
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FBI:  In  tiie  evart  of  an  evolving  domestic  terrorist  crisis  involving  WMD,  the  FBI  would 
have  overall  ccaitrol  of  the  efforts  to  delay,  prevoit  or  ccHitain  the  enploymait  of  WMD  in  a 
terrorist  incidait.  All  other  govemmaital  agaicies  would  support  FBI  efforts. 

LEAs;  In  the  evait  of  an  evolving  domestic  terrorist  crisis  involving  WMD,  local  LEAs 
would  probably  be  the  first  on  the  scene  and  initiate  the  naticmal  response.  Their  acticxis  early  in 
the  crisis  could  be  fire  determining  fector  in  delaying  or  preventing  the  employment  of  WMD. 

Federal  Emergaicy  Management  Agency  (FEMA):  Immediately  upoi  notification  of  a 
potential  incident  involving  WMD,  the  FEMA  would  b^in  plaiming  the  execution  of  the  Federal 
Respaise  Plan  outlining  respaisibilrties  of  all  govermnaital  agencies  during  a  national  crisis 
involving  WMD.  Addrtirxially,  the  FEMA  would  dispatdi  crisis  response  teams  to  the  threatened 
area  in  preparation  to  begin  the  Crxisequorce  Managem^  process. 

InteUigence  CrMtimunrty;  Immediately  following  fire  initiation  of  a  crisis  involving  WMD, 
the  Intelligence  Community  would  be  beset  with  an  urgent  demand  for  intelligaice  regarding  the 
threat  feeing  the  nation.  In  respcsise,  the  s^arate  intelligrace  gathering  agoicies  within  the 
hiteUigence  Community  would  initiate  operatiois  to  fulfill  that  demand. 

Consequaice  Management 

Definition:  Both  emergent  and  long  term  response  to  the  detonatiem  or  introduction  of  a  weapoi  of 
mass  destructiem.  (Author  definiticxi). 

Carsequence  Management:  Discussiem:  Ihis  segmmt  deals  with  the  aftermath  of  an  attack 
utilizing  WMD,  targeting  the  US  or  her  interests.  This  respemse  would  aitail  mobihzing  large 
numbers  of  local,  state  and  national  assets  to  deal  with  the  effects  of  WMD.  These  assets  would 
be  coordinated  by  the  FEMA.  As  the  enormity  of  such  an  attack  would  most  likely  overvriielm 
local  and  state  governments,  FEMA  would  provide  the  national-level  guidance,  influaice  and 
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assets  necessary  to  successfully  deal  with  the  longterm  effects  of  either  nuclear,  chemical  or 
biological  weapons  or  agents. 

Ccmseougice  Manasemait:  Roles: 

Presidait:  Based  upon  the  effects  of  the  attack,  the  advice  of  the  NSC  and  the  FEMA 
director,  the  President  will  direct  the  necessary  response. 

FEMA:  In  respoise  to  an  attack  <m  the  US  involving  WMD,  FEMA  would  activate  the 
Federal  Respcaise  Plan  dovetailing  assets  to  meet  requirements  in  an  effort  to  save  lives  and 
minimize  the  destructicai  associated  with  die  attack.  FEMA  is  largely  a  coordinating  agaicy 
iitiliTing  national,  state  and  local  govemmantal  assets  and  civilian  cxaitractors  to  accomplish  their 
missi<»i. 

DOS;  In  resprxise  to  an  attack  <»i  the  US  involving  WMD,  the  DOS  would  continue 
counterterrorism  efforts  abroad  while  also  attempting  to  limit  the  diplomatic  and  economic  impact 
such  an  attack  would  have  cki  the  US. 

DOD;  h  the  evait  of  an  incident  involving  WMD,  the  DOD  would  alert  conventional  air, 
ground,  sea,  space  and  Special  Operaticms  Forces  in  pr^aratioi  for  efforts  to  prevent  additional 
employment  of  WMD  against  the  US  or  her  interests.  The  DOD  would  also  alert,  activate  and 
transport  NBC  respcmse  teams  to  the  crisis  area. 

CIA:  no  change  from  Crisis  Response. 

FBI:  Following  an  incident  involving  WMD,  the  FBI  would  retain  lead  agency 
responsibilities  until  all  investigatory  pr<x»sses  had  been  (x>mpleted.  Upcjn  notification  of  an 
incidait  the  FBI  would  immediately  initiate  an  investigaticm  into  the  cause  of  the  incident,  intent  on 
prevaiting  further  en^>Ioyment  of  WMD  and  to  ensure  Ihe  guilty  parties  are  brought  to  justice. 
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Chapter  Summary 


The  CounterproliferaticHi  Continuum  provides  a  ccmceptual  model  iqxm  whidi  to  base  an 
understanding  of  the  mcmumental  efforts  already  underway  in  an  attenqjt  to  coimter  the  subject 
threat.  These  efforts,  as  will  be  discussed  in  later  chapters,  must  be  syndirrxiized  to  the  fullest 
extent  possible  to  aisure  the  ccxitinued  prevention  of  evai  cme  WMD  related  attack  against  the 
US. 

The  monumoital  efforts  described  in  the  Ccxitinuum  are  not  currently  formally  linked  by 
structure  or  organizatioi.  This  lack  of  caitral  direction  results  in  wasted  effort,  ineffective 
utilizadcm  of  scare  resources  and  increases  the  possibility  of  a  successful  attack  against  the  US, 
enq>loying  WMD.  Later  diapters  will  fiirtiier  define  the  problem  alluded  to  above  and  provide 
solutions  to  rectify  it. 
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CHAPTER  6 


ISSUES,  DISCUSSION,  AND  RECOMMENDATIONS 

We’ve  got  enough  damned  coordinaticHi  in 
government  now,  too  much  in  feet!’ 

J.  Edgar  Hoover,  circa  1969  (in  respcxise  to 
efiPoits  to  inq)rove  the  coordinatioi  between  the 
FBI  and  the  CIA) 

One  of  the  stated  goals  of  this  thesis  was  to  lay  the  groundwork  for  follow-on  research  in 
the  counterproliferaticm  and  counterterrorism  arenas.  This  overarching  goal  was  based  on  two 
observations.  The  first  was  a  lack  of  available  research  on  the  subject  matter.  The  secaid  was  the 
need  to  define  the  increasingly  interwovai  roles  of  the  s^arate  govemmaital  agencies  involved  in 
the  Counterproliferation  Continuum.  This  definition  of  roles  is  a  requisite  to  follow-cxi  research. 
The  accompUshment  of  tiiis  goal  has  consumed  the  bulk  of  the  thesis  to  this  point. 

Prior  to  the  summary  of  this  thesis,  this  diapter  explores  several  issues  in  an  “issue, 
discussioi  and  recommoidatioi”  format.  The  first  issue  answers  the  remaining  subordinate 
research  questioi  regarding  the  “adequacy”  of  the  curroit  “command  and  control  (C2)  structure 
and  interagency  agreements  in  countering  the  subject  threat. 

Following  of  the  C2  organizatirm  and  structure,  two  other  significant  issues  will 

be  addressed.  The  first  of  these  residual  issues  hi^ig^lts  the  inability  of  local  law  enforcement 
agaicies  (LEAs)  and  emergency  response  units  to  deal  with  an  incidait  involving  WMD.  The 
second  issue  consists  of  recommended  areas  for  further  resear^. 
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Issue:  Are  the  current  interagaicy  relati<mships  and  “command  and  cOTtrol  (C2)  structures 
adeq^afft  tn  oTChestrate  the  naticmal  assets  necessary  to  counter  this  thre^? 

nicrnccinn  Objectively,  without  proof  to  the  contrary,  the  “adequacy”  of  the  current  system  is 

determined  by  its  effectiveness.  As  there  have  been  no  published,  major  terronst  mcidents 

involving  WMD  in  the  US,  the  currait  arrangemait  must  be  effective,  thereby  establishing 

adequacy.  Accordingly,  the  question  of  determining  the  adequacy  of  the  currart  system  must  give 

way  to  identifying  potential  in^rovements  to  the  existing  system. 

To  lay  the  foundaticm  for  further  discussion  of  potential  improvemoits,  a  review  of  the 

currait  C2  and  organizational  structure  is  provided.  Following  this  review,  four  prr^osals  meant 

to  optimize  the  structure,  organizations  and  command  relationships  within  the  Counterprohferation 

Continuum  will  be  discussed.  Finally,  the  author's  recommendation  is  offered. 

Nonproliferation/Counterproliferation  Command  and  Control  Structure 
The  President  is  responsible  for  the  formulation  and  implementation  of  policy  regarding 
the  nOTproliferaticm  and  counterproliferation  of  WMD.  The  President  is  constitutionally 
empowered  to  “make  treaties  and  appoint  diplomatic  and  consular  officials  (with  the  advice  and 
consent  of  the  Senate),  to  receive  foreign  emissaries,  and  to  exercise  other  authority  provided  by 
legislation.”^  The  NatiOTial  Security  Council  (NSC)  and  the  Department  of  State  (DOS)  aids  the 
President  in  these  responsibilities.  Additionally,  the  President  has  two  Special  Assistants  dedicated 
to  arms  control  and  disarmament  issues,  llie  NSC  advises  the  President  on  “the  integration  of 
domestic,  foreign,  and  military  policies  relating  to  national  security  .”^  The  Secretary  of  State  is  the 
principal  advisor  to  foe  President  in  foe  formulatiMi  and  caiduct  of  foreign  policy.  Under  foese 
hipest  levels  of  command  follow  a  host  of  governmental  agencies,  all  exerting  some  sort  of 
influraice  in  US  govemmait  nonproliferation  efforts.  Soiator  Specter,  m  foe  CoigressKMial 
Record,  asserts  that  96  different  governmental  “entities”  have  some  sort  of  authority  over  US 
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government  nonproliferation  efforts.'*  This  organization  and  stracture,  although  adequate  (based 
upcm  past  and  current  results)  is  certainly  not  qrtimiun. 

Counterterrorism  Command  and  Control  Structure 
The  Presidait  is  ultimately  responsible  for  the  eflfectivaiess  of  the  US  counterterrorism 
effort,  just  as  he  is  for  the  nonproliferatiai  and  coimterproliferation  efforts.  The  NSC  supports  the 
Presidait  in  the  fulfillment  of  his  duties  by  providing  him  advice  and  counsel.  Lead  agency 
respcmsibility  for  the  counterterrorism  effort,  below  the  NSC  level,  is  divided  between  the  DOS  and 
the  Federal  Bureau  of  Investigation  (FBI),  through  the  Dqjartment  of  Justice  (DOJ).’ 

The  DOS  is  the  lead  agaicy  for  counterterrorism  abroad  while  the  FBI  is  the  lead  agency 
for  domestic  counterterrorism.  Both  of  these  agencies  are  supported  by  the  remaining 
governmental  agaicies  and  the  Intelligence  Community  in  their  efforts  to  combat  terrorism. 

The  Major  Shortcoming  of  the  Ciurent  Systems 
The  major  shortcoming  of  the  currait  nonproliferati(ai,  counterproliferation  and 
counterterrorism  C2  organization  and  stmcture  is  the  absCTce  of  cwie  central,  authoritarian  body, 
directly  and  intimately  involved  in  the  process,  that  is  directly  responsible  for  US  naiproliferatirai, 
counterproliferatiai  and  counterterrorism  efforts.  Below  the  NSC  level,  there  is  no  one  coitral 
authority  in  charge  of  routinely  coordinating  and  managing  the  efforts  of  all  the  ag^cies  involved 
in  the  Counterproliferaticxi  Caitinuum. 

The  causes  for  this  lack  of  a  cCTtral  authority  are  many  but  fixus  on  the  historical 
necessity  of  preventing  the  employmait  of  WMD  between  nation  states  and  of  countering  terrorism 
during  the  cold-war.  The  current  counterproliferatiax  C2  organization  and  structure  was 
established  to  conduct  negotiaticHis  betweai  nation  states.  Similarly,  the  current  counterterrorism 
C2  organization  and  structure  was  largely  designed  to  counter  the  threat  of  communist  backed 
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terrorists  and  insurgencies.  Cold-war  terrorists  armed  with  conventional  weapons  or  explosives, 
aWiou^  a  danger  to  the  US  military  and  citizenry,  did  not  constitute  a  threat  to  US  national 
security.  Accordingly,  the  separation  of  the  various  agencies  was  accqjtable  as  their  pnmary 
focus  was  on  separate  issues  and  threats.  In  short,  the  conditions  of  W.W.H  and  the  cold  war 
period  that  followed  provided  the  basis  for  the  current  organizational  and  C2  structures. 

Today,  the  conditions  that  produced  and  defined  the  post  W.W.II  and  cold-war  C2  and 
organizational  structures  have  evolved,  v(hile  the  basic  C2  structures  have  not.  The  threat  has 
evolved  beyond  communist-backed  aggressicm,  intelligence  collection,  insurgaicies  and  small-scale 

terrorism. 

The  danger  posed  by  naticm  states  and  nonstate  actors  armed  with  WMD  now  rqjresents  a 
significant  threat  to  the  national  security  of  the  US.  As  defined  by  the  President,  the  threat  posed 
by  the  proliferati«i  of  WMD  caistitutes  “an  unusual  and  extraordinary  threat  to  the  naticmal 
security,  foreign  poUcy,  and  economy  of  the  United  States.’^  Clearly,  the  enormity  of  the  threat 
requires  careful  scrutiny  into  any  measure  that  could  enhance  the  capability  of  the  US  government 

to  counter  it. 

Three  glaring  examples  of  the  interagency  inefficiaicies  associated  with  the  currMit 
structure  include:  (1)  the  internal  distrust  betweai  the  FBI  and  the  CIA;  (2)  foe  spUttmg  of 
respcmsibility  for  counterterrorism  between  foe  DOS  and  foe  FBI;  and  (3)  foe  lack  of  central 
directiffli  and  coordinatiwi  between  foe  noiproliferaticm/counterproliferatiai  efforts  and  foe 
counterterrorism  efforts. 

The  distrust  and  discord  between  foe  CIA  and  FBI  are  decades  old,  beginning  with  foe 
birth  of  foe  forerunner  of  foe  CIA,  foe  Coordinator  for  Intelligence  (COI).  The  COI,  then  under 
William  D<»iovan,  was  created  to  fill  foe  need  for  an  agaicy  committed  to  overseas  intelligence 
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collection  and  analysis.  In  June  of  1942,  the  COI  evolved  into  the  Office  of  Strategic  Services 
(OSS)  and  later  into  the  Central  Intelligence  Agency. 

The  growth  of  the  CIA  threatened  the  Director  of  the  FBI,  J.E.  Hoover.  As  a  result  he, 
and  his  bureau,  retreated  from  interagency  interaction.^  From  this  estranged  beginning,  the 
ag^cies  grew  amidst  the  civil  disturbance  and  threat  of  the  cold  war  period,  separated  by  mission, 
threat,  and  institutional  perscxiality. 

Today,  these  distinctly  separate  ag^cies  are  being  drawn  together  by  the  threat  posed  by 
nonstate  actors  armed  with  WMD.  Aside  from  the  institutional  distrust  discussed  above,  the 
mutual  reluctance  to  share  intelligence  is  cause  for  much  of  the  currait  friction  between  the  CIA 
and  the  FBI. 

The  concern  of  the  CIA,  mainly  an  intelligOTice  gathering  arm  of  the  government,  is  that 
any  mteUigence  provided  to  the  FBI  could  potentially  be  used  in  a  court  of  law.  This  public  usage 
of  the  specific,  extremely  detailed  information  required  by  the  FBI  would  invariably  con^romise 
the  CIA  information  source.*  The  relevance  of  the  CIA  is  dependent  upon  its  ability  to  protect  its 
sources,  thus  preserving  the  source  of  future  informati<Mi. 

Conversely,  the  FBI,  a  law  aiforcement  agency  expected  to  make  arrests  and  prosecute 
criminals,  fears  that  informaticm  provided  to  the  CIA  will  somehow  leak  and  taint  a  case  under 
prosecution.  As  a  law  enforcement  agency,  the  success  of  the  FBI  is  dependent  upon  detailed, 
docummted  evidence  that  will  stand  up  in  court  and  result  in  criminal  convicticxxs. 

The  resulting  institutional  fnction  caused  by  these  two  seemingly  irreconcilable 
viewpoints,  while  understandable,  does  not  rq)resent  the  optimum  counter  to  the  subject  threat. 

The  second  shortcoming  of  the  current  system  is  the  current  division  of  responsibility  for 
counterterrorism  betwe®  the  DOS  (the  lead  counterterrorism  agency  overseas)  and  the  FBI  (the 
lead  agency  domestically).  As  the  lead  agency  for  counterterrorism  abroad,  the  DOS  sees  its  role 
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largely  as  a  coordinator  of  counterterrorism  assets  overseas.  Coisidering  this  observaticm,  the 
primary  justificaticxi  for  this  lead  agency  designaticxi  appears  to  be  the  requirem^t  to  keep  the 
ambassador  and  the  DOS  abreast  of  acticns  taken  within  a  q}ecific  country.  Despite  the  many 
interagency  working  groups  intaided  to  support  the  two-lead-agency  structure  arrangement,  this 
structure  remains  inheraitly  clumsy.  Any  process  requiring  two  or  more  oitities  to  approve  an 
acticm  cannot  be  as  efficient  and  resp<xisive  as  a  single  agency  in  charge  o^  and  respcxisible  for 
mission  accomplishmoit. 

The  third  major  shortcoming  of  the  currait  s)rstem  is  the  lack  of  a  unifying  headquarters  to 
better  coordinate  the  efforts  of  both  the  nraiproliforatioi  and  counterterrorism  communities.  As 
discussed  in  Charter  Five  of  this  thesis,  these  two  broad  ccnnmunities  are  inextricably  linked 
through  shared  purpose  and  threat.  Any  potential  synergistic  effects  betweoi  these  two 
cmnmunities  are  dependent  up<xi  close  coordinaticxi.  Coordination  betweoi  these  two  efforts  would 
improve  dramatically  if  both  were  under  die  oxitrol  of  one  aitity. 

Prqjosed  Changes  to  the  Existing  System 

The  need  to  reorganize  national  ass^  to  meet  this  growing  threat  is  a  concern  to  many, 
both  in  and  out  of  government.  Offered  below  are  a  few  of  the  more  apphcable  proposals. 

The  first  prqrosal,  made  law  by  inclusicxi  into  the  National  Defoose  Authorizatiai  Act  for 
Fiscal  Year  1997  (PubUc  Law  104-201,  title  XTV),  attenqjts  to  enhance  the  capabilities  of  the 
federal  government  to  counter  the  threat  posed  by  nation  states  or  ncmstate  actors  armed  with 
WMD.^  Originally  prqxised  by  Stators  Nunn,  Lugar,  Domenici,  Graham,  Lieberman  and 
Specter,  this  proposal  makes  several  ^lecific  recommendatiois  to  counter  the  threat.  This  prc^sal 
also  includes  several  measures  to  improve  the  Crisis  Response  and  Crxisequence  Management 
(dealing  with  the  consequoices  WMD  enqjloyment  against  the  US)  s^m^its  of  the 
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Counterproliferaticm  Caitinuum. Of  particular  note  in  this  proposal  is  the  establishmait  of  a 
National  Coordinator  On  Nonproliferation.  In  addition  to  numerous  other  duties,  this  individual 
would  also  chair  the  National  Security  Council  Committee  c«i  Nonproliferatiai.  This  committee 
would  consist  of  the  Secretary  of  State,  Secretary  of  Defense,  DCI,  Attorney  General,  Secretary  of 
Energy,  Administrator  of  FEMA,  Secretary  of  the  Treasury,  Secretary  of  Commerce  and  other 
such  members  as  the  President  may  direct.  Adoption  of  this  proposed  ammdment  would  oisure  the 
ccHisolidation  and  coordinaticm  of  the  Reducticm  and  Prevaiticm  segments  of  the 
Courtterproliferati<Mi  Continuum  and  would  also  support  the  “Crisis  Respcmse”  and  “Consequaice 
Management”  segmoits. 

A  seccKid,  complemeittary  proposal  written  by  Saiator  Lugar  expands  the  duties  of  the 
National  Coordinator  for  Nonproliferaticm  established  under  the  National  Defaise  AuthorizaticHi 
Act  for  Fiscal  Year  1997  (Public  Law  104-201,  title  XIV).  Under  this  proposal,  the  Naticxial 
Coordinator  for  Nonproliferaticsi  would  also  chair  another  committee  within  the  NSC  titled  the 
Committee  Proliferation,  Crime,  and  Terrorism.  This  committee  would  include  the  Secretaries 
of  State,  Defense,  Justice,  Energy,  the  DCI  and  any  others  the  Presidrat  may  direct."  The 
chairman  of  these  two  committees  would  provide  c^ralized  direction  for  all  agencies  involved  in 
the  Counterproliferaticm  Continuum. 

The  Hcxiorable  Morris  D.  Busby  submitted  a  third  proposal.  Mr.  Busby  is  a  former  US 
Ambassador  to  Columbia  and  served  as  the  DOS  Coordinator  for  Counterterrorism  from  1989- 
1991 This  prqwsal  was  more  general  in  nature  and  ccmsisted  of  four  g^eral  recommaidations 
vice  an  overall  solutitm.  The  first  recommendation  was  for  the  President,  Governors  and  the 
ccxigress  to  make  prq)aring  for  terrorism  a  national  priority.  Mr.  Busby’s  seccxid  recommendatioi 
is  to  clarify  who  is  in  charge  of  “the  process,”  clearly  assigning  missions  to  apprc^riate  agencies 
and  holding  them  accountable  for  their  acticxis.  The  third  recommendatitm  was  to  “bridge  the  gap 
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between  the  domestic  and  intemati(xial  arenas...”  and  included  the  su^estion  that  this  marhanigm 
would  require  “White  House”  involvement.  The  fouidi  and  final  recommendation  was  to  revamp 
the  budgeting  process  ^suring  the  counterterrorism  effort  was  adequately  supported. 

This  series  of  recommendatiais  authored  by  the  Haiorable  Morris  D.  Busby,  clearly 
idfflitifies  the  need  to  reevaluate  the  missions  assigned  to  all  agencies  ccxitributing  to  the 
counterterrorism  effort.  This  telling  recranmendation  fi’om  a  former  DOS  Coordinator  for 
Counterterrorism  must  not  go  unheeded.  Accordingly,  an  in-d^7th  analysis  of  missicsi,  capabilities 
and  resource  allocation  should  be  mandated. 

A  fourth  pr<:q>osal  made  by  the  Commission  cm  the  Roles  and  Capabilities  of  the  United 
States  Intelligence  Community,  recommaids  the  creation  of  a  Global  Crime  Committee  wMiin  the 
National  Security  Council.’^  This  committee  would  consist  of  the  Secretaries  of  State  and 
Defense,  the  Attorney  General,  and  the  Director  of  Coitral  Intelligence  (DCI)  at  a  minimum 
Further,  the  commission  recommended  the  Naticmal  Security  Advisor  diair  the  committee.  This 
conunittee  would  fiscus  specifically  <m  those  individuals,  groups  and  organizaticms  that  pose  a 
threat  to  national  security.  This  idoitification  of  specific  threats  by  the  commission  would  “alert 
the  various  d^aitmoits  diat  their  activities  with  respect  to  tiiese  threats  should  be  ccmducted  in 
c(x>rdinati<m  with  other  departmmts  and  agencies.”*'* 

Recommendation:  The  threat  focing  the  US  today  is  much  different  fix>m  the  erne  it  foced  following 
the  aid  of  W.W.II,  and  more  recaitly,  the  cold  war.  Most  of  the  currait  law  aiforcement, 
counterterrorism  and  intelligaice  gathering  organizatirms  were  formed  in  resprmse  to  the  threats  of 
this  earlier  period.  The  primary  threat  to  the  US  has  changed  and  the  C2  structure  and 
organization  must  evolve  to  counter  it. 

The  currant  n(Hiproliferatic»/counterproiiferati<xi  and  counterterrorism  C2  structures, 
whai  viewed  fi'mn  a  military  perspective,  initially  portray  a  mind-boiling  disarray  of  effort.  The 
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96  separate  govemm^ital  “entities”  idoitified  by  Soiator  Specter  as  having  “some  sort  of 
authority”  over  US  nonproliferation  efforts  serve  to  drive  this  point  home.’’ 

In  additicm  to  being  unwieldy,  the  current  C2  structure  appears  loosely  coordinated;  boimd 
t<^ether  by  bandages  of  interagaicy  woridng  groups,  oversi^t  committees  and  commissicms 
hastily  applied  to  counter  a  rapidly  expanding  threat.  Borrowing  again  from  the  military,  the  «itire 
process  defies  cme  of  the  principles  of  warfere.  Unity  of  Command. 

Althou^  it  may  be  unpossible,  even  disastrous  to  attempt  to  apply  military  logic  and 
organization  into  the  largely  civilian  aaitrolled  Counterproliferation  Continuum  some  principles 
do  and  should  apply.  A  lack  of  unity  of  effort,  in  any  arena,  results  in  wasted  resources, 
ineffective  executiai  and  does  not  qTtimize  capabilities.  Continuing  success  in  preventing  the 
enqjloyment  of  WMD  against  the  US  and  her  interests  demands  the  optimization  of  all  resources 
and  assets  at  the  governments  disposal. 

C2  decisiais,  wh«i  facing  resource  constraints,  distill  very  quickly  into  three  basic 
questions;  (1)  Who  does  the  commander  work  for?  (2)  What  is  his  primary  missirm?  and  (3)  What 
guidance  has  his  commander  given  him?  The  answer  to  these  very  basic  questions  instantly 
clarifies  priorities,  woridng  relationships  and  focus  of  effort.  The  abs^ce  of  these  answers  has 
created  a  dilemma  for  most  of  the  agencies  involved  in  countering  this  threat.  In  theory,  ai  paper, 
each  agency  is  clearly  working  for  some  aitity.  In  actuality,  the  growing  list  of  demands  has 
challenged  the  agencies  ability  to  satisfy  both  these  new  tasldngs  and  their  primary  missicms, 
muddying  an  already  inheraitly  unclear  C2  structure.  Most  of  the  agaicies  involved  in  the 
Counterproliferatioi  CcMitinuum  and  their  primary  missiais,  are  products  of  the  post-W.W.II,  Cold 
War  era.  Many  would  argue  that  these  missicms  and  the  corresponding  organizaticmal  structure 
should  change. 
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What  follows  are  two  proposals  to  reorganize  assets  and  provide  focus  to  US  naticxial 
efforts  to  counter  this  threat.  These  two  prqposals  rqjresent  a  range  of  solutions  to  the  current  lack 
of  organizational  focus.  The  first  proposed  soluticxi  follows  along  the  provisirms  of  the  National 
Demise  Authorization  Act  for  Fiscal  Year  1997  (Public  Law  104-201,  tide  XTV,  which  created  the 
positicMi  of  National  Coordinator  on  Nonproliferation),  adding  the  corrqrlimentary  recommendation 
by  Saiator  Lugar  which  would  provide  aie  central  authority  overseeing  both  the  ncMiproliferation 
and  global  crime  (including  terrorism)  arenas.  This  prc^)osal  would  provide  better  coordinated 
oversigjit  without  requiring  major  agency  reorganization. 

The  second  recommendaticm  requires  a  reorganizaticm  of  governmental  agencies, 
suggesting  the  establishment  of  fiinctional  or  geographic  “Directorships,”  much  like  DOD 
Commander-in-Chiefe  (CINCs).  These  “Directorships”  would  be  respcxisible  for  specific 
functirxial  areas  with  the  parait  agencies  being  the  “asset  providers.” 

The  first,  and  least  preferred  of  these  two  proposals,  combines  the  National  Defoise 
Authorizatirm  Act  for  Fiscal  Year  1997  (PubUc  Law  104-201,  tide  XIV),  and  the  Lugar  proposal 
discussed  above,  attenqjting  to  rectify  the  lack  of  oi^anizaticmal  focus  in  the  current  C2  structure. 
This  pr(q)osal  provides  a  coordinated  fixms  through  the  creaticm  of  two  committees  within  the 
Nati(mal  Security  Council.  These  two  committees,  both  chaired  by  the  same  individual,  would 
cover  die  oitire  span  of  the  Counterproliferatiai  Ccxitinuum  discussed  in  Chapter  Five  of  this 
thesis,  in  additicxi  to  other  areas  of  global  crime.  These  two  committees,  die  Nonproliferatirm 
Committee  and  the  Ccanmittee  on  Global  Crime,  would  provide  focus  and  oversight  on  the  threats 
feeing  the  US. 

If  this  prqxisal  were  adopted,  four  additicmal  recommendatiems  are  offered  to  ensure  the 
coordination  of  effort  betweai  all  affected  agencies.  The  first  is  that  all  nonproliferation, 
counterproliferation  and  counterterrorism  agencies  should  answer  directly  to  the  two  commissicxis 
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established  by  the  amendmoit.  Seccmdly,  the  individual  designated  as  National  Coordinator  for 
Ncmproliferation  and  the  chairman  of  the  Committee  on  Global  Crime  must  be  provided  with  a 
suitable  staff  to  discharge  his  respcnsibilities.  Third,  the  counterterrorism  and  counteiprolifeiation 
arms  of  the  FBI,  CIA  and  DOS  must  be  made  directly  answerable  to  this  diairman.  Further,  this 
chairman  and  his  staff  should  adc^  a  “warfighting,”  vice  an  administrative,  managerial  fixais. 

This  engaged  focus,  directing  the  efforts  of  these  three  ag^cies,  will  induce  a  synergistic 
effect  betweai  the  involved  agencies.  Finally,  within  ei^teen  mraiths  of  establishing  these  two 
committees,  the  diairman  will  provide  to  the  President  a  detailed  analysis  of  the  currait  and 
projected  threats  to  US  natiaial  security,  currait  US  capabilities  and  projected  requirements  to 
counter  the  subject  threats.  This  rqport  will  specifically  focus  cm  rec(»nmmded  changes  to  the 
overall  governmental  organizational  and  C2  structure  necessary  to  qTtimize  efforts  to  counter  this 
fiireat  to  US  national  security. 

The  advantage  to  the  first  prcqiosal  is  that  it  would  require  fewer  changes  in  the  existing 
structure,  thus  creating  less  fiicticxi.  The  diallenge  associated  with  any  change  to  a  system  is  to 
inclement  change  without  tenporarily  damaging  current  capabilities.  Recommaidations  should 
therefore  be  gradual  «iou^  to  minimize  organizaticxial  turbulence  and  flexible  aiou^  to  allow  the 
C2  system  to  adapt  to  the  ever-evolving  threat.  The  creation  of  the  two  committee  oversight 
system,  along  widi  the  requirement  to  produce  a  report  of  recommaoded  changes  to  the  overall 
stmcture  would  produce  gradual  change  and  potential  inqirovem^  to  the  existing  system. 

The  disadvantages  to  this  pr<qx>sal  are:  (1)  real  diange  would  come  too  slowly  and  (2) 
prqiosal  would  result  in  little  change  at  the  grass  roots  level.  This  lack  of  diange  at  the  “worker- 
bee”  level  would  not  break  the  parodiial  mindsets  of  the  separate  ag^cies  and  the  caitral  audiority 
would  be  too  for  removed  to  effect  the  required  changes. 


117 


The  authors  recommendation  takes  into  account  the  current  situation  consisting  of  separate 
governmental  agencies  with  no  central  direction,  a  conq)lex  hierarchy  of  C2  responsibilities  and 
requirements  and  a  bewildering  array  of  “warfig^ting”  responsibilities  placed  upon  these  sq>arate 
agmcies,  which  cannot  fulfill  these  respcwisibilities  without  coordination  and  assistance  from 
several  other  agmcies. 

These  conditions  mirror  that  of  the  US  military  prior  to  the  reorganization  into  the  current 
system  of  warfighting,  geographicaUy  orioited  Commanders  in  Chief  (CINCs),  taking  direction 
from  the  NCA,  and  supported  by  the  separate  services.  This  reorganization  of  the  DOD,  first 
in^lemented  in  1947  and  amended  in  1958  and  again  in  1986,  served  to  override  interservice 
rivalries  and  parochialism,  providing  the  means  to  focus  <hi  the  threats  feeing  the  US.  The  regitxial 
CINCs  focus  assets  and  resources  on  fee  threats  feeing  fee  US  while  fee  sqjarate  services  are 
rel^ated  to  fee  roll  of  force  providers. 

This  recommendaticxi  reorganizes  selected  governmental  agencies  altxrg  fee  lines  of  fee 
DOD.  The  and  state  would  be  fee  creatiem  of  geograffeic  or  functional  “Directorships,”  mirroring 
fee  structure  and  resptmsibilities  of  fee  DOD  CINCs. 

If  organized  along  geographic  lines,  fee  geographic  Director  would  be  responsible  for 
specific  functicmal  areas  within  his  assigned  geographic  area.  For  exanple,  all  coimterterrorism, 
counterdrug,  countercrime,  and  counterproliferation  assets  (CIA,  FBI,  Intel  Community,  evai 
selected  DOS  functiais),  employed  in,  or  focused  cm  fee  European  theater  would  be  controlled  by 
fee  designated  geographic  Director.  Likewise,  a  geographic  Director  would  be  assigned 
respaisibilrty  for  employing  all  counterterrorism,  counterdrug,  counterproliferation  and 
countercrime  assets  within  fee  US. 
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The  creaticm  of  a  Directorship  indqjendent  of  the  sqjarate  agaicies,  but  with  control  of 
their  assets  would  fisrce  a  more  inter-agaicy  approach  to  countering  these  threats  to  die  security  of 
the  US. 

If  organized  alcmg  functicxial  lines,  the  functicHial  Directors  would  be  responsible  for 
specific  fimcticais  such  as  counterterrorism,  counterproliferation  or  counterdrug  operations.  For 
example,  the  respcmsibility  of  the  Counterterrorism  Director  would  be  worldwide  and  focused 
solely  (HI  counterterrorism.  The  Counterterrorism  Director  would  thai  axitrol  all  of  the 
counterterrorism  assets  of  the  s^arate  govemmoital  agaicies.  In  this  exanqile,  the  Director  for 
Counterterrorism  would  be  respcmsible  for  employing  multi-agency  counterterrorism  assets 
worldwide.  Thus,  the  Director  for  Counterterrorism  would  have  elements  of  the  FBI,  CIA  and 
other  organizations  assigned  to  him  and  would  employ  them  in  accordance  with  established  policy 
and  to  meet  the  needs  of  his  assigned  fiincticHial  area. 

Of  the  two  opticBis  presorted  above,  the  geograi^ic,  vice  the  fimcticml.  Directorships 
seem  to  provide  the  most  efficient  organizational  and  C2  structure,  with  clearly  delineated  lines  of 
respcMisibility. 

Regardless  of  the  organizaticm  of  the  Directorships,  the  parait  agaicies  (DOJ,  FBI,  CIA, 
DOS,  etc.)  would  become  asset  providers,  responsible  for  training  and  equipping  the  “assets”  (the 
agaits  of  these  sqjarate  agencies),  mudi  like  the  separate  military  services  provide  forces  to  the 
CINCs  today.  Under  this  proposal,  the  Directors  would  be  totally  reqxmsible  for  “warfi^ting,” 
directing  the  efforts  of  the  assets  (interagaicy  forces)  assigned  to  counter  the  designated  threat 
within  their  designated  areas  of  resptmsibility.  These  Directors  would  be  responsible  to  a  coitral 
authority  directing  the  overall  efforts  of  “participating”  agencies.  This  cortral  authority  would  be 
<m  a  par  with  the  Secretary  of  Defaise  and  could  be  titled  the  “Secretary  of  National  Security  .” 
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The  division  of  responsibilities  betweai  the  “force  providers”  (the  parent  agencies)  and  the 
Directorships  would  assist  in  crushing  the  bureaucratic,  parodiial  mindsets  which  are  the  cause  of 
much  friction  and  inefficiency  inherait  in  the  current  system.  However,  just  as  in  the  DOD,  this 
division  of  respcsisibilities  of  the  functicmal  CINCs  and  the  parrat  agencies  must  be  firmly  based  in 
law  and  the  functional  “CINCs”  must  be  en^wered  with  the  authority  to  carry  out  their  assigned 
respcxisibilities. 

Advantages  of  creating  geographic  or  frmctimal  “  Directorships”  include: 

1 .  Reducticm  in  instituticxial  and  interagency  fricticHi  by  forcing  “joint”  q)erations  between 
the  sq}arate  agencies  imder  the  auspices  of  the  “Directorship.” 

2.  Reduced  uncertainty  associated  with  reorganizaticxi  as  model  is  built  upon  existing 
DOD  exan:q)le. 

3 .  Clearly  delineated  responsibilities  of  Director  and  supporting  parmt  agencies, 
providing  clear  focus  and  uninhibited  support  for  interag^cy  ‘'task  forces.” 

4.  Subtly  wrests  some  power  and  authority  from  the  sqiarate  agencies  and  etrqwwers  the 
Directors,  the  executors  of  naticxial  policy,  with  “joint”  forces  focused  at  a  specific  problem. 

5 .  Provides  focused  capability  to  meet  the  currait  threat  and  the  flexibility  to  adapt  to  the 
threats  of  tomorrow  (throu^  the  simple  reallocation  of  assets  to  the  geographic  or  functirxial 
directorships). 

The  major,  apparent  disadvantage  to  this  prqxssal  is  the  temporary  turbulence  associated 
with  reorganization. 

Clearly  this  prqjosal,  as  presorted,  is  neither  detailed  nor  all  inclusive.  Remaining 
questions  include  tire  nature  of  the  Directorships  and  the  definition  of  a  cortral  authority  to  wdiidh 
these  geographic  or  functirxial  Directors  answer  to.  Additiraially,  the  roles  of  the  DOS  and  the 
paroit  agencies  need  detailed  definitioi  and  are  clearly  beyrxrd  the  scope  of  this  thesis. 
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Issue:  Concerns  Over  the  Ability  of  Local  LEA  and  Emergency  Respcmse 

Units  to  Deal  with  a  Terrorist  Attack  UtiliTincf  WMD. 

Discussion:  Although  this  issue  was  addressed  in  the  Naticaial  Defoise  Authorization  Art  for 
Fiscal  Year  1997  (Public  Law  104-201,  title  XTV),  the  concerns  raised  in  this  issue  are 
noteworthy. 

The  first  echelon  of  emergaicy  respcmse  to  an  incidait  involving  WMD  will  be  the  local 
law  oiforcement  and  emergency  medical  response  agrticies.  Curraxt  writings  indicate  the 
levels  of  preparedness  of  these  organizatiwis  to  deal  with  the  results  of  such  an  incidait  are  either 
inadequate  or  ncmexistait.'®  Several  exercises  noted  difficulties  resulting  fi^om  interagaicy  turf 
battles  (most  notably  betweai  the  FBI  and  local  agoicies)  and  a  total  ignorance  of  the  threat,  and 
the  tactics,  techniques  and  procedures  necessary  to  deal  with  it.  In  several  exercises  in  major 
cities,  emergaicy  medical  respcaiders,  police  and  fire  dq)artment  personnel  were  “killed”  in  great 
numbers  due  to  ignorance  of  the  killing  radius  of  chemical  and  biological  agaits.”  One  qjtirti  to 
prq)are  local  agencies  to  deal  with  an  incidait  involving  WMD  range  is  to  train  50  emergaicy 
responders  fi'om  eadi  of  the  120  largest  cities.  Another  id^tified  opticxi  is  to  train  regicmal  ‘^strike 
teams”  which  are  trained  and  equipped  to  respond  to  incidents  involving  WMD. 

Is  it  enough  to  say,  as  have  many,  that  the  odds  of  actual  WMD  employment  are  so  low, 
that  such  training  is  not  worth  the  ejqjoise,  especially  in  times  of  fiscal  austerity?  Additicmal 
questions  include  vdio  should  provide  the  specialized  training  and  who  would  pay  for  it?. 

Cunaitly,  there  are  few  if  any  assets  or  personnel  dedicated  to  Crisis  Response  or  Ccmsequaice 
Management  in  die  major  cities  of  the  US,  let  alcme  its  smaller  communities. 

R^mmaidaticm:  That  the  Federal  Emergency  Managemait  Agaicy  (FEMA)  be  designated  as  the 
lead  agency  in  establi^ing  a  suitable  course  of  instrurtiai  to  be  taught  locally  to  educate 
emergaicy  response  agencies  (police,  emergency  medical  services,  fire  dqiartmaits,  etc.)  cm  the 
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tactics,  techniques  and  procedures  associated  with  WMD.  This  course  would  focus  on  the 
techniques  and  procedures  associated  with  an  incident  involving  WMD.  These  classes  would 
utilize  the  'Train  the  Trainer”  concept  and  include  ageat  and  synqjtom  identification,  “spread 
patterns”  and  immediate  post-incident  procedures  to  reduce  loss  of  life.  Additi<Mially,  FEMA 
should  coordinate  regional  response  teams,  prepared  and  equipped  to  respond  to  emergencies 
within  their  respective  regions.  Additionally,  city  and  agaicy  leadership  should  be  aware  of  the 
support  requirements  of  these  regional  response  teams  and  be  pr^ared  to  provide  it. 

Issue:  Recommaided  Areas  For  Further  Study 

Discussicm/Recommaidation;  Recommended  tcyics  for  further  study  include: 

1 .  Ccmducting  an  analysis  of  the  currant  C2  structure  of  the  counterproliferation  and 
counterterrorism  processes  to  determine  the  (^Ttimal  structure  and  organization  required  to  counter 
the  cuxreat  threats  to  national  security.  The  recommendaticHis  listed  earlier  in  this  chapter  relating 
to  this  issue  do  not  represent  a  detailed  analysis  of  this  issue.  Recommendations  include 
researching  the  evoluticHi  of  the  current  DOD  structure,  especially  concerning  the  creaticxi  of  the 
geographic  and  functional  “CINCdoms.”  A  study  of  the  '  Var  an  drugs”  would  provide  an 
example  of  what  woriced  and  did  not  work  inside  the  bureaucracy  of  governmental  agencies.  The 
resulting  study  could  ultimately  provide  the  basis  for  change. 

2 .  Research  to  determine  the  qjtimum  training  and  capabilities  required  of  local  law 
enforcemoit  and  emergaicy  response  agencies  to  adequately  deal  with  incidents  involving  WMD. 
In  ccmducting  this  research,  the  recommended  focus  is  in  determining  the  minimum  respcxise 
capability  required,  how  much  expertise  is  necessary,  vdio  could  provide  the  training,  at  what  cost 
and  who  would  pay  for  it.  An  additional  recommoidaticm  is  to  analyze  the  role  the  military  may 
have  in  assisting  in  this  effort. 
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CHAPTER? 


SUMMARY 

The  real  question  is  whether  the  political  will 
exists  to  develq)  and  mq>lem^  a  natimml 
security  strategy  that  resp<xids  appropriately 
to  the  post-Cold  War  threat  posed  by  the 
proliferation  of  weapons  of  mass  destructicHi.’ 

Senator  Richard  G.  Lugar 

This  thesis  discusses  the  threat  to  naticmal  security  posed  by  nation  states  and  nraictat** 

actors  armed  with  WMD.  This  threat  is  real,  growing,  and  demanding  increased  attention.  Recent 
terrorist  activity,  both  in  the  US  and  abroad,  has  highli^ited  the  capability  and  willingness  of 
mdividuals,  groiqjs  or  oitities  to  cause  great  death  and  destruction  to  further  their  aims.  WMD 

allows  nation  states  and  ncmstate  actors  alike  to  increase  the  lethality  of  their  attacks  against  the 
US  a  thousandfold. 

Countering  this  threat  requires  the  seamless  syndironization  of  all  govemmaital 
nonproliferation,  couirterproliferation,  and  counterterrorism  efforts  and  agencies.  These  seemingly 
indqifflidQrt  efforts,  separated  by  C2  organization  and  structure,  are  inextricably  linked  by  purpose 
and  threat.  This  intricate  and  complex  linkage  is  eiqilained  in  this  thesis  and  illustrated  in  the 
Counterproliferation  Continuum. 

The  Counterproliferation  Cartinuum  defines  and  eiqjlains  the  basic  functional  areas  and 
acticms  undertakai  by  numerous  govemmortal  agencies  to  counter  this  threat.  The 
Counterproliferation  Caitinuum  caisists  often  fimcti«ial  segments:  Dissuasion,  Prevaiticai, 
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Deterraice,  Reduction,  Defense,  Intelligaice,  Attack,  Retaliation,  Crisis  Response,  and 
Ccwisequence  Managemait.  The  roles  of  the  major,  s^arate  governmental  agencies  throu^out  the 
Ccmtinuum  are  defined  in  Chapter  5  of  this  thesis.  The  coiiqjlex  linkage  binding  the  efforts  of  the 
numerous  participating  govemmaital  agencies  in  countering  the  subject  tihreat  is  perhaps  the 
greatest  finding  of  this  paper. 

Another  finding  of  note  was  a  shortcoming  in  the  mechanism  synchrrxiizing  the  efforts  of 
the  sq)arate  govemmaital  agaicies  to  counter  this  threat.  Althou^  adequate,  the  C2  and 
supporting  structures  are  not  optimum.  The  current  organizaticoial  and  C2  structures  were  created 
in  die  period  from  the  early  1940s  to  the  present  in  order  to  protect  the  national  security  of  the  US 
againgf  the  threat  posed  by  nation  states.  During  this  period,  nation  states  posed  the  greatest  threat 
to  the  national  security  of  the  US.  Today,  at  least  temporarily,  the  threat  of  WMD,  wielded  by 
natirm  states  and  ncmstate  actors,  has  eclipsed  that  posed  by  the  c<»ivMiti(xial  warfare  capabilities 
of  naticHi  states. 

This  temporary  respite  fi^om  cOTventional  threats  has  been  gaierated  by  the  perceived  US 
supremacy  in  ccxiventional  warfere  as  evid^ced  by  the  1990-91  Gulf  War.  Additioially,  the 
ability  of  the  US  to  respond  to  actual  or  threatened  WMD  employmait  has  greatly  limited  the 
threat  posed  by  nation  states  armed  with  WMD.  However,  the  capability  and  threat  of  retaliati<xi 
is  irrelevant  \riien  feeing  a  nonstate  actor  armed  with  WMD.  Thus,  the  greatest  single  threat  to  the 
natinnal  security  of  the  US  is  now  an  individual,  groiq),  or  organization  armed  with  WMD  wfeich 
has  no  apparent  affiliation  to  a  naticxi  state. 

In  response,  numerous  govenunoital  working  groups,  irrteragency  agreements,  and 
oversight  committees  have  been  formed  to  more  efficiently  coordinate  governmental  efforts  to 
counter  this  threat.  These  efforts  are  necessary  primarily  due  to  outdated,  inefficient 
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organizational  C2  and  supporting  structures.  Current  governmental  organizaticxial  and  C2 
structures  were  designed  to  counter  competing  nation  states,  thai  the  primary  threat  of  the  period. 

In  short,  the  threat  has  evolved  vstole  governmental  organizatiaial  and  C2  structures  have 
not.  Change  is  inherently  difficult;  diange  in  a  bureaucracy  is  practically  irt^jossible.  Chapter  6 
offered  two  proposals  to  optimize  governmental  capabilities  to  counter  the  threat  posed  by  nation 
states  and  nonstate  actors  armed  with  WMD. 

The  first  proposal,  largely  encapsulated  under  the  National  Defense  Authorization  Act  for 
Fiscal  Year  1997  (Public  Law  104-201,  title  XIV),  discussed  in  Chapter  6,  creates  a  common 
hierarchy  for  the  major  agencies  involved  in  both  the  counterproliferatioi  and  counterterrorism 
arwias.  This  “commcm  master”  ccmcqjt  is  intaided  to  improve  interagaicy  coordination  and 
reduce  fncticm,  thereby  in^roving  US  capabilities  to  counter  the  threat. 

This  proposal  does  not  go  fer  enough  in  restructuring  the  govemmoital  C2  structure  to 
realize  the  US’s  potaitial  capability  to  counter  the  subject  threat.  To  focus  cm  an  organizaticmal 
change  without  risking  decreased  capability,  an  additional  recommaidaticm  is  to  ccmduct  research 
into  reorganizing  govemmMital  agaicies  to  counter  the  primary  threat  of  this  period. 

The  author’s  recommendation  reorganizes  govemmoital  agencies  alcmg  DOD  lines, 
mirroring  the  geographic  CINC  ccmc^.  This  prqjosal  would  create  geographic  or  functional 
Directorships.  A  geographic  directorship  would  be  responsible  for  several  designated  threats  in 
a  specific  geographic  regicm.  A  fimcticmal  directorship  would  be  responsible  to  counter  erne 
designated  threat,  for  example,  counterterrorism,  worldwide. 

Another  major  finding  of  this  paper  was  the  lack  of  preparedness  of  local  government, 
LEAs,  and  emergency  respemse  teams  to  deal  with  a  terrorist  incident  involving  WMD.  This 
universal  shortcoming  is  addressed  in  a  presidaitial  report  to  the  Congress  aititled  “Rqjort  cm 
Government  Capabilities  to  Respond  to  Terrorist  Incidrats  Involving  We^ems  of  Mass 
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Destruction— Message  From  the  President  of  the  United  States”  dated  26  February  1997.  This 
report  outlines  several  initiatives  curraitly  underway  to  rectify  this  shortcoming,  better  prorating 
“first  responders”  to  deal  with  a  WMD  incidait. 

Finally  this  fiiesis  identifies  and  recommends  several  issues  for  further  study.  These 
issues  are  detailed  in  Qiapter  6  of  this  tihesis. 

Currently,  the  threat  posed  by  ncmstate  actors  armed  with  WMD  rq)resarts  the  greatest 
single  danger  to  national  security.  These  terrible  weapons  errqrower  a  small  group  or  evm  an 
individual  with  the  potartial  to  radically  affect  the  security  and  ecOTiomy  of  the  US  or  its  interests. 
Due  to  the  potential  for  great  amounts  of  death  and  destruction,  the  evoluticm  of  governmental 
efforts  to  counter  this  threat  is  inevitable. 

Change  to  currant  C2  organization  and  structure  will  either  come  from  within,  dictated  by 
visiwiary  leadersh^,  or  it  will  be  forced  upon  the  US  following  an  attack.  This  attack  will  be 
conducted  by  an  enemy  wielding  WMD  vho  was  neidier  seen  nor  heard  prior  to  the  enq)loymCTt  of 
his  deadly  tools. 

To  date,  there  have  been  moiumental  efforts,  at  every  level  in  die  US  govemmait  to 
counter  the  threat  posed  by  nonstate  actors  armed  with  WMD.  The  osnplexrty  of  the 
Counterproliferation  Ccmtinuum,  defied  in  Chapter  five  of  this  thesis,  atterrqrts  to  illustrate  the 
extent  of  those  efforts. 

These  efforts,  however  mrxuunartal,  will  be  for  naught  if  they  do  not  prevent  every 
potaitial  attack  against  the  US.  One  successful  incident  could  potentially  cause  grievous  damage 
to  US  social,  economic,  and  political  infiastructure. 

This  zercKolerance  for  terrorist  success  requires  all  governmental  agencies  to  functiai  in 
perfect  syndironizatiOTi.  Curraitly,  the  US  govemmait  is  not  qrtimaUy  structure  to  most 
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effectively  counter  this  threat.  US  agencies  involved  in  this  process  lack  organizaticmal  focus  on 
the  overall  threat,  too  often  involved  in  interagency  turf  battles. 

The  threat  described  in  this  thesis  is  real,  the  WMD  are  real  and  available  should  a 
nonstate  actor  or  nati(»  state  decide  to  acquire  and  use  them.  The  organizaticmal  and  interagency 
problems  described  in  this  thesis  are  likewise  real  and  must  be  resolved.  One  successful  attack 
enq)lo3dng  WMD  against  the  US  could  sigmficantly  damage  the  US  and  ^ange  the  status  of  world 
affeirs.  This  attack  must  never  be  ccmducted. 


'Senator  Richard  G.  Lugar,  Weapons  of  Mass  Destruction  and  Cooperative  Threat 
Reduction  (Writtai  remarks  given  at  the  Nuclear  Roundtable,  29  April  1996).  Internet  source: 
http://www.stimson.org/pub/stimsai/rd-table/lugar.htm 
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